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  NIMS Training Implementation Strategy 
Individuals are experiencing periodic and intermittent problems completing the courses through the web-based training in the FEMA Employee Knowledge Center FEKC, this may occur when the training center is overwhelmed with traffic.  Course summaries and final exams are provided below, along with links to the EMI Independent Study IS sites for all courses addressed for NIMS Compliance. 
IS-100 Introduction to the Incident Command System, ICS-100, for Federal Disaster Workers: http://www.training.fema.gov/emiweb/IS/is100.asp 
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IS-200 Basic Incident Command System, ICS-200, for Federal Disaster Workers: http://www.training.fema.gov/emiweb/IS/is200.asp 
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IS-700 National Incident Management System: http://www.training.fema.gov/EMIWeb/IS/IS700.asp  
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IS-800 National Response Plan:  Launched on January 6, 2005 http://www.training.fema.gov/emiweb/IS/is800.asp 
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Non-deployed DAE/SAE without access to computers:  Cadre Managers should send the DAE/SAE, the course summaries, the final exam questions and blank FEMA Form 95-9 answer sheet to mail to EMI.  
If DAE/SAE has access to www: Go to the EMI Independent Study site, course listing: http://www.training.fema.gov/emiweb/IS/crslist.asp   

Follow these instructions:
1. Scroll down to the course (listed in numerical order) and click on it.
2. Once on the course page, scroll down to find the Final Exam
3. Click on the “Final Exam” or “take the final exam” 
4. On the exam page, click on the “letter” for each answer
5. Scroll down and complete the student information and “Submit” the test
Full-time FEMA employees or deployed DAE/SAE (those inside the FEMA firewall), access the courses via the FEMA Employee Knowledge Center FEKC:
Go to http://kc.fema.net and select “Register” if you have not used the center before.  Follow the instructions on the screen, and provide complete information.  The address you enter will be used as a mailing address for your course completion certificate.  This web-based course needs your full attention to complete.  Once you have registered and access the FEKC home page, follow the steps provided:

1. At the main screen (Home), select  “Training Center” 
2. Then select “Web-based Training”.

3. Click the “Search” button (without typing anything in the keywords box).
4. All web-based courses available will be displayed select the “Course” you want to take.
5. On the next screen, click on “Take Course”.

6. Then start with the “Welcome/Course Overview” Follow instructions on each screen.
7. You MUST complete each lesson, then click on the “Course Map” to receive credit.
8. When you get to the “Summary/Post-test” lesson.  PRINT out this screen and follow the steps indicated. 
Training Implementation Strategies @ the Region:
Individual:  All web-based courses (take 1 to 3 hours to complete).  Upon successful completion, automatic documentation is recorded in your own FEKC personal transcript.   NOTE: For each course, make sure you go to the course map and have a screen that says Congratulations, you've completed this lesson... or you will not get credit.  Testing is incorporated in each of the lessons and may not have a “final” exam. Please carefully read and follow the additional instructions in the course.  If you go back to review a lesson, you will need to complete the lesson in its entirety to get credit for the lesson.  If you have trouble getting through the web-based course then see next paragraph.

You can earn a Certificate of Completion from the EMI Independent Study Program by passing the final exam for the courses. That certificate is mailed within five working days of passing the exam. The successful completion of the IS course is recorded in the Training Information Access System TIAS, training and cadre managers have access to those records.

Sections & Groups:  Facilitated training for the completion of these courses with “classroom” type delivery is available.  This methodology would require a minimum commitment of at least one hour per course facilitation in the individual branch/section conference room.  Course facilitation will require projection system capability and connectivity to the intranet.  Please schedule with Training for facilitation POC:  
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Lesson 1. ICS Overview Summary of Lesson Content

Lesson Overview
The ICS Overview lesson introduces you to:

= The background and development of ICS.

= |CS as the standard for emergency management across the country.
= ICS as interdisciplinary and organizationally flexible.

= Applications of ICS.

The Incident Command System (ICS)

An incident is an occurrence, either caused by humans or natural phenomena, that requires
action by emergency service personnel to prevent or minimize loss of life or damage to property
and/or the environment.

Examples of incidents include:

=  Fire, both structural and wildfire.

= Hazardous materials incidents.

= Search and rescue missions.

= Qil spills.

= Natural disasters.

=  Terroristt WMD events.

= Planned events, such as parades or political rallies, just to name a few.

Because of today's budget constraints and limited staffing of local, State, and Federal agencies,
it's not possible for any one agency to handle all the management and resource needs for the
increasing numbers of incidents nationwide. Local, State, and Federal agencies must work
together in a smooth, coordinated effort under the same management system.

The Incident Command System, or ICS, is a standardized, on-scene, all-hazard incident
management concept. ICS allows its users to adopt an integrated organizational structure to
match the complexities and demands of single or multiple incidents without being hindered by
jurisdictional boundaries.

ICS has considerable internal flexibility. It can grow or shrink to meet different needs. This
flexibility makes it a very cost effective and efficient management approach for both small and
large situations.
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Lesson 1. ICS Overview Summary of Lesson Content

History of the Incident Command System (ICS)

The Incident Command System (ICS) was developed in the 1970s following a series of
catastrophic fires in California's urban interface. Property damage ran into the millions, and many
people died or were injured. The personnel assigned to determine the causes of this disaster
studied the case histories and discovered that response problems could rarely be attributed to
lack of resources or failure of tactics. What were the lessons learned?

Surprisingly, studies found that response problems were far more likely to result from inadequate
management than from any other single reason.

Weaknesses in incident management were often due to:

= Lack of personnel accountability, including unclear chains of command and supervision.

= Poor communication due to both inefficient uses of available communications systems
and conflicting codes and terminology.

= Lack of an orderly, systematic planning process.

= No common, flexible, predesigned management structure that enables commanders to
delegate responsibilities and manage workloads efficiently.

= No predefined methods to integrate interagency requirements into the management
structure and planning process effectively.

A poorly managed incident response can be devastating to our economy, the food supply, and
our health and safety. With so much at stake, we must effectively manage our response efforts.
The Incident Command System, or ICS, allows us to do so. ICS is a proven management system
based on successful business practices. This course introduces you to ICS and the vital role that
you can play.

ICS Built on Best Practices
ICS is:

= A proven management system based on successful business practices.
= The result of decades of lessons learned in the organization and management of
emergency incidents.

This system represents organizational "best practices," and has become the standard for
emergency management across the country.

What ICS Is Designed To Do

Designers of the system recognized early that ICS must be interdisciplinary and organizationally
flexible to meet the following management challenges:

= Meet the needs of incidents of any kind or size.

= Be usable for routine or planned events such as conferences, as well as large and
complex emergency incidents.

= Allow personnel from a variety of agencies to meld rapidly into a common management
structure.

= Provide logistical and administrative support to operational staff.

= Be cost effective by avoiding duplication of efforts.

ICS has been tested in more than 30 years of emergency and non-emergency applications, by all
levels of government and in the private sector.
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Lesson 1. ICS Overview Summary of Lesson Content

Applications for the Use of ICS
Applications for the use of ICS have included:

= Routine or planned events (e.g., celebrations, parades, and concerts).

» Fires, hazardous materials, and multicasualty incidents.

=  Multijurisdiction and multiagency disasters such as earthquakes, hurricanes, floods, and
winter storms.

= Search and rescue missions.

= Biological pest eradication programs.

= Biological outbreaks and disease containment.

= Acts of terrorism.

ICS Features
In this course, you will learn about the following ICS features:

= |ICS Organization

» Incident Facilities

= Incident Action Plan

= Span of Control

= Common Responsibilities
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Lesson 2: ICS Organization: Part | Summary of Lesson Content

Lesson Overview
The ICS Organization: Part | lesson introduces you to the:

= Organizational structure of ICS.

= Five major management functions.

=  Principle of span of control.

= Use of position titles.

= Roles and responsibilities of the Incident Commander and Command Staff.

ICS Organization

There is no correlation between the ICS organization and the administrative structure of any
single agency or jurisdiction. This is deliberate, because confusion over different position titles
and organizational structures has been a significant stumbling block to effective incident
management in the past.

For example, FEMA has an Office of Information Technology Services. This office has no

relationship to the position of Communication Unit Leader in ICS, which is responsible for the
hardware that the ICS organization uses to communicate.

Performance of Management Functions

Every incident or event requires that certain management functions be performed. The problem
must be identified and assessed, a plan to deal with it developed and implemented, and the
necessary resources procured and paid for.

Regardless of the size of the incident, these management functions still will apply.

Five Major Management Functions

There are five major management functions that are the foundation upon which the ICS
organization develops. These functions apply whether you are handling a routine emergency,
organizing for a major non-emergency event, or managing a response to a major disaster. The
five major management functions are:

Incident

Command

| I I ]
z ; - Finance/
[ Operations ] { Planning J [ Logistics ] [Adminisjratiun ]

Section Section Section Section
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Lesson 2: ICS Organization: Part | Summary of Lesson Content

Management Function Descriptions
Below is a brief description of each ICS function:

*» Incident Command: Sets the incident objectives, strategies, and priorities and has
overall responsibility at the incident or event.

= Operations: Conducts tactical operations to carry out the plan. Develops the tactical
objectives and organization, and directs all tactical resources.

= Planning: Prepares and documents the Incident Action Plan to accomplish the
objectives, collects and evaluates information, maintains resource status, and maintains
documentation for incident records.

= Logistics: Provides support, resources, and all other services needed to meet the
operational objectives.

* Finance/Administration: Monitors costs related to the incident. Provides accounting,
procurement, time recording, and cost analyses.

Organizational Structure—Incident Commander

On small incidents and events, one person, the Incident Commander, may accomplish all five
management functions. In fact, the Incident Commander is the only position that is always staffed
in ICS applications. However, large incidents or events may require that these functions be set up
as separate Sections within the organization.

Organizational Structure—ICS Sections

Each of the primary ICS Sections may be subdivided as needed. The ICS organization has the
capability to expand or contract to meet the needs of the incident.

A basic ICS operating guideline is that the person at the top of the organization is responsible
until the authority is delegated to another person. Thus, on smaller incidents when these
additional persons are not required, the Incident Commander will personally accomplish or
manage all aspects of the incident organization.

ICS Span of Control

Another basic operating guideline concerns the supervisory structure of the organization.

Span of control pertains to the number of individuals or resources that one supervisor can
manage effectively during emergency response incidents or special events. Maintaining an
effective span of control is particularly important on incidents where safety and accountability are
a top priority.

Maintaining Span of Control

Maintaining adequate span of control throughout the ICS organization is very important.

Effective span of control on incidents may vary from three (3) to seven (7), and a ratio of one (1)
supervisor to five (5) reporting elements is recommended.

If the number of reporting elements falls outside of these ranges, expansion or consolidation of
the organization may be necessary. There may be exceptions, usually in lower-risk assignments
or where resources work in close proximity to each other.
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Lesson 2: ICS Organization: Part | Summary of Lesson Content

ICS Position Titles

To maintain span of control, the ICS organization can be divided into many levels of supervision.
At each level, individuals with primary responsibility positions have distinct titles. Using specific
ICS position titles serves three important purposes:

= Titles provide a common standard for all users. For example, if one agency uses the title
Branch Chief, another Branch Manager, etc., this lack of consistency can cause
confusion at the incident.

» The use of distinct titles for ICS positions allows for filling ICS positions with the most
qualified individuals rather than by seniority.

» Standardized position titles are useful when requesting qualified personnel. For example,
in deploying personnel, it is important to know if the positions needed are Unit Leaders,
clerks, etc.

Supervisory Position Titles

The titles for all supervisory levels of the organization are shown in the table below.

Organizational Level Title Support Position
Incident Command Incident Commander | Deputy

Command Staff Officer Assistant

General Staff (Section) | Chief Deputy

Branch Director Deputy
Division/Group Supervisor N/A

Unit Leader Manager

Strike Team/Task Force | Leader Single Resource Boss

ICS Organizational Components

Sections: The organizational levels with responsibility for a major functional area of the incident
(e.g., Operations, Planning, Logistics, Finance/Administration). The person in charge of each
Section is designated as a Chief.

Divisions: Used to divide an incident geographically. The person in charge of each Division is
designated as a Supervisor.

Groups: Used to describe functional areas of operations. The person in charge of each Group is
designated as a Supervisor.

Branches: Used when the number of Divisions or Groups extends the span of control. Can be
either geographical or functional. The person in charge of each Branch is designated as a
Director.

Task Forces: A combination of mixed resources with common communications operating under
the direct supervision of a Task Force Leader.
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ICS Organizational Components (continued)

Strike Teams: A set number of resources of the same kind and type with common
communications operating under the direct supervision of a Strike Team Leader.

Single Resources: May be individuals, a piece of equipment and its personnel complement, or a
crew or team of individuals with an identified supervisor that can be used at an incident.

Incident Commander's Overall Role

The Incident Commander has overall responsibility for managing the incident. The Incident
Commander must be fully briefed and should have a written delegation of authority. Initially,
assigning tactical resources and overseeing operations will be under the direct supervision of the
Incident Commander.

Personnel assigned by the Incident Commander have the authority of their assigned positions,
even if it's not the same authority that they have at home.

Incident Commander Responsibilities

In addition to having overall responsibility for managing the entire incident, the Incident
Commander:

= Has responsibility for ensuring incident safety, providing information services to internal
and external stakeholders, and establishing and maintaining liaison with other agencies
participating in the incident.

= May have one or more Deputies from the same agency or from other agencies or
jurisdictions. Deputy Incident Commanders must be as qualified as the Incident
Commander.

Selecting and Changing Incident Commanders

As incidents expand in size, change in jurisdiction or discipline, or become more complex,
command may change to a more experienced Incident Commander.

Rank, grade, and seniority are not the factors used to select the Incident Commander. The
Incident Commander is always a highly qualified individual trained to lead the incident response.

Transfer of command at an incident always requires that there be a full briefing for the incoming
Incident Commander and natification to all personnel that a change in command is taking place.
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Expanding the Organization

As incidents grow, the Incident Commander may delegate authority for performance of certain
activities to the Command Staff and the General Staff.

Incident
Command

Public
Information -
Dfficer :
Command Staff:
TR oY The Command Staff
Safety \ | provide Information,
Officer { | Safety, and Liaison
| services for the entire
| | organization.
Liaison )
Oificer
e
General Staff:

! I I ananlcef | | The General Statf are
Operations Planning Logistics L : | | assigned functional
[ Section ] [ Section Section Adn&'géﬂ;ﬂtmn | authority for Operations,
| Planning, Lagisti{:s, and
Finance/Administration.

Command Staff

Depending upon the size and type of incident or event, it may be necessary for the Incident
Commander to designate personnel to provide information, safety, and liaison services for the
entire organization. In ICS, these personnel make up the Command Staff and consist of the:

= Public Information Officer, who serves as the conduit for information to internal and
external stakeholders, including the media or other organizations seeking information
directly from the incident or event.

= Safety Officer, who monitors safety conditions and develops measures for assuring the
safety of all assigned personnel.

= Liaison Officer, who serves as the primary contact for supporting agencies assisting at
an incident.
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Lesson 3: ICS Organization: Part Il Summary of Lesson Content

Lesson Overview
The ICS Organization: Part Il lesson introduces you to the:
= Roles and responsibilities of the General Staff.
= Expansion and contraction of the ICS organization.
General Staff
Expansion of the incident may also require the delegation of authority for the performance of the
other management functions. The people who perform the other four management functions are

designated as the General Staff. The General Staff is made up of four Sections: Operations,
Planning, Logistics, and Finance/Administration.

[
Operations Planning Logistics Finance/
-

ICS Section Chiefs and Deputies

As mentioned previously, the person in charge of each Section is designated as a Chief. Section
Chiefs have the ability to expand their Section to meet the needs of the situation. Each of the
Section Chiefs may have a Deputy, or more than one, if necessary. The Deputy:

= May assume responsibility for a specific portion of the primary position, work as relief, or
be assigned other tasks.
= Should always be as proficient as the person for whom he or she works.

In large incidents, especially where multiple disciplines or jurisdictions are involved, the use of
Deputies from other organizations can greatly increase interagency coordination.

Operations Section

Until Operations is established as a separate Section, the Incident Commander has direct control
of tactical resources. The Incident Commander will determine the need for a separate Operations
Section at an incident or event. When the Incident Commander activates an Operations Section,
he or she will assign an individual as the Operations Section Chief.

Operations Section Chief

The Operations Section Chief will develop and manage the Operations Section to accomplish the
incident objectives set by the Incident Commander. The Operations Section Chief is normally the
person with the greatest technical and tactical expertise in dealing with the problem at hand.
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Lesson 3: ICS Organization: Part Il Summary of Lesson Content

Operations Section: Maintaining Span of Control

The Operations function is where the tactical fieldwork is done. Therefore, most incident
resources are assigned to the Operations Section. Often the most hazardous activities are carried
out there. Because of this, it is necessary to monitor carefully the number of resources that report
to any one supervisor. The following supervisory levels can be added to help manage span of
control:

= Divisions are used to divide an incident geographically.

= Groups are used to describe functional areas of operation.

= Branches are used when the number of Divisions or Groups extends the span of control
and can be either geographical or functional.

Operations Section: Divisions

Divisions are used to divide an incident geographically. The person in charge of each Division is
designated as a Supervisor. How the area is divided is determined by the needs of the incident.

The most common way to identify Divisions is by using alphabet characters (A, B, C, etc.). Other
identifiers may be used as long as Division identifiers are known by assigned responders.

The important thing to remember about ICS Divisions is that they are established to divide an
incident into geographical areas of operation.

Section

[ Division A ] [ Division B ]

| Operations

Operations Section: Groups

Groups are used to describe functional areas of operation. The person in charge of each Group
is designated as a Supervisor.

Section
[

] ]
Human Infrastructure
Services Group Support Group

[ Operations ]

The kind of Group to be established will also be determined by the needs of an incident. Groups
are normally labeled according to the job that they are assigned (e.g., Human Services Group,
Infrastructure Support Group, etc.). Groups will work wherever their assigned task is needed and
are not limited geographically.
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Operations Section: Divisions and Groups

Divisions and Groups can be used together on an incident. Divisions and Groups are at an equal
level in the organization. One does not supervise the other. When a Group is working within a
Division on a special assignment, Division and Group Supervisors must closely coordinate their
activities.

Operations
Section

[ 1
Division (County) Human
A Services Group
1
I |
Voluntary Agency Food & Nutrition
Specialist Specialist

Operations Section: Establishing Branches

If the number of Divisions or Groups exceeds the span of control, it may be necessary to
establish another level of organization within the Operations Section, called Branches. The
person in charge of each Branch is designated as a Director. Deputies may also be used at the
Branch level. Branches can be divided into Groups or Divisions—or can be a combination of both.

-
Operations
section

Emergency Infrastructure
Services Branch Branch
]

5] [ Public Works

[
[ Firefighting J [Hualth & Medical J [Hﬂ.mrdnu& Material

Group Group Group

& Engineering Energy Group ‘
Group

F

Operations Section: Branches, Other Factors

While span of control is a common reason to establish Branches, additional considerations may
also indicate the need to use these Branches, including:

= Multidiscipline Incidents. Some incidents have multiple disciplines involved (e.g.,
Firefighting, Health & Medical, Hazardous Materials, Public Works & Engineering,
Energy, etc.) that may create the need to set up incident operations around a functional
Branch structure.

= Multijurisdiction Incidents. In some incidents it may be better to organize the incident
around jurisdictional lines. In these situations, Branches may be set up to reflect
jurisdictional boundaries.

= Very Large Incidents. Very large incidents may be organized using geographic or
functional Branches.
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Operations Section: Expanding and Contracting

The Incident Commander or Operations Section Chief at an incident may work initially with only a
few single resources or staff members.

Operations
Section

Communications Engineering Mass Care
Specialist Specialist Specialist

The Operations Section usually develops from the bottom up. The organization will expand to
include needed levels of supervision as more and more resources are deployed.

Operations
Section
I
| I ] ]

Transportation Engineering Fire Behavior Mass Care
Specialist Specialist Specialist Specialist

Communications
Specialist

Task Forces are a combination of mixed resources with common communications operating
under the direct supervision of a Leader. Task Forces can be versatile combinations of resources
and their use is encouraged. The combining of resources into Task Forces allows for several
resource elements to be managed under one individual's supervision, thus lessening the span of
control of the Division/Group Supervisor.

Operations
Section

I

] ]
Strike Single
Team Resource

Strike Teams are a set number of resources of the same kind and type with common
communications operating under the direct supervision of a Strike Team Leader. Strike Teams
are highly effective management units. The foreknowledge that all elements have the same
capability and the knowledge of how many will be applied allows for better planning, ordering,
utilization and management.

Operations
Section

I ]
Task Strike Single
Force Team Resource
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Operations Section: Expanding and Contracting (continued)

Single Resources may be individuals, a piece of equipment and its personnel complement, or a
crew or team of individuals with an identified supervisor that can be used at an incident.

Operations
tion

I
I ]
Task Strike Single
Force Team Resource

As we covered earlier, it is important to maintain an effective span of control. Maintaining span of
control can be done easily by grouping resources into Divisions or Groups.

Operations
tion

|
Individual Public Works
& P

Engineering Grou
|

| I
Tem ll:.nra Housing Mass Care Potable Water Debris
ask Force Task Force Task Force Task Force

Assistance Group

Another way to add supervision levels is to create Branches within the Operations Section.

Emergency
Service Branch

Health & Hazardous
Medical Group Materials Grou
r'lul'eterinary Medical | [ i P )
Assistance Team [ A!;algzrgt::tr:?g
Task Force E
[ Disaster Medical | " Household
Assistance Team H H Hazardous Waste
Task Force | | Task Force
MeoMatal Nurse || || Debris Monitoring
Strke Team Strike Team
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Operations Section: Expanding and Contracting (continued)

At some point, the Operations Section and the rest of the ICS organization will contract. The
decision to contract will be based on the achievement of tactical objectives. Demobilization
planning begins upon activation of the first personnel and continues until the ICS organization
ceases operation.

Services Branch

; b Household
[ Alr Wonitaring ] [Hazarduus Waste J

[ Emergency J

Afs Parcs Task Force

Planning Section

The Incident Commander will determine if there is a need for a Planning Section and designate a
Planning Section Chief. If no Planning Section is established, the Incident Commander will
perform all planning functions. It is up to the Planning Section Chief to activate any needed
additional staffing.

Planning Section: Major Activities
The major activities of the Planning Section may include:

= Collecting, evaluating, and displaying incident intelligence and information.
= Preparing and documenting Incident Action Plans.

= Conducting long-range and/or contingency planning.

= Developing plans for demobilization as the incident winds down.

= Maintaining incident documentation.

= Tracking resources assigned to the incident.

Planning Section: Units

The Planning Section can be further staffed with four Units. In addition, Technical Specialists who
provide special expertise useful in incident management and response may also be assigned to
work in the Planning Section. Depending on the needs, Technical Specialists may also be
assigned to other Sections in the organization.

Planning
Section
| | I | |

Resource : . . Documentation Demobilization Technical
( Unit J [Sltl.lﬂtlﬂﬂ UnltJ { Unit ] { Unit ] [ Specialiats J
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Incident Action Plan

Every incident must have a verbal or written Incident Action Plan. The purpose of this plan is to
provide all incident supervisory personnel with direction for actions to be implemented during the
operational period identified in the plan.

Incident Action Plans include the measurable tactical operations to be achieved and are prepared
around a timeframe called an Operational Period.

Incident Action Plan Elements
At the simplest level, all Incident Action Plans must have four elements:

=  What do we want to do?

= Who is responsible for doing it?

= How do we communicate with each other?

= What is the procedure if someone is injured?

Logistics Section

The Incident Commander will determine if there is a need for a Logistics Section at the incident,
and designate an individual to fill the position of the Logistics Section Chief. If no Logistics
Section is established, the Incident Commander will perform all logistical functions. The size of
the incident, complexity of support needs, and the incident length will determine whether a
separate Logistics Section is established. Additional staffing is the responsibility of the Logistics
Section Chief.

Logistics Section: Major Activities
The Logistics Section is responsible for all of the services and support needs, including:
= Obtaining, maintaining, and accounting for essential personnel, equipment, and supplies.
=  Providing communication planning and resources.
= Setting up food services.
=  Setting up and maintaining incident facilities.
= Providing support transportation.
= Providing medical services to incident personnel.
Logistics Section: Branches and Units

The Logistics Section can be further staffed by two Branches and six Units.

Not all of the Units may be required; they will be established based on need. The titles of the
Units are descriptive of their responsibilities.
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Finance/Administration Section

The Incident Commander will determine if there is a need for a Finance/Administration Section at
the incident and designate an individual to fill the position of the Finance/Administration Section
Chief.

If no Finance/Administration Section is established, the Incident Commander will perform all
finance functions.
Finance/Administration Section: Major Activities

The Finance/Administration Section is set up for any incident that requires incident-specific
financial management. The Finance/Administration Section is responsible for:

= Contract negotiation and monitoring.

= Timekeeping.

= Cost analysis.

= Compensation for injury or damage to property.

Finance/Administration Section: Increasing Use

More and more larger incidents are using a Finance/Administration Section to monitor costs.
Smaller incidents may also require certain Finance/Administration support.

For example, the Incident Commander may establish one or more Units of the
Finance/Administration Section for such things as procuring special equipment, contracting with a
vendor, or making cost estimates for alternative response strategies.

Finance/Administration Section: Units

The Finance/Administration Section may staff four Units. Not all Units may be required; they will
be established based on need.

.
Finance/Administration
Section

Procurement Time Cost Compensation/
Unit Unit Unit Claims Unit
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Lesson Overview
The ICS Features and Principles lesson introduces you to:

= Use of common terminology.

» Incident facilities.

= Common ICS responsibilities.
Common Terminology
The ability to communicate within ICS is absolutely critical. Using standard or common
terminology is essential to ensuring efficient, clear communication. ICS requires the use of
common terminology, meaning standard titles for facilities and positions within the organization.
Common terminology also includes the use of "clear text"—that is, communication without the
use of agency-specific codes or jargon. In other words, use plain English.

Organizational Elements and Resources

As you learned earlier, organizational elements require a consistent pattern for designating each
level within the ICS organization.

Resources are also assigned common designations. Many kinds of resources may also be
classified by type, which will indicate their capabilities (e.g., types of helicopters, sprayers, etc.).
Organizational Facilities

Common terminology is also used to define incident facilities, help clarify the activities that take
place at a specific facility, and identify what members of the organization can be found there.

Incident facilities will be addressed in greater detail later in this lesson.

Use of Position Titles
As mentioned previously, ICS Command and General Staff positions have distinct titles.

=  Only the Incident Commander is called Commander.
= Only the heads of the Sections in the General Staff are called Chiefs.

Learning and using this standard terminology helps reduce confusion between the day-to-day
position occupied by an individual and his or her position at the incident.
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Integrated Communications
Every incident requires a Communications Plan. Communications includes:

» The "hardware" systems that transfer information.
= Planning for the use of all available communications resources.
= The procedures and processes for transferring information internally and externally.

Communications needs for large incidents may exceed available radio frequencies. Some
incidents are conducted entirely without radio support. In such situations, other communications
resources (cell phones, alpha pagers, e-mail, and secure phone lines) may be the only
communication methods used to coordinate communication and to transfer large amounts of data
efficiently.

Incident Facilities

Incident activities may be accomplished from a variety of facilities. Facilities will be established
depending on the kind and complexity of the incident or event. It is important to know and
understand the names and functions of the principal ICS facilities.

Only those facilities needed for any given incident may be activated. Some incidents may require
facilities not included in the standard list.

Incident Facilities Virtual Tour

The Incident Command Post, or ICP, is the location from which the Incident Commander
oversees all incident operations. There is only one ICP for each incident or event. Every incident
or event must have some form of an Incident Command Post. The ICP may be located in a
vehicle, trailer, tent, or within a building. The ICP will be positioned outside of the present and
potential hazard zone but close enough to the incident to maintain command.

Staging Areas are temporary locations at an incident where personnel and equipment are kept
while waiting for tactical assignments. Staging Areas should be located close enough to the
incident for a timely response, but far enough away to be out of the immediate impact zone.
There may be more than one Staging Area at an incident. Each Staging Area will have a Staging
Area Manager who reports to the Operations Section Chief or to the Incident Commander if an
Operations Section has not been established.

A Base is the location from which primary logistics functions are coordinated an administered.
The Base may be collocated with the Incident Command Post. There is only one Base per
incident.

A Camp is the location where resources may be kept to support incident operations if a Base is
not accessible to all resources. Not all incidents will have Camps.

A Helibase is the location from which helicopter-centered air operations are conducted.
Helibases are generally used on a more long-term basis and include such services a fueling and
maintenance.

Helispots are more temporary facilities used for loading and unloading personnel and cargo.
Large incidents may require more than one Helibase and several Helispots.
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General Guidelines—Lengthy Assignments

Many incidents last only a short time, and may not require travel. Other deployments may require
a lengthy assignment away from home. Below are general guidelines for incidents requiring
extended stays or travel:

Assemble a travel kit containing any special technical information (e.g., maps, manuals,
contact lists, and reference materials).

Prepare personal items needed for your estimated length of stay, including medications,
cash, credit cards, etc.

Ensure that family members know your destination and how to contact you.

Determine appropriate travel authorizations.

Familiarize yourself with travel and transportation arrangements.

Determine your return mode of transportation (if possible).

Determine payroll procedures (at incident or through home agency).

Be sure to take your passport and birth certificate for OCONUS assignments.

General Guidelines—Roles and Authorities

In addition to preparing for your travel arrangements, it is important to understand your role and
authorities.

Review your emergency assignment. Know who you will report to and what your position
will be.

Establish a clear understanding of your decisionmaking authority.

Determine communications procedures for contacting your headquarters or home office
(if necessary).

Identify purchasing authority and procedures.

Determine how food and lodging will be provided (incident, personal, and agency).

Actions Prior to Departure

Upon receiving an incident assignment, your deployment briefing should include, but may not be
limited to, the following information:

Incident type and name or designation

Incident check-in location

Specific assignment

Reporting date and time

Travel instructions

Communications instructions

Special support requirements (facilities, equipment transportation and off-loading, etc.)
Travel authorization for air, rental car, lodging, meals, and incidental expenses
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Check-In at the Incident: Activities
Check-in officially logs you in at the incident. The check-in process and information helps to:

= Ensure personnel accountability.

= Track resources.

= Prepare personnel for assignments and reassignments.

= Locate personnel in case of an emergency.

= Establish personnel time records and payroll documentation.
= Plan for releasing personnel.

= Organize the demobilization process.

Check-In at the Incident: Locations
Check in only once. Check-in locations may be found at several incident facilities, including:

» Incident Command Post (Resources Unit).

= Base or Camp(s).

= Staging Areas.

= Helibase.

= Note that these locations may not all be activated at every incident.

Check-in information is usually recorded on ICS Form 211, Check-In List.

Common Responsibilities at the Incident

After check-in, locate your incident supervisor and obtain your initial briefing. The briefing
information helps you plan your tasks and communicate with others. Briefings received and given
should include:

= Current situation assessment.

= |dentification of your specific job responsibilities.

= Identification of coworkers.

»= Location of work area.

= |dentification of eating and sleeping arrangements, as appropriate.

» Procedural instructions for obtaining additional supplies, services, and personnel.

= Operational periods/work shifts.

» Required safety procedures and Personal Protective Equipment (PPE), as appropriate.

Incident Recordkeeping

All incidents require some form of recordkeeping. Requirements vary depending upon the
agencies involved and the nature of the incident. Detailed information on using ICS forms will be
covered in other training sessions, or may be found in the Forms Manual.

Below are general guidelines for incident recordkeeping:

= Print or type all entries.

= Enter dates by month/day/year format.

= Enter date and time on all forms and records. Use local time.
= Fill in all blanks. Use N/A as appropriate.

= Use military 24-hour time.
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Communications Discipline
Important considerations related to communications include:

= Observing strict radio/telephone procedures.

= Using plain English in all communications. Codes should not be used in radio
transmissions. Limit the use of discipline-specific jargon, especially on interdisciplinary
incidents.

= Limiting radio and telephone traffic to essential information only. Plan what you are going
to say.

» Following procedures for secure communications as required.

Incident Demobilization

Agency requirements for demobilization may vary considerably. General demobilization
guidelines for all personnel are to:

= Complete all work assignments and required forms/reports.

= Brief replacements, subordinates, and supervisor.

= Follow incident and agency check-out procedures.

= Provide adequate followup contact information.

= Return any incident-issued equipment or other nonexpendable supplies.

= Complete postincident reports, critiques, evaluations, and medical followup.
= Complete all payment and/or payroll issues or obligations.

= Report to assigned departure points on time or slightly ahead of schedule.

= Stay with your group until you arrive at your final destination (as appropriate).
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Posttest — Introduction to ICS (ICS-100)
(Total of 25 questions)

A basic ICS operating guideline is that the person at the top of the ICS organization
is responsible until the:

a Event or incident has demobilized.
b. Next operational period has begun.

C Five management functions are activated.
d Authority is delegated to another person.

Expansion of incidents may require the delegation of authority for the performance of
Operations, Planning, Logistics, and Finance/Administration functions. The people
who perform these four management functions are designated as the:

Deputy Staff.
Director Staff.
Command Staff.
General Staff.

aoop

At which Incident Facility are primary service and support activities, such as feeding
and resupply, performed?

Base

Camp

Incident Command Post
Staging Area

aooTp

Which position is the only one that is always staffed in ICS applications?

Operations Section Chief
Incident Commander
Information Officer
Branch Director

aoop

ICS has been used to manage incidents such as fires, earthquakes, hurricanes, and
acts of terrorism. Which of the following situations represents another viable
application for the use of ICS?

a. Central City is planning for their annual Labor Day celebration, including a
parade and fair.

b. Mrs. Butler’s 10" grade Biology class is preparing a lab experience involving
the dissection of frogs.

C. Sam Brown, the office manager for a busy neurology practice, is planning to
transfer the office records to a new computer database system.

d. The Brownsville library is planning to establish a volunteer program involving

local high school students reading to children one to two afternoons a week.





10.

Depending upon the size and type of incident or event, it may be necessary for the
Incident Commander to designate personnel to provide information, safety, and
liaison services for the entire organization. In ICS, these personnel make up the:

a Deputy Staff.
b. Director Staff.
c Command Staff.
d General Staff.

Every incident must have a verbal or written Incident Action Plan (IAP). The purpose
of the IAP is to provide all incident supervisory personnel with direction for:

a Actions to be implemented during the operational period identified in the plan.
b. Maintaining documentation and tracking resources assigned to the incident.

c Monitoring the number of resources that report to any one supervisor.

d Obtaining and maintaining essential personnel, equipment, and supplies.

The ability to communicate within ICS is absolutely critical. To ensure efficient, clear
communication, ICS requires the use of:

Agency-specific codes.
Common terminology.
Radio codes.
Technical language.

aoop

There is no correlation between the ICS organization and the administrative
structure of any single agency or jurisdiction. This is deliberate because:

a. Every incident or event requires that certain management functions be
performed.

b. On small incidents and events, one person, the Incident Commander, may
accomplish all five management functions.

C. In ICS, the person at the top of the organization is responsible until the
authority is delegated to another person.

d. Confusion over different position titles and organizational structures has been

a significant stumbling block to effective incident management in the past.

Which General Staff position conducts tactical operations, develops the tactical
objectives and organization, and directs all tactical resources?

a. Finance/Administration
b. Logistics

C. Operations

d.

Planning





11.

12.

13.

14.

Which Command Staff position serves as the conduit for information to internal and
external stakeholders, including the media, or other organizations seeking
information directly from the incident or event?

Information Officer
Liaison Officer
Resource Officer
Safety Officer

aoop

At each level of the ICS organization, individuals with primary responsibility positions
have distinct titles. Using specific ICS position titles serves three important
purposes:

= The use of distinct titles allows for filling ICS positions with the most qualified
individuals rather than by rank.
Standardized position titles are useful when requesting qualified personnel.

a. Titles provide a common standard across responders.

b. Distinct titles help clarify the activities undertaken by specific personnel.

C. Position titles help to maintain the normal lines of authority within agencies
and jurisdictions.

d. Titles establish the rank, grade, and seniority used to select the Incident
Commander.

Which General Staff position develops the Incident Action Plan, collects and
evaluates information, maintains resource status, and maintains documentation for
incident records?

a Finance/Administration
b. Logistics

c Operations

d Planning

Another basic operating guideline concerns the supervisory structure of the
organization and pertains to the number of individuals or resources one supervisor
can manage effectively on emergency response incidents. This operating guideline is
referred to as:

Delegation of authority.
Span of control.

Form follows function.
Unity of command.

aoop





15.

16.

17.

18.

19.

20.

Which General Staff position provides support, resources, and all other services
needed to meet the operational objectives?

a. Finance/Administration
b. Logistics

C. Operations

d. Planning

Which Command Staff position monitors safety conditions and develops measures for
assuring the safety of all assigned personnel?

Information Officer
Liaison Officer
Resource Officer
Safety Officer

aoop

Incident Action Plans include the measurable tactical operations to be achieved and
are prepared around a timeframe called a(n):

Incident Phase.
Event Stage.
Operational Period.
Tactical Interval.

aooTp

Which Incident Facility is a temporary location at an incident where personnel and
equipment are kept while waiting for tactical assignments?

Base

Camp

Incident Command Post
Staging Area

Qoo

Which General Staff position monitors costs related to the incident, and provides
accounting, procurement, time recording, and cost analyses?

a. Finance/Administration
b. Logistics

C. Operations

d. Planning

Which Incident Facility is positioned outside of the present and potential hazard
zone, but close enough to the incident to maintain command?

Base

Camp

Incident Command Post
Staging Area

aoop





21.

22.

23.

24.

Check-in officially logs you in at the incident. The check-in process and information
helps to:

b.
c.
d.

Ensure personnel accountability.

Track resources.

Prepare personnel for assignments and reassignments.
Organize the demobilization process.

Determine communications procedures for contacting your headquarters or
home office.

Identify purchasing authority and procedures.

Determine how food and lodging will be provided.

Locate personnel in case of an emergency.

Which Command Staff position serves as the primary contact for supporting agencies
assigned to an incident?

aoop

Information Officer
Liaison Officer
Resource Officer
Safety Officer

After check-in, you should:

aoop

Locate your incident supervisor and obtain your initial briefing.
Determine your return mode of transportation.

Arrange personal items needed for your estimated length of stay.
Establish a clear understanding of your decisionmaking authority.

Designers of the Incident Command System recognized early that ICS must be
interdisciplinary and organizationally flexible to:

Meet the needs of incidents of any kind or size.

Allow personnel from a variety of agencies to meld rapidly into a common
management structure.

Be cost effective by avoiding duplication of efforts.

Allow for a preset organizational structure to be put in place for personnel who
perform administrative and logistics functions in an emergency.

Alleviate the management challenges faced by overloaded Incident
Commanders.

Be usable for routine events such as conferences, as well as large and complex
emergency incidents.

Compensate for incident response failures likely to result from a lack of
resources.





25.

At which Incident Facility are resources kept to support incident operations if a Base
is not accessible to all resources?

a. Base

b. Camp

C. Helibase

d. Staging Area
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Final Examination — Incident Command System, Basic, 1-200,
for Federal Disaster Workers (1S-200)
(Total of 25 questions)
1. The Incident Command System is an effective method for managing incident
response activities. Using ICS:
= Establishes a clear chain of command.
= Avoids unclear communications.

= Ensures key functions are covered.

Ensures appropriate strategies to achieve objectives.

o &

Allows for the efficient delegation of responsibilities.

o

Standardizes the organizational structure across incidents.

o

Allows all agencies to maintain jurisdictional responsibility.

2. The first arriving authority at the scene, who has jurisdiction for the incident:
= Establishes incident command.
= Identifies the initial Incident Command Post (ICP).
= Begins establishing incident facilities.

= Considers the need to transfer command.

Establishes needed authorization and delegations of authority.

o o

Begins conducting damage and resource assessments.

o

Communicates direction and establishes management control.

o

Prepares for all of the services and support needs of the incident.

3. Which management function conducts tactical operations to carry out the Incident
Action Plan, develops the tactical assignments and organization, and directs all
tactical resources?

a. Operations
b. Planning
c. Logistics

d. Finance/Administration





4. The initial Incident Commander will remain in charge until:
a. Conclusion of the first operational period.
b. Personnel and resources begin demobilizing.
c. Incident objectives have been established.
d. Transfer of command is accomplished.

5. The following steps take place on every incident regardless of size or complexity:
= Understand agency policy and direction.
= Assess incident situation.
= Establish incident objectives.
= Select appropriate strategy or strategies to achieve objectives.
= Perform tactical direction.
= Provide necessary follow-up.

These six essential steps describe the implementation of which key ICS principle?

a. Management by Objectives.
b. Unity of Command.
c. Comprehensive Resource Management.

d. Integrated Communications.

6. One of the main features of ICS are procedures to transfer responsibility for a position
with minimal disruption. Three key procedures should be followed, whenever
possible:

= The transfer should be face to face.
= The transfer should include a complete briefing.
= The effective date and time of the transfer is announced to all affected
personnel.
Under what circumstance should these procedures be used?
a. Whenever agencies and/or jurisdictions share responsibility for the incident.
b. Once a written Incident Action Plan has been requested.

c. Anytime personnel in supervisory positions change.

o

When the ICS organization expands beyond the Incident Commander's initial

span of control.





7. Which management function monitors costs related to the incident, and provides

accounting, procurement, time recording, and cost analyses?

a. Operations
b. Planning
c. Logistics

d. Finance/Administration

8. A transfer-of-command briefing should always take place. The briefing should

include the following critical information:

= Situation status, incident objectives, and priorities.

= Current organization and facilities established.

= Resource assignments and resources en route and/or ordered.

= Prognosis, concerns, and related issues.

= Introduction of Command Staff and General Staff.
What additional information should be included during a transfer-of-command
briefing?

a. Personnel Support Plan.

b. Communications Plan.

c. Management Response Plan.

d. Logistics Plan.

9. The Incident Command function may be carried out in two ways:

= Single Command

Combined Command

o o

Joint Command

Shared Command

o o

Unified Command





10. The ICS organization reflects the principle of management by objectives. The
organizational structure should reflect only what is:
a. Needed to maintain the standardized organizational structure.
b. Prescribed by the Incident Commander and chain of command.
c. Required to meet and support planned incident objectives.

d. Recommended by the lead agency or jurisdiction.

11. Which management function prepares and documents the Incident Action Plan to
accomplish the incident objectives, collects and evaluates information, maintains
resource status, and maintains documentation for incident records?

Operations

a
b. Planning

o

Logistics

o

Finance/Administration

12. Unified Command is a unified team effort, which allows all agencies with
responsibility for the incident, either geographical or functional, to:
a. Jointly develop a common set of incident objectives and strategies.
b. Surrender agency authority, responsibility, and accountability.
c. Share legal responsibility for incident personnel and resources.

d. Establish an orderly line of authority within the ranks of the organization.

13. One ICS principle relates to the supervisory structure of the organization and pertains
to the number of individuals or resources one incident supervisor can manage
effectively. This operating guideline is referred to as:

a. Delegation of authority.
b. Span of control.
c. Form follows function.

d. Unity of command.





14. At each level of the ICS organization, individuals in positions of primary

responsibility have distinct titles. Using specific ICS position titles serves three

important purposes:

e o o @

The use of distinct titles allows for filling ICS positions with the most
qualified individuals rather than by rank.

Standard position titles are useful when requesting qualified personnel.

Titles provide a common standard for all incident responders.
Distinct titles reflect the rank of the individuals filling the positions.
Position titles help to maintain the normal lines of authority within agencies.

Prestige associated with certain titles helps to motivate responders.

15. Personnel and major items of equipment (with or without operator) available or

potentially available to the Operations function on assignment to incidents are called:

a
b.

o o

Available Resources
Operational Resources
Support Resources
Tactical Resources

16. The Incident Action Plan provides all incident supervisory personnel with appropriate

direction for taking actions based on the objectives identified for the operational

period.

In which of the following situations would it be recommended that a written plan be

used?
a.
b.
C.

o

Whenever personnel rosters remain constant across shifts.
When personnel are assigned to only one operational period.
When two or more jurisdictions or disciplines are involved.

Whenever there is a partial activation of the ICS organization.





17. The kind of resource describes:

a.
b.
C.
d.

What the capability of the resources is.
Where the resource is used.

What the assignment standard is.
What the resource is.

18. Which management function provides support to meet incident needs and provides

resources and all other services needed to support the incident?

a.
b.
C.
d.

Operations
Planning
Logistics

Finance/Administration

19. Personnel begin demobilizing when their objectives have been achieved and when:

a
b.
C.
d.

They receive orders from the Incident Commander.

They have been released according to the demobilization plan.
The incident is under control.

Their resources have been expended.

20. The Incident Commander may have one or more deputies. An individual assuming a

deputy role must:

a.
b.

C.

Be equally capable of assuming the Incident Commander role.
Be a representative of the lead agency or jurisdiction at the incident.
Have served as a Branch Director within the current organization.

Have prior experience predicting workloads and potential staffing needs.





21. "Typing" resources has several advantages, including:

In Planning: Knowing the specific capabilities of the kinds of resources helps
planners decide the type and quantity of resources needed.

In Monitoring Resource Use: Type descriptions enable managers to monitor
for undercapability or overcapability. Careful monitoring of resource
performance can lead to the use of less costly resources, ultimately increasing

work performance and reducing cost.

In Resource Procurement: Knowing where the type of resources are located,
who owns them, and what are the conditions of procurement and restrictions
on use.

In Facilities Assignment: Typing resources clarifies the resource capability
and activities that can be used at a specific facility.

In Organizing Resources: Organizing resources by type provides the mix of
resources needed for a specific assignment, and reduces span of control.

In Ordering: Ordering resources by type saves time, reduces errors, and

reduces nonessential communications

22. Personnel accountability is a key ICS element. Several procedures within ICS ensure

personnel accountability, including:

e o T @

Check-In.
Resource Status.
Assignment Lists.

Unit Logs.

Organizational Flexibility.
Span of Control.
Unity of Command.

Common Terminology.





23. When organizing resources, both are required to:

= Have a Leader.
= Have communications between team members and Leaders, and between
Leaders and the next highest level of supervision.
= Have their own transportation, when required.
= QOrganize within span-of-control limits.
Which levels within the ICS organization have the above requirements?
a. Task Forces and Strike Teams
b. Divisions and Groups
c. Command and General Staff

d. Branches and Units

24. All tactical resources at an incident will be assigned to one of the three following

status conditions:

= Available: Available resources are assembled, have been issued their
equipment, and are ready for deployment. Available resources are located at
one of the staging areas.

= Qut-of-Service: Out-of-service resources are not ready for use.

a. On-Order: Resources that have not yet arrived at the incident, but have been
ordered and organized to ensure efficient supervision within the limits of
effective span of control.

b. Assigned: Assigned resources are working on an assignment under the
direction of a Supervisor.

c. Demobilized: Resources that have completed their assignments at the incident
and are awaiting return.

d. Procured: Resources that have been located, but have not yet been ordered or

organized.





25. There are no hard and fast rules for expanding the ICS organization. Experienced
Incident Commanders can:
a. Determine the type of command that is required for the incident.
b. Plan in advance to identify resources that may be needed when an incident
occurs.
c. Apply pre-designed standard organizations for specific incidents.
d. Predict workloads and potential staffing needs, regardless of the kind of

incident.
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Lesson 1. What is the National Incident Management System?

Lesson Overview

On February 28, 2003, President Bush issued Homeland Security Presidential Directive—
5. HSPD-5 directed the Secretary of Homeland Security to develop and administer a
National Incident Management System. NIMS provides a consistent nationwide template
to enable all government, private-sector, and nongovernmental organizations to work
together during domestic incidents.

This lesson will describe the key concepts and principles of NIMS, and the benefits of
using the system for domestic incident response. At the end of this lesson, you should
be able to describe these key concepts, principles, and benefits.

What is that National Incident Management System?

NIMS is a comprehensive, national approach to incident management that is applicable
at all jurisdictional levels and across functional disciplines. The intent of NIMS is to:

= Be applicable across a full spectrum of potential incidents and hazard scenarios,
regardless of size or complexity.

= Improve coordination and cooperation between public and private entities in a
variety of domestic incident management activities.

NIMS Compliance

HSPD-5 requires Federal departments and agencies to make the adoption of NIMS by
State and local organizations a condition for Federal preparedness assistance (grants,
contracts, and other activities) by FY 2005.

Jurisdictions can comply in the short term by adopting the Incident Command System.
Other aspects of NIMS require additional development and refinement to enable
compliance at a future date.

Why Do We Need a National Incident System

Emergencies occur every day somewhere in the United States. These emergencies are
large and small and range from fires to hazardous materials incidents to natural and
technological disasters.

Each incident requires a response. Whether from different departments within the same
jurisdiction, from mutual aid partners, or from State and Federal agencies, responders
need to be able to work together, communicate with each other, and depend on each
other.

Until now, there have been no standards for domestic incident response that reach
across all levels of government and all emergency response agencies.

The events of September 11 have underscored the need for and importance of national
standards for incident operations, incident communications, personnel qualifications,
resource management, and information management and supporting technology.

To provide standards for domestic incident response, President Bush signed Homeland
Security Presidential Directive-5. HSPD-5 authorized the Secretary of Homeland
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Security to develop the National Incident Management System, or NIMS. NIMS provides
for interoperability and compatability among all responders.

NIMS Concepts and Principles

NIMS provides a framework for interoperability and compatibility by balancing flexibility
and standardization.

= NIMS provides a flexible framework that facilitates government and private
entities at all levels working together to manage domestic incidents. This
flexibility applies to all phases of incident management, regardless of cause, size,
location, or complexity.

= NIMS provides a set of standardized organizational structures, as well as
requirements for processes, procedures, and systems designed to improve
interoperability.

NIMS Components

NIMS is comprised of several components that work together as a system to provide a
national framework for preparing for, preventing, responding to, and recovering from
domestic incidents. These components include:

= Command and management.

= Preparedness.

*= Resource management.

= Communications and information management.
=  Supporting technologies.

= Ongoing management and maintenance.

Although these systems are evolving, much is in place now.

Command and Management

NIMS standard incident management structures are based on three key organizational
systems:

= The Incident Command System (ICS), which defines the operating
characteristics, management components, and structure of incident management
organizations throughout the life cycle of an incident

= Multiagency Coordination Systems, which define the operating characteristics,
management components, and organizational structure of supporting entities

= Public Information Systems, which include the processes, procedures, and
systems for communicating timely and accurate information to the public during
emergency situations

Preparedness

Effective incident management begins with a host of preparedness activities. These
activities are conducted on a “steady-state” basis, well in advance of any potential
incident. Preparedness involves a combination of:

= Planning, training, and exercises.
= Personnel qualification and certification standards.
= Equipment acquisition and certification standards.
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= Publication management processes and activities.
= Mutual aid agreements and Emergency Management Assistance Compacts.

Resource Management

When fully implemented, NIMS will define standardized mechanisms and establish
requirements for describing, inventorying, mobilizing, dispatching, tracking, and
recovering resources over the life cycle of an incident.

Communications and Information Management

NIMS identifies the requirements for a standardized framework for communications,
information management, and information-sharing support at all levels of incident
management.

= Incident management organizations must ensure that effective, interoperable
communications processes, procedures, and systems exist across all agencies
and jurisdictions.

= [nformation management systems help ensure that information flows efficiently
through a commonly accepted architecture. Effective information management
enhances incident management and response by helping to ensure that
decisionmaking is better informed.

Supporting Technologies

Technology and technological systems provide supporting capabilities essential to
implementing and refining NIMS. Examples include:

= Voice and data communication systems.
= Information management systems, such as recordkeeping and resource tracking.
= Data display systems.

Supporting technologies also include specialized technologies that facilitate ongoing
operations and incident management activities in situations that call for unique
technology-based capabilities.

Ongoing Management and Maintenance
DHS established the NIMS Integration Center to provide strategic direction and oversight

in support of routine review and continual refinement of both the system and its
components over the long term.
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Lesson 2: Command and Management Under NIMS—Part |

Lesson Overview

Analysis of past responses indicates that the most common cause of response failure is
poor management. Confusion about who’s in charge of what and when, together with
unclear lines of authority, have been the greatest contributors to poor response.

The Command and Management Under NIMS—Part 1 lesson introduces you to identify
the benefits of using ICS as the model incident management system.

Incident Command and Management

NIMS employs two levels of incident management structures, depending on the nature of
the incident.

= The Incident Command System (ICS) is a standard, on-scene, all-hazard
incident management system. ICS allows users to adopt an integrated
organizational structure to match the needs of single or multiple incidents.

= Multiagency Coordination Systems are a combination of facilities, equipment,
personnel, procedures, and communications integrated into a common
framework for coordinating and supporting incident management.

NIMS requires that responses to all domestic incidents utilize a common management
structure.

The Incident Command System—or ICS—is a standard, on-scene, all-hazard incident
management concept. ICS is a proven system that is used widely for incident
management by firefighters, rescuers, emergency medical teams, and hazardous
materials teams.

ICS represents organizational “best practices” and has become the standard for incident
management across the country.

ICS is interdisciplinary and organizationally flexible to meet the needs of incidents of any
kind, size, or level of complexity. Using ICS, personnel from a variety of agencies can
meld rapidly into a common management structure.

ICS has been tested for more than 30 years and used for:

= Planned events.

= Fires, hazardous materials spills, and multicasualty incidents.

= Multijurisdictional and multiagency disasters, such as earthquakes and winter
storms.

= Search and Rescue missions.

= Biological outbreaks and disease containment.

= Acts of terrorism.

ICS helps all responders communicate and get what they need when they need it. ICS
provides a safe, efficient, and cost-effective recovery strategy.

ICS Features

ICS has several features that make it well suited to managing incidents. These features
include:
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= Common terminology.

= Organizational resources.

= Manageable span of control.

= Organizational facilities.

= Use of position titles.

= Reliance on an Incident Action Plan.
= Integrated communications.

=  Accountability.

Common Terminology

The ability to communicate within ICS is absolutely critical. Using standard or common
terminology is essential to ensuring efficient, clear communications. ICS requires the use
of common terminology, including standard titles for facilities and positions within the
organization.

Common terminology also includes the use of “clear text™—that is, communication
without the use of agency-specific codes or jargon. In other words, use plain English.

Uncommon Terminology: “Response Branch, this is HazMat 1. We are 10-24.”

Common Terminology: “Response Branch, this is HazMat 1. We have completed our
assignment.”

Organizational Resources

Resources, including all personnel, facilities, and major equipment and supply items used
to support incident management activities, are assigned common designations.
Resources are “typed” with respect to capability to help avoid confusion and enhance
interoperability.

Manageable Span of Control

Maintaining adequate span of control throughout the ICS organization is critical. Effective
span of control may vary from three to seven, and a ratio of one supervisor to five
reporting elements is recommended.

If the number of reporting elements falls outside of this range, expansion or consolidation
of the organization may be necessary. There may be exceptions, usually in lower-risk
assignments or where resources work in close proximity to each other.

Organizational Facilities

Common terminology is also used to define incident facilities, help clarify the activities
that take place at a specific facility, and identify what members of the organization can be
found there. For example, you find the Incident Commander at the Incident Command
Post. Incident facilities include:

= The Incident Command Post.

= One or more staging areas.

= Abase.

= One or more camps (when needed).
= A helibase.
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= One or more helispots.
Incident facilities will be established depending on the kind and complexity of the incident.
Only those facilities needed for any given incident may be activated. Some incidents
may require facilities not included on the standard list.
Use of Position Titles
ICS positions have distinct titles.

= Only the Incident Commander is called Commander—and there is only one

Incident Commander per incident.

= Only the heads of Sections are called Chiefs.

Learning and using standard terminology helps reduce confusion between the day-to-day
position occupied by an individual and his or her position at the incident.

The titles for all supervisory levels of the organization are shown in the table below.

Organizational Level Title
Incident Command Incident Commander
Command Staff Officer
General Staff (Section) Chief
Branch Director
Division/Group Supervisor
Unit Leader
Strike Team/Task Force Leader

Reliance on an Incident Action Plan

Incident Action Plans (IAPs) provide a coherent means to communicate the overall
incident objectives in the context of both operational and support activities. IAPs are
developed for operational periods that are usually 12 hours long.

IAPs depend on management by objectives to accomplish response tactics. These
objectives are communicated throughout the organization and are used to:

= Develop and issue assignments, plans, procedures, and protocols.
= Direct efforts to attain the objectives in support of defined strategic objectives.

Results are always documented and fed back into planning for the next operational
period.
Integrated Communications
Integrated communications include:
= The *hardware” systems that transfer information.
= Planning for the use of all available communications frequencies and resources.

= The procedures and processes for transferring information internally and
externally.
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Communications needs for large incidents may exceed available radio frequencies.
Some incidents may be conducted entirely without radio support. In such situations,
other communications resources (e.g., cell phones or secure phone lines) may be the
only communications methods used to coordinate communications and to transfer large
amounts of data effectively.

Accountability

Effective accountability at all jurisdictional levels and within individual functional areas
during an incident is essential. To that end, ICS requires:

= An orderly chain of command—the line of authority within the ranks of the
incident organization.

= Check-in for all responders, regardless of agency affiliation.

= Each individual involved in incident operations to be assigned only one
supervisor (also called “unity of command”).
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Lesson 3: Command and Management Under NIMS—Part 2

Lesson Overview

While ICS has proven itself to be effective for all types of incidents, other levels of
coordination may be required to facilitate management of:

=  Multiple concurrent incidents.

= Incidents that are nonsite specific, such as biological terrorist incidents.
= |Incidents that are geographically dispersed.

= Incidents that evolve over time.

Unified and Area Command

In some situations, NIMS recommends variations in incident management. The two most
common variations involve the use of Unified Command and Area Command.

Unified Command
(Fire, Police, EMS, Public Works)

|
; 2 e i Finance/
[ Operations ] Planning ] [ Logistics ] L_ﬂ.dl‘l‘llr‘llstfﬂtlﬂﬂ ]

What Is Unified Command

e,

Unified Command is an application of ICS used when:

= There is more than one responding agency with responsibility for the incident.
= Incidents cross political jurisdictions.

For example, a Unified Command may be used for:

= A hazardous materials spill that contaminates a nearby reservoir. In this incident,
the fire department, the water authority, and the local environmental authority
may each participate in a Unified Command.

= A flood that devastates multiple communities. In this incident, incident
management personnel from key response agencies from each community may
participate in a Unified Command.

How Does Unified Command Work?

Under a Unified Command, agencies work together through the designated members of
the Unified Command to:

= Analyze intelligence information.
= Establish a common set of objectives and strategies for a single Incident Action
Plan.

Unified Command does not change any of the other features of ICS. It merely allows all
agencies with responsibility for the incident to participate in the decisionmaking process.
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What Is an Area Command?
An Area Command is an organization established to:
= Oversee the management of multiple incidents that are each being managed by
an ICS organization.

= Qversee the management of large incidents that cross jurisdictional boundaries.

Area Commands are particularly relevant to public health emergencies because these
incidents are typically:

= Not site specific.
= Not immediately identifiable.
= Geographically dispersed and evolve over time.

These types of incidents call for a coordinated response, with large-scale coordination
typically found at a higher jurisdictional level.

lArea Command i
ICP 1 ICP 2 ICP 3

What Does an Area Command Do?

The Area Command has the responsibility for:

=  Setting overall strategy and priorities.

= Allocating critical resources according to the priorities.
= Ensuring that incidents are properly managed.

= Ensuring that objectives are met.

= Ensuring that strategies are followed.

An Area Command may become a Unified Area Command when incidents are
multijurisdictional or involve multiple agencies.

How Is a Area Command Organized?

An Area Command is organized similarly to an ICS structure but, because operations are

conducted on-scene, there is no Operations Section in an Area Command. Other
Sections and functions are represented in an Area Command structure.

[ Planning ] [ Logistics ] [ Lsﬂgé?itg::_.s ]

NIMS Page 9





IS700 NIMS Course Summary

Mutiagency Coordination Systems

On large or wide-scale emergencies that require higher-level resource management or
information management, a Multiagency Coordination System may be required.

What Are Multiagency Coordination Systems?

Multiagency Coordination Systems are a combination of resources that are integrated
into a common framework for coordinating and supporting domestic incident
management activities. These resources may include:

Facilities.
Equipment.
Personnel.
Procedures.
Communications.

What Do Multiagency Coordination Systems Do?

The primary functions of Multiagency Coordination Systems are to:

Support incident management policies and priorities.

Facilitate logistics support and resource tracking.

Make resource allocation decisions based on incident management priorities.
Coordinate incident-related information.

Coordinate interagency and intergovernmental issues regarding incident
management policies, priorities, and strategies.

Direct tactical and operational responsibility for the conduct of incident management
activities rests with the on-scene Incident Commander.

Multiagency Coordination System Elements

Multiagency Coordination Systems include Emergency Operations Centers (EOCs) and,

in certain multijurisdictional or complex incidents, Multiagency Coordination Entities.

EOCs are the locations from which the coordination of information and resources

to support incident activities takes place. EOCs are typically established by the
emergency management agency at the local and State levels.
Multiagency Coordination Entitiestypically consist of principals from

organizations with direct incident management responsibilities or with significant
incident management support or resource responsibilities. These entities may be

used to facilitate incident management and policy coordination.

NIMS
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Emergency Operations Centers
EOC organization and staffing is flexible, but should include:

= Coordination.

= Communications.

= Resource dispatching and tracking.

= Information collection, analysis, and dissemination.

EOCs may also support multiagency coordination and joint information activities.
EOCs may be staffed by personnel representing multiple jurisdictions and functional

disciplines. The size, staffing, and equipment at an EOC will depend on the size of the
jurisdiction, the resources available, and the anticipated incident needs.

[ | | |
[Cnordination ] [Communications} [ Resource ] [ Information J

Management Management

Multiagency Coordination Entity Incident Responsibilities

Regardless of their form or structure, Multiagency Coordination Entities are responsible
for:

= Ensuring that each involved agency is providing situation and resource status
information.

= Establishing priorities between incidents and/or Area Commands in concert with
the Incident Command or Unified Command.

= Acquiring and allocating resources required by incident management personnel.

= Coordinating and identifying future resource requirements.

= Coordinating and resolving policy issues.

= Providing strategic coordination.

Multiagency Coordination Entity Postincident Responsibilities

Following incidents, Multiagency Coordination Entities are typically responsible for
ensuring that revisions are acted upon. Revisions may be made to:

= Plans.

= Procedures.

= Communications.

=  Staffing.

= Other capabilities necessary for improved incident management.

These revisions are based on lessons learned from the incident. They should be
coordinated with the emergency planning team in the jurisdiction and with mutual aid
partners.
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Lesson 4: Public Information

Lesson Overview

Because public information is critical to domestic incident management, it is imperative to
establish Public Information Systems and protocols for communicating timely and
accurate information to the public during emergency situations. This lesson describes
the principles needed to support effective emergency Public Information Systems.

The Public Information lesson introduces you to the Public Information Systems required
by NIMS.

Public Information During Domestic Incidents

Under ICS, the PIO is a key member of the command staff. The PIO advises the Incident
Command on all public information matters related to the management of the incident,
including media and public inquiries, emergency public information and warnings, rumor
monitoring and control, media monitoring, and other functions required to coordinate,
clear with proper authorities, and disseminate accurate and timely information related to
the incident.

The PIO establishes and operates within the parameters established for the Joint
Information System—or JIS.

The JIS provides an organized, integrated, and coordinated mechanism for providing
information to the public during an emergency.

The JIS includes plans, protocols, and structures used to provide information to the
public. It encompasses all public information related to the incident.

Key elements of a JIS include interagency coordination and integration, developing and
delivering coordinated messages, and support for decisionmakers.

The PIO, using the JIS, ensures that decisionmakers—and the public—are fully informed
throughout a domestic incident response.

Coordination of Public Information

During emergencies, the public may receive information from a variety of sources. Part
of the PIO’s job is ensuring that the information that the public receives is accurate,
coordinated, timely, and easy to understand.

One way to ensure the coordination of public information is by establishing a Joint
Information Center (JIC). Using the JIC as a central location, information can be
coordinated and integrated across jurisdictions and agencies, and among all government
partners, the private sector, and nongovernmental agencies.

The JIC
A JIC is the physical location where public information staff involved in incident

management activities can collocate to perform critical emergency information, crisis
communications, and public affairs functions.
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JICs provide the organizational structure for coordinating and disseminating official
information.

Organizations Retain Their Independence

Incident Commanders and Multiagency Coordination Entities are responsible for
establishing and overseeing JICs, including processes for coordinating and clearing
public communications. In the case of a Unified Command, those contributing to joint
public information management do not lose their individual identities or responsibilities.
Rather, each entity contributes to the overall unified message.

Levels of JICs
JICs may be established at various levels of government. All JICs must communicate
and coordinate with each other on an ongoing basis using established JIS protocols.

When multiple JICs are established, information must be coordinated among them to
ensure that a consistent message is disseminated to the public.

Local JIC 1 Local JIC 2

Agency 1 PIO Agency 2 PIO

A,
ey

IC/UC/Area Command
PIO
{(at incident JIC)

JIC Characteristics
JICs have several characteristics in common:

= The JIC includes representatives of all players in managing the response. This
may include jurisdictions, agencies, private entities, and nhongovernmental
organizations.

= Each JIC must have procedures and protocols for communicating and
coordinating effectively with other JICs, and with the appropriate components of
the ICS organization.

A single JIC location is preferable, but the JIS should be flexible enough to accommodate
multiple JICs when the circumstances of the incident require.

JIC Organization

A typical JIC organization is shown below.
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Joint Information
Center
Press Secretary Liaison
(jurisdictional) (as required)
| Media Team i Logistics Team

Additional functions may be added as necessary to meet the public information needs of
the incident.
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Lesson 5: Preparedness

Lesson Overview

Preparedness is a key phase of the emergency management cycle. Through
preparedness, jurisdictions take actions to prevent, mitigate, respond to, and recover
from emergencies.

This lesson covers preparedness measures that are required under NIMS. At the end of
this lesson, you should be able to identify the ways in which NIMS affects how your
jurisdiction prepares for incidents and events.

What Is Preparedness?

Preparedness is critical to emergency management. Preparedness involves all of the
actions required to establish and sustain the level of capability necessary to execute a
wide range of incident management operations.

Preparedness is implemented through a continual cycle of planning, training and
equipping, exercising, and evaluating and taking action to correct and mitigate.

A major objective of preparedness is to ensure mission integration and interoperability in
response to emergent crises across functional and jurisdictional lines.

Preparedness also includes efforts to coordinate between public and private
organizations. Preparedness is the responsibility of individual jurisdictions, which
coordinate their activities among all preparedness stakeholders. Each level of
government is responsible for its preparedness.

NIMS provides tools to help ensure and enhance preparedness. These tools include:

= Preparedness organizations and programs that provide or establish processes
for planning, training, and exercising

= Personnel qualification and certification

= Equipment certification

=  Mutual aid

= Publication management

National-level preparedness standards related to NIMS will be maintained and managed
through a multijurisdictional, multidiscipline center, using a collaborative process at the
NIMS Integration Center.

Using NIMS as a basis, all preparedness stakeholders will be able to attain and sustain
the level of readiness necessary to respond to the range of domestic incidents facing
America today.

Preparedness Organizations

Preparedness organizations represent a wide variety of committees, planning groups,
and other organizations. These organizations meet regularly to coordinate and focus
preparedness activities. The needs of the jurisdiction will dictate how frequently the
organizations must meet and how they are structured.
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Responsibilities of Preparedness Organizations

Preparedness organizations at all levels should follow NIMS standards and undertake the
following tasks:

= Establishing and coordinating emergency plans and protocols

= Integrating and coordinating the activities and jurisdictions within their purview

= Establishing guidelines and protocols to promote interoperability among
jurisdictions and agencies

= Adopting guidelines and protocols for resource management

= Establishing priorities for resources and other response requirements

= Establishing and maintaining multiagency coordination mechanisms

Preparedness Planning

Preparedness plans describe how personnel, equipment, and other governmental and
nongovernmental resources will be used to support incident management requirements.
These plans represent the operational core of preparedness and provide mechanisms
for:

= Setting priorities.

= Integrating multiple entities and functions.

= Establishing collaborative relationships.

= Ensuring that communications and other systems support the complete spectrum
of incident management activities.

Types of Plans
Jurisdictions must develop several types of plans, including:

= Emergency Operations Plans (EOPs), which describe how the jurisdiction will
respond to emergencies.

= Procedures, which may include overviews, standard operating procedures, field
operations guides, job aids, or other critical information needed for a response.

= Preparedness Plans, which describe how training needs will be identified and
met, how resources will be obtained through mutual aid agreements, and the
facilities and equipment required for the hazards faced by the jurisdiction.

= Corrective Action or Mitigation Plans, which include activities required to
implement procedures based on lessons learned from actual incidents or training
and exercises.

= Recovery Plans, which describe the actions to be taken to facilitate long-term
recovery.

Training and Exercises
Organizations and personnel at all governmental levels and in the private sector must be
trained to improve all-hazard incident management capability. These organizations and

personnel must also participate in realistic exercises to improve integration and
interoperability.

Training and Exercises and the NIMS Integration Center
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To assist jurisdictions in meeting these training and exercise needs, the NIMS Integration
Center will:

= Facilitate the development of and dissemination of national standards,
guidelines, and protocols for incident management training.

= Facilitate the use of modeling and simulation in training and exercise programs.

= Define general training requirements and approved training courses for all NIMS
users, including instructor qualifications and course completion documentation.

= Review and approve, with the assistance of key stakeholders, discipline-specific
training requirements and courses.

Personnel Qualification and Certification

Under NIMS, preparedness is based on national standards for qualification and
certification of emergency response personnel. Managed by the NIMS Integration
Center, standards will help ensure that the participating agencies’ and organizations’ field
personnel possess the minimum knowledge, skills, and experience necessary to perform
activities safely and effectively.

Standards will include training, experience, credentialing, currency, and physical and
medical fitness. Personnel who are certified to support interstate incidents will be
required to meet national qualification and certification standards.

Equipment Certification

Incident managers and emergency responders rely on various types of equipment to
perform mission-essential tasks. A critical component of operational preparedness is that
equipment performs to certain standards, including the capability to be interoperable with
equipment used by other jurisdictions.

To facilitate national equipment certification, the NIMS Integration Center will:

= Facilitate the development and/or publication of national equipment standards,
guidelines, and protocols.

= Review and approve lists of emergency responder equipment that meet national
requirements.

Mutual Aid Agreements and Emergency Management Assistance Compacts
Mutual aid agreements and Emergency Management Assistance Compacts (EMACS)
provide the means for one jurisdiction to provide resources or other support to another
jurisdiction during an incident. To facilitate the timely delivery of assistance during
incidents, jurisdictions (including States) are encouraged to enter into agreements with:

= Other jurisdictions.

= Private-sector and nongovernmental organizations.

= Private organizations, such as the American Red Cross.

Publication Management

The NIMS Integration Center will manage publications dealing with domestic incident
management and response. Publication management will include:

= The development of naming and numbering conventions.
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= Review and certification of publications.

= Methods for publications control.

= |dentification of sources and suppliers for publications and related services.
= Management of publication distribution.

The NIMS Integration Center will manage a wide range of publications—from qualification
information and training courses to computer programs and best practices.
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Lesson 6: Resource Management

Lesson Overview

Resource management involves the coordination and oversight of personnel, tools,
processes, and systems that provide incident managers with timely and appropriate
resources during an incident. Historically, resource management has been an issue at
incidents, both large and small. Resource management is an area of special attention
under NIMS.

This lesson will cover requirements for resource management under NIMS. At the end of
this lesson, you should be able to describe how NIMS affects the way resources are
managed before, during, and after an incident.

What Is Resource Management?
Resource management involves four primary tasks:

= Establishing systems for describing, inventorying, requesting, and tracking
resources

= Activating those systems prior to, during, and after an incident

= Dispatching resources prior to, during, and after an incident

= Deactivating or recalling resources during or after an incident

The basic concepts and principles that guide resource management and allow these
tasks to be conducted effectively are addressed by NIMS. These concepts and principles
are described on the following screens.

Resource Management Concepts
Resource management under NIMS is based on:

= Providing a uniform method of identifying, acquiring, allocating, and tracking
resources.

= Classifying kinds and types of resources required to support incident
management.

= Using a credentialing system tied to uniform training and certification standards.

= Incorporating resources contributed by private sector and nongovernmental
organizations.

Resource Management Principles
Five key principles underlie effective resource management:

1. Advance planning: Preparedness organizations working together before an
incident to develop plans for managing and using resources

2. Resource identification and ordering: Using standard processes and methods
to identify, order, mobilize, dispatch, and track resources

3. Resource categorization: Categorizing by size, capacity, capability, skill, or
other characteristics to make resource ordering and dispatch more efficient

4. Use of agreements: Developing preincident agreements for providing or
requesting resources

5. Effective management: Using validated practices to perform key resource
management tasks
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Managing Resources

Resource management involves the coordination and oversight of tools, processes, and
systems that provide Incident Commanders with the resources that they need during an
incident.

To assist local managers, NIMS includes standard procedures, methods, and functions in
its resource management processes.

By following the standards established by NIMS, resource managers are able to identify,
order, mobilize, dispatch, and track resources more efficiently.

Resource “typing” involves categorizing resources by capability based on measurable
standards of capability and performance—for example, a 500-kilowatt generator.

Resource typing defines more precisely the resource capabilities needed to meet specific
requirements—and is designed to be as simple as possible to facilitate frequent use and
accuracy in obtaining resources.

Certification and credentialing help ensure that all personnel possess a minimum level of
training, experience, physical and medical fithess, or capability for the position they are
tasked to fill. NIMS also ensures that training material is current.

Resource managers use various resource inventory systems to assess the availability of
assets provided by public, private, and volunteer organizations.

And resource managers identify, refine, and validate resource requirements throughout
the incident using a process to identify:

=  What and how much are needed.
=  Where and when it is needed.
=  Who will be receiving it.

Because resource requirements and availability will change as the incident evolves, all
entities must coordinate closely beginning at the earliest possible point in the incident.

Requests for items that the Incident Commander cannot obtain locally must be submitted
through the EOC or Multiagency Coordination Entity using standardized resource-
ordering procedures.

Resource managers use established procedures to track resources continuously from
mobilization through demobilization.

Resource tracking and mobilization are directly linked. When resources arrive on-scene,
they must check in to start on-scene in-processing and validate the order requirements.

Managers should plan for demobilization at the same time that they begin the
mobilization process. Early planning for demobilization facilitates accountability and
makes transportation of resources as efficient as possible.

Recovery involves the final disposition of all resources. During recovery, resources are
rehabilitated, replenished, disposed of, or retrograded.

Reimbursement provides a mechanism for funding critical needs that arise from incident-
specific activities. Processes and procedures must be in place to ensure that resource
providers are reimbursed in a timely manner.
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Together, each of these resource management processes create an integrated, efficient
resource management system.
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Lesson 7: Communications, Information Management, and Supporting
Technology

Lesson Overview

Effective communications, information management, and supporting technology are
critical aspects of domestic incident management. This lesson will cover the ways in
which NIMS supports these areas. At the end of this lesson, you should be able to:

= Describe the advantages of common communication and information
management standards.

= Explain how NIMS will influence technology and technological systems required
for emergency response.

= Describe the purpose of the NIMS Integration Center.

Concepts and Principles

NIMS standards for communications, information management, and supporting
technology are based on several concepts and principles. These concepts and principles
are described on the following screens.

Communications and Information Management Principles

Communications and information management under NIMS are based on the following
concepts and principles:

= A common operating picture that is accessible across jurisdictions and
agencies is necessary. A common operating picture helps to ensure
consistency at all levels, among all who respond to or manage incident response.

= Common communications and data standards are fundamental. Effective
communications, both within and outside the incident response structure, are
enhanced by adherence to standards.

Principles of Supporting Technologies

NIMS will leverage science and technology to improve capabilities at a lower cost. To
accomplish this, NIMS will base its supporting technology standards on five key
principles:

1. Interoperability and compatibility. Systems must be able to work together.

2. Technology support. All organizations using NIMS will be able to enhance all
aspects of incident management and emergency response.

3. Technology standards. National standards will facilitate interoperability and
compatibility of major systems.

4, Broad-based requirements. NIMS provides a mechanism for aggregating and
prioritizing new technologies, procedures, protocols, and standards.

5. Strategic planning and R&D. The NIMS Integration Center will coordinate with
DHS to create a national R&D agenda.

Managing Communications and Information

NIMS communications and information systems enable the essential functions needed to
provide a common operating picture and interoperability for:
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= |ncident management communications.
= Information management.
= Interoperability standards.

The NIMS Integration Center will also develop a national database for incident reports.
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Course Welcome

This course provides training for Federal workers who will serve on Federal emergency
response teams and will use the Incident Command System (ICS).

Why Use ICS?

As you learned in the ICS-100 course, the Incident Command System is an effective
method for managing incident response activities. All governmental organizations are
using ICS to manage the Roaring River Flood response because it:

= Allows for the efficient delegation of responsibilities. This is a big incident
and is more than one person can manage. It will require all five ICS functions
operating to manage effectively. Effective incident management reduces
potential chaos, establishes priorities, and helps manage workloads and
resources.

= Establishes a clear chain of command. All incident personnel know where they
fit in the organization, who their supervisors are, and what they are responsible
for achieving.

= Avoids unclear communications. The use of common terminology allows
personnel from different organizations to communicate with each other without
being misunderstood.

= Ensures key functions are covered. Command staff are assigned key
functions such as safety, liaison other organizations, and public information. One
voice is used to disseminate clear, accurate information.

= Establishes a process to develop an Incident Action Plan for the next
operational period.

Why Use ICS? Effective Management

ICS is a management system, not just an organizational chart. The organization is just
one of ICS's major features.

The information that you acquire from this training will help to sharpen your management
skills, and better equip you to be a fully effective member of the incident or event
management team. In the upcoming lessons, you will learn how the ICS management
tool is used to address the challenges facing the Roaring River Valley.
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Lesson Overview

The ICS Features and Principles lesson describes the principles that constitute the
Incident Command System. Collectively, these define the unique features of ICS as an
incident or event management system.

Establishment of Command

The first arriving authority at the scene, who has jurisdiction for the incident, establishes
incident command and identifies the initial Incident Command Post (ICP). The initial
Incident Commander will also:

= Establish needed authorization and delegations of authority. These
agreements provide the Incident Commander with the authority needed to
manage the incident. Most often, these authorizations or delegations of authority
are included in agency operating plans, local mutual aid agreements,
Memorandums of Understanding (MOUS), and/or interagency operating plans.

= Begin establishing incident facilities. The next priority is to establish the
incident facilities, beginning with the Incident Command Post.

= Develop an Incident Action Plan (IAP) for each operational period.

Responsibility for Incident Command

Frequently, command does not stay with the initial Incident Commander. A primary
principle of ICS is the ability to transfer command to the most experienced and qualified
person as the Incident Commander, regardless of that employee's agency.

Transfer of Command

The process of moving the responsibility for incident command from one Incident
Commander to another is called transfer of command.

If a transfer of command is to take place, the initial Incident Commander will remain in
charge until transfer of command is accomplished. Command may transfer to more
qualified or more experienced personnel from the same agency, or be transferred to an
employee of another responsible agency.

More qualified persons arriving at an incident may:
= Assume command (according to agency guidelines).

= Maintain command as it is.
= Request a more experienced Incident Commander.
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Transition Meeting

Transfer of command begins with a transition meeting. The outgoing Incident
Commander briefs the new Incident Commander on the extent of damage, probable
response needs, and resources on scene and their locations. The briefing may also
include safety concerns, political issues, and other concerns the new Incident
Commander should be aware of.

Both the outgoing and incoming Incident Commanders will agree on a date and time
when the transfer of command will be effective.

Unified Command

In ICS, Unified Command is a unified team effort that allows all agencies with
responsibility for the incident, either geographical or functional, to assign an Incident
Commander to the Unified Command. The Incident Commanders in the Unified
Command form an Incident Management Team to establish a common set of incident
objectives and strategies.

This type of command structure is accomplished without losing or giving up agency
authority, responsibility, or accountability.

Other Reasons to Transfer Command
Command also may be transferred when:

= Ajurisdiction or agency is legally required to take command.

= Changing command makes good sense.

= The incident complexity changes.

= There is turnover of personnel on long or extended incidents.

= Personal emergencies or other issues require a transfer of command.
= Agency administrators direct a change in command.

Incident Action Planning Process

In ICS, considerable emphasis is placed on developing effective Incident Action Plans. A
planning process has been developed to assist Incident Managers in the systematic and
orderly development of an Incident Action Plan. The determination of the need for written
Incident Action Plans is based on the requirements of the incident and the judgment of
the Incident Commander.
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Incident Planning Process

Within ICS, the incident planning process covers six essential steps. These steps take
place on every incident regardless of size or complexity.

Understand agency policy and direction.

Assess incident situation.

Establish incident objectives.

Select appropriate strategy or strategies to achieve objectives.

Perform tactical direction (applying tactics appropriate to the strategy, assigning
the right resources, and monitoring their performance).

Provide necessary followup (changing strategy or tactics, adding or subtracting
resources, etc.).

agrwONE

o

ICS Management Functions

Five major management functions are the foundation upon which the ICS organization

develops.
Incident
Command

| | | |
[ Operations ] [ Planning ] [ Logistics ] [Ad;ii“?gt{r:giiun]

Section Section Section Section

Organizational chart showing the Incident Command function and four subordinate functions: Operations
Section, Planning Section, Logistics Section, and Finance/Administration Section.

Organizational Flexibility

The ICS organization reflects the principle of management by objectives. Every incident
has different requirements. The organizational structure should reflect only what is
required to meet and support planned incident objectives.

The size and structure of the current organization is determined by the incident
objectives. Each activated element must have a person in charge of it. As objectives are
achieved, elements that are no longer needed should be reassigned, or demobilized.
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Unity of Command (Accountability) and Chain of Command
In the Incident Command System:

= Unity of command means that every individual is accountable to only one
designated supervisor.

= Chain of command means that there is an orderly line of authority within the
ranks of the organization, with lower levels subordinate to, and connected to,
higher levels.

The above ICS principles are used to communicate direction and maintain management
control. These principles do not apply to the exchange of information. Although orders
must flow through the chain of command, members of the organization may directly
communicate with each other to ask for or share information.

ICS team members work within the ICS position descriptions and follow the designated
chain of command, regardless of their non-emergency positions or everyday
administrative chain of command.

Span of Control

Span of control pertains to the number of individuals one supervisor can effectively
manage. It is especially important to maintain an effective span of control at incidents
where safety and accountability have top priority.

Management studies have shown that the span of control for a supervisor falls within a
range of three (3) to seven (7), depending upon the skills of the supervisor and the
complexity of the task being overseen. If a supervisor has fewer than three (3) or more
than seven (7) people reporting, some adjustment to the organization should be
considered.

[ Supervisor ]

I |
[ Resource 1 j [ Resource 3 J

[ Resource 2 J

[ Resource 4 ) [ Resource 5 :]

Organizational chart showing five Resources reporting to one Supervisor.
Incident Action Plan

An Incident Action Plan is developed for each operational period (for example, every 12
hours).

The purpose of the Incident Action Plan is to provide all incident supervisory personnel
with appropriate direction for that operational period. The plan may be oral or written.
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Written Incident Action Plan

All levels of a growing organization must have a clear understanding of the tactical
actions for the next operational period. It is recommended that written plans be used
whenever:

= Oral plans could result in the miscommunication of critical information.

= Two or more jurisdictions or disciplines are involved.

= Large changes of personnel occur by operational periods.

Personnel are working across more than one operational period.

There is a full activation of the ICS organization.

The incident has important legal, political, or public ramifications.
Complex communication issues arise.

A written record of actions taken is needed for historical or adminstrative
purposes.

In addition, the Incident Commander may direct the organization to develop a written
Incident Action Plan at any time.

Documenting the Plan

In ICS, an Incident Briefing Form is used to record initial actions and list assigned and
available resources. For example, during initial actions, the outgoing IC would brief the
incoming IC using the Initial Briefing Form, ICS Form 201, during the transition meeting.
As incidents grow in complexity and/or size, ICS provides a format and a systematic
process for the development of a written Incident Action Plan.

Developing Incident Objectives

The initial step in the incident action planning process is to develop the incident
objectives. The IC must develop incident objectives within a short timeframe after
assuming command. After the incident objectives are clear, strategies and tasks to
achieve the objectives can begin to be developed. Some objectives will change over the
course of an incident. Some objecitves will be achieved and new objectives will be
developed. Strategies will also change. The Incident Objectives are documented and
displayed in ICS Form 202.

Comprehensive Resources Management
All ICS resources are ordered, received, assigned, and tracked systematically.
Resources include personnel, tools, equipment and their operators, and expendable

items (e.g., sandbags that are provided to homeowners to protect their properties, etc.).

The Incident Commander has a variety of resource-tracking and status systems to assist
in the management of incident resources.
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Common Terminology and Clear Text

The ability to communicate within the ICS is absolutely critical. An essential method for
ensuring the ability to communicate is by using common terminology and clear text.

We are particularly
concerned that
hydrological ebullience in
the abyssal zone will
undermine the
containment barrier.

~ -~~~

Technical Jargon Clear Text

We are concerned that
deep-water movement will
undermine the levees.

A critical part of an effective multiagency incident management system is for all
communications to be in plain English. That is, use clear text. Do not use radio codes,
agency-specific codes, or jargon.

Applying Common Terminology

In ICS, common terminology and designations are applied to:

Organizational Each ICS organizational element (e.g., Sections, Divisions
Elements and/or Groups, Branches) has a specified title.
Resources Some resources have common designations based on their

type or kind. Many resources are also classified by type to
indicate their capabilities (e.g., types of helicopters, trucks,
heavy equipment, etc.).

Facilities Standard ICS facilities have specific names. Consistent
names clarify the activities that take place at a specific facility,
and what members of the organization can be found there.
(Examples: Command Post, Staging Areas)

Position Titles ICS management or supervisory positions are referred to by
titles such as Officer, Chief, Director, Supervisor, etc.

Integrated Communications: Elements
Effective ICS communications includes three elements:
= Procedures and processes for transferring information internally and externally.

= The "hardware" systems used to transfer information.
= Planning for the use of all available communications frequencies and resources.
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Integrated Communications: Planning

Every incident needs a Communications Plan. The plan can be simple and stated orally,
or it can be complex and written. An Incident Radio Communications Plan (ICS Form
205) is a component of the written Incident Action Plan.

An awareness of available communications resources, combined with an understanding
of incident requirements, will enable the Communications Unit Leader to develop an
effective Communications Plan.

Integrated Communications: Modes

It is not unusual for the communications needs on large incidents to outstrip available
radio frequency resources.

Some incidents are conducted entirely without radio support. In such situations, other
communications resources—cell phones, alpha pagers, e-mail, secure phone lines,
etc.—may be used as the only communication methods for the incident.

Integrated Communications: Networks
At a minimum, any communication network must:

= Link supervisory personnel within the Operations Section to each other and to
the Incident Commander.

= Provide the ability to communicate among resources assigned to tactical
elements such as Branches, Divisions/Groups, and ground-to-air and air-to-air
assets.

= Provide a link to the rest of the organization for resource status changes,
logistical support, etc.

Resource Management: Procedures
Resource management is a key ICS element. Resource management ensures cost-

effective use of resources and improved personal safety. Several procedures within ICS
ensure good resource management, including:

Check-In All personnel must check in upon arrival at an incident.
Check in only once!

Accountability (Unity | Everybody has only one supervisor.
of Command)

Resources The Resources Unit maintains status of all incident
resources.
Assignment Lists Division/Group Assignment Lists identify resources with

active assignments in the Operations Section.

Unit Logs Unit Logs record personnel assigned and major events in all
ICS organizational elements.
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Summary of Lesson Content

Lesson Overview

The ICS Organization lesson provides information on ICS organizational structure, initial
organizational development at an incident, organizational expansion and contraction, the
incident action planning process, and transfer of command.

Organizational Terminology: The ICS Organizational Chart

The graphic below shows a generic organizational chart with associated key terms. Key
ICS titles are associated with the person assigned to each managerial level.

The graphic below shows a generic organizational chart with associated key terms. Key
ICS titles are associated with the person assigned to each managerial level.

Incident

Commander

Public Information Officer |
Safety Officer

Liaison Officer ks

| | Command

Operations

Section Chief

[

Branch I [Air Operations
. Branch
Director Director
Division/ Air Support
Group Group
Supervisor Supervisor
Air Tactical
Group
Supervisor

Strike Team/
Task Force
Leader

Single Resources

Planning
Section Chief

Logistics
Section Chief

Service Support
Branch Branch
Director Director
|_Resources Communication |_ Supply
Unit Leader Unit Leader Unit Leader
|_Situation Medical Facilities
Unit Leader Unit Leader Unit Leader
| Documentation Food Ground Support
Unit Leader Unit Leader Unit Leader
| Demobilization
Unit Leader
L Technical
Specialists

Finance/ B
Administration >
Section Chief |4

| Time
Unit Leader

| Procurement
Unit Leader

| Compensation/Claims
Unit Leader

L Cost
Unit Leader

ICS organizational chart, with the Incident Commander at the top. Subordinate to the Incident Commander is
the Command Staff, made up of the Information, Safety, and Liaison Officers. Also subordinate to the Incident
Commander is the General Staff, made up of the Operations, Logistics, Planning, and Finance/Administration
Section Chiefs. The Operations Section is made up of a general branch and an Air Operations Branch.
Subordinate to the general branches are divisions/groups with subordinate strike teams/task forces and single
resources. Subordinate to the Air Operations Branch are the Air Support and Air Tactical Groups. The Planning
Section is made up of the Resources, Situation, Documentation, and Demobilization Units, as well as Technical
Specialists. The Logistics Section is made up the Service and Support Branches. Subordinate to the Service
Branch are the Communication, Medical, and Food Units. Subordinate to the Support Branch are the Supply,
Facilities, and Ground Support Units. The Finance/Administration Section is made up of the Time, Procurement,

Compensation/Claims, and Cost Units.
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ICS Organizational Chart
The ICS organizational chart is a graphic representation of the incident, including:

Positions and functions activated.
Chain of command.

Reporting relationships.
Responsibilities delegated.
Information flow.

Using a graphical representation is a simple yet valuable information tool. Therefore, it is
important to maintain the standard terminology and layout of the organizational chart as
you apply ICS on incidents.

ICS—A Flexible System

Standardization of the organizational chart and terms does not limit its flexibility. A key
principle of ICS is its flexibility. The ICS organization may be expanded easily from a very
small operation for routine incidents into a larger organization capable of handling
catastrophic events.

There are no hard and fast rules for expanding the ICS organization. Many incidents will
never require the activation of the entire General Staff. Others will require some members
of the staff, or all of them. Experienced Incident Commanders can predict workloads and
potential staffing needs, regardless of the kind of incident.

Organizing the Incident Command

As you know, the Incident Commander has the overall responsibility for the management
of the incident. Even if other functions are not filled, an Incident Commander will always
be designated.

After establishing command, the Incident Commander will consult with Agency
Administrators to determine the type of command that is required for the incident. The
Incident Commander will then identify the initial organization and staffing for the incident.
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Types of Command

The Incident Commander knows that the command function may be carried out in two
ways:

= Asa Single Command in which the Incident Commander will have complete
responsibility for incident management.

= As a Unified Command in which responding agencies and/or jurisdictions with
responsibility for the incident share incident management.

Incident
Single ( Unified Command )
Command
Agency 1 [ABE”CF 1 | Agency 2 | Agency 3J

Two types of Incident Command are Single Command and Unified Command.

Single Command

Under a Single Command, one person—the Incident Commander—has responsibility for
managing the entire incident, as directed and delegated by the Agency Administrator.

Although the Incident Commander consults with other authorities as necessary, he or she
approves the Incident Action Plan and makes the final decisions on the response.

Single
Command

Agency 1

Single Command with one agency.

Unified Command

If a Unified Command is needed, Incident Commanders representing agencies or
jurisdictions that share responsibility for the incident manage the response from a single
Incident Command Post.

Under a Unified Command, a single, coordinated Incident Action Plan will direct all
activities. The Incident Commanders will supervise a single Command and General Staff
organization and speak with one voice.

|' Unified Command ‘1

l.ﬁ.gency1 Agency 2 | Agency BJ

Unified Command with two or more agencies.
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Deputies

The Incident Commander may have one or more deputies. An individual assuming a
deputy role must be equally capable of assuming the primary role. Therefore, a Deputy
Incident Commander must be able to assume the Incident Commander's role.

Three reasons to designate deputies are to:

= Perform specific tasks as requested by the Incident Commander.

= Perform the Incident Command function in a relief capacity (e.g., to take over the
next operational period).

= Represent an assisting agency that may share jurisdiction or have jurisdiction in
the future.

Planning Section
The Planning Section is responsible for:

= Collecting and evaluating incident situation information.
=  Preparing situation status reports.

= Displaying situation information.

= Maintaining status of resources.

=  Preparing and documenting the Incident Action Plan.

=  Preparing and archiving incident-related documentation.
= Demobilizing incident resources.

Each of these responsibilities will be assigned to a unit under the Planning Section. In
addition, information and intelligence functions are traditionally located in the Planning
Section.
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Planning Section Units

The following organizational chart shows the Planning Section units.

Planning
Section Chief J

I I
Resources Situation Unit Documentation Demobilization Technical
Unit Leader Leader Unit Leader Unit Leader Specialists

Organizational chart with the Planning Section Chief at the top. Subordinate to the Planning Section Chief are
the Resources Unit Leader, the Situation Unit Leader, the Documentation Unit Leader, the Demobilization Unit
Leader, and the Technical Specialists.

= Resources Unit: Conducts all check-in activities and maintains the status of all
incident resources. The Resources Unit plays a significant role in preparing the
written Incident Action Plan.

= Sjtuation Unit: Collects and analyzes information on the current situation,
prepares situation displays and situation summaries, and develops maps and
projections.

= Documentation Unit: Provides duplication services, including the written
Incident Action Plan. Maintains and archives all incident-related documentation.

= Demobilization Unit: Assists in ensuring that resources are released from the
incident in an orderly, safe, and cost-effective manner.

= Technical Specialists (Individuals with skills or knowledge that may be of use to
the Incident Management Team) may also be assigned to the Planning Section.

Logistics Section

The Logistics Section is responsible for providing services and support to meet the needs
of the incident or event organization. This Section:

= Handles everything from setting up and maintaining the on-site computer
network, to providing hotel rooms and food for response personnel, to providing
security at the incident facilities.

= Supports personnel and resources directly assigned to the incident. For example,
the Medical Unit would care only for incident personnel and would not care for
community members injured in the flood.

Early recognition of the need for a Logistics Section can reduce time and money spent on
an incident.
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Logistics Section Branches
Logistics personnel may be organized into the following Branches:

=  Service Branch.
=  Support Branch.

A Director manages each Branch. Each Branch may have up to three Units assigned to it
based upon need. Unit Leaders report to their Branch Director.

Logistics Section
Chief

[
| ]
[Ser\rice Branchj [SupBort Branchj

Director irector

Logistics Section organizational chart with Logistics Section Chief and Subordinate Service and Support Branch
Directors.

Logistics Service Branch
The Logistics Service Branch can be staffed to include a:

= Communications Unit: Develops the Communication Plan, distributes and
maintains communications equipment, and manages the Incident
Communications Center.

= Medical Unit: Develops the Medical Plan, and provides first aid and light medical
treatment for personnel assigned to the incident.

= Food Unit: Supplies the food and potable water for all incident personnel.

Service Branch
Director

"—‘I
Communication
Unit Leader

Medical Unit
Leader

Food Unit
Leader

Logistics Section organizational chart with Service Branch Director. Subordinate to the Service Branch Director
are the Communication, Medical, and Food Unit Leaders.
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Logistics Support Branch

The Logistics Support Branch can be staffed to include a:

Supply Unit: Orders personnel, equipment, and supplies for the Incident
Management Team. The Unit stores and distributes supplies, and services
nonexpendable equipment. All resource orders are placed through the Supply

Unit.

Facilities Unit: Sets up and maintains required facilities to support the incident.
Provides managers for the Incident Base and Camps. Also responsible for facility

security.

Ground Support Unit: Provides transportation and maintains and fuels vehicles
assigned to the incident to support internal operations. (Transportation resources
for external (tactical) assignments are located under the Operations Section.)

Support Branch
Director

Supply Unit
Leader

Facilities Unit
Leader

Unit Leader

e
Ground Support

Logistics Section organizational chart with Support Branch Director. Subordinate to the Support Branch Director

are the Supply, Facilities, and Ground Support Unit Leaders.

Finance/Administration Section

The Finance/Administration Section is responsible for monitoring incident-related costs,
and administering any necessary procurement contracts. The following four Units may be

established in the Finance/Administration Section:

= Time Unit

= Cost Unit

=  Procurement Unit

= Compensation/Claims Unit

A Unit Leader is assigned to manage each Unit.
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Finance/Administration Section Units

The Finance/Administration Section includes the Time, Cost, Procurement, and
Compensation/Claims Units. Scroll down to review the responsibilities of each Unit.

Finance/

Administration
Section Chief

[ | | |
Time Unit Cast Unit Procurement Com I';?;Est'un"r
Leader Leader Unit Leader Unit Leader

Finance/Administration Section organizational chart, with the Finance/Administration Section Chief at the top.
Subordinate to the Section Chief are the Time, Cost, Procurement, and Compensation/Claims Unit leaders.

= Time Unit: Ensures that all personnel time on the event is recorded.

= Cost Unit: Collects all cost information and provides cost estimates and cost
savings recommendations.

= Procurement Unit: Processes administrative paperwork associated with
contract services.

= Compensation/Claims Unit: Combines two important functions:

e« Compensation is responsible for seeing that all documentation related to
workers compensation is correctly completed. Also, Compensation maintains
files of injuries and/or ilinesses associated with the incident.

¢ Claims handles the investigation of all claims involving damaged property
associated with or involved in the incident.

Avoid Combining ICS Positions

It is important to avoid combining ICS positions. However, one person may be assigned
more than one function on the incident organization chart.

Planning & Logistics

Resourcesy Planning Logistics
Section Section

(J. Smith) | | (J. Smith)

WRONG WAY RIGHT WAY

On the left side, two units are being combined into one, which is incorrect, and on the right side is the
separation of the Planning and Logistics Section, which is correct.

Positions should not be combined within the organization, however, because problems
could be created later if the merged positions have to separate.
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Predicting Incident Workloads

Incident workload patterns are predictable throughout the life of the incident. For
example:

= In the Planning Section, the Resources and Situation Units will be busy in the
initial phases of an incident, while the main workload for the Documentation and
Demobilization Units will come later.

= In Logistics, the Supply and Communication Units do the bulk of the early work in
an incident.

The arrival of the media and agency representatives is always a good indication of
increasing complexity for the Command Staff.

Transfer of Command Procedures

One of the main features of ICS are procedures to transfer command with minimal
disruption. These procedures may be used anytime personnel in supervisory positions
change.

Three key procedures should be followed, whenever possible:

= The transfer should be face to face.
= The transfer should include a complete briefing.
= The effective date and time of the transfer is announced to all affected personnel.

Reasons for transfer of command were presented in a previous lesson.

The Transfer-of-Command Briefing

A transfer-of-command briefing should always take place. The briefing should include the
following critical information:

Situation status

Incident objectives and priorities (Incident Action Plan)
Current organization

Resource assignments

Resources en route and/or ordered

Facilities established

Communications Plan

Prognosis, concerns, and related issues

Introduction of Command Staff and General Staff

Avoid "Falling Through the Cracks"

It is critical to keep information from "falling through the cracks" during changes of
incident command. One important information tool is ICS Form 201, Incident Briefing
Form. Although the intent of the ICS Form 201 is to be used by the initial IC to transfer
command to a more qualified IC, the form can be used as an outline for more complex
transfer of command situations. Your agency may have other tools for this purpose.
Whether your agency uses ICS Form 201 or another form, you should have some
mechanism to ensure that important information does not "get lost."
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Lesson Overview
The Incident Resources lesson:

= Describes functional roles in resource management.

= Describes the kinds of resources often used in incidents.

= Discusses how resources are procured.

= Provide examples of how resources are typed for various applications.

= Explains why resource status keeping is important to effective incident
operations.

Resource Management Activities
Resource management activities fall into three general areas:
= Resource Identification: What resources are needed, and how they are defined
or "typed?"
= Resource Procurement: Where are the resources located, who owns them, and
what are the conditions of procurement and restrictions on use?
= Resource Supervision: How are the resources "packaged" for tactical
application and tracking?
Identifying and Defining Resources
ICS resources can be factored into two categories:
= Tactical (External) Resources
=  Support (Internal) Resources
Tactical Resources
Personnel and major items of equipment that are available or potentially available to the
Operations Section on assignment to incidents are called tactical—or external—
resources.
Because tactical resources are deployed in direct response roles, they are the primary
concern in resource management. All tactical resources are assigned to the Operations
Section.
Support Resources
In addition to tactical resources, there are support resources.
Support resources include all other resources required to support the incident. Food,

communications equipment, tents, supplies, and fleet vehicles are examples of support
resources.
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Describing Resources: Kind

Resources can be described by both kind and type. Let's begin by reviewing resource
kinds.

The resource kind describes what the resource is. For example, a helicopter, medical
staff, a portable X-ray machine, a bulldozer, and a plow are all kinds of resources.

Kinds of resources can be as broad as necessary to suit the incident application.

Some kinds of resources may be used by different ICS sections such as Logistics and
Operations.

Describing Resources: Type
The resource type describes a capability for that kind of resource.

Many tactical resources, such as helicopters, will have a wide variety of capabilities and
uses. If the Operations Section Chief simply ordered a helicopter (resource kind), the
resource delivered may be inadequate.

For this reason, various kinds of resources used for ICS applications should be "typed"
whenever possible.

Advantages of Typing Resources

"Typing" is a system of describing the size, capability, equipment, and staffing
characteristics of a specific resource. Following are the advantages of typing resources:

= In Planning: Knowing the specific capabilities of the kinds of resources helps
planners decide the type and quantity of resources needed.

= In Ordering: Ordering resources by type saves time, reduces errors, and
reduces nonessential communications.

= In Monitoring Resource Use: Type descriptions enable managers to monitor for
undercapability or overcapability. Careful monitoring of resource performance
can lead to the use of less costly resources, ultimately increasing work
performance and reducing cost.

Procuring Resources: Sources

After identifying a needed resource, it is usually easy to figure out where to get it. Typical
procurement sources for ICS resources include:

= In-house sources: Other locations or agencies within a city.

= Mutual-aid agencies: Agencies with which a city has formal agreements
covering the use or sharing of resources.

= Other government entities: Agencies at any level of government that can be
requested to provide the required resources (e.g., USACE).

= Commercial sources: Private-sector producers and/or suppliers of the needed
resource.
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Processing Orders

Even though processing orders for resources is the responsibility of the Logistics Section,
all sections should understand the information needed to implement an efficient ordering
process. Make sure that orders:

= Are approved by the chain of command.

= Describe the specific requirements, if the resource is not typed.
= State any other important factors or restrictions.

= Name a suggested source (if known).

= Include a specific timeframe in which the resource is needed.

=  Specify a delivery point or contact.

Payment

Procuring incident resources requires coordination between the Logistics and
Finance/Administration Sections. To establish an effective procurement process,
personnel assigned to Logistics and Finance/Administration must have the necessary
procurement and contract authorities (another benefit of resource typing).

Incident activities may be halted or hampered without onsite procurement and contracting
authority.
Organizing Resources
After resources have arrived at the incident, many will need to be organized to ensure
efficient supervision within the limits of effective span of control. There are three ways of
organizing resources at an incident:

= Single Resources

= Task Forces

= Strike Teams

Each of these methods of organization will be described on the next pages.

Single Resources

Single resources are individual personnel, single pieces of equipment (with or without
operators), or a crew of individuals, with an identified work supervisor. A single resource
is often the most common way of using initial resources on an incident.

Single resources can be typed to reflect capability. Unless a single resource is typed, its
specific capabilities may not be clear to everyone.
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Task Forces

Task Forces are any combination and number of single resources (within span-of-control
limits) assembled for a particular tactical need. Task Forces may be:

= A mix of different kinds of resources.
= The same kind but different types of resources.

Organizing resources into Task Forces provides the mix of resources needed for a
specific assignment, and reduces span of control. This is both safer and more efficient
use of resources.

For example, the graphic depicts a Task Force consisting of three different kinds of earth-
moving equipment.

Strike Teams

Incident resources can also be organized into Strike Teams. Strike Teams consist of
resources that are of the same type.

Strike Teams are a good way to organize multiple single resources that share the same
characteristics.

For example, a Strike Team could be made up of three identical handicapped access
vans.

Task Forces and Strike Teams: Requirements
Both Task Forces and Strike Teams are required to:

= Have a Leader.

= Have communications between team members and leaders, and between
leaders and the next higher level of supervision.

= Have their own transportation, when required.

= QOrganize within span-of-control limits.

Advantages of Task Forces and Strike Teams

Organizing into Task Forces and Strike Teams offers several distinct advantages,
including:

= Enabling more effective resource use planning.

= Providing an efficient way of quickly ordering what is necessary.

= A netreduction in the time required to communicate, because critical information
is conveyed to Task Force and Strike Team Leaders rather than to single
resources.

= Increasing the ability to expand the organization for large incidents while
maintaining good span of control.

= Providing close resource control and accountability.
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Lesson 4: Incident Resources Summary of Lesson Content

Maintaining Resource Status

Maintaining status of all resources assigned to the incident is an important aspect of
resource management. Knowing where resources are at all times is vital to ensuring
safety on the incident.

In addition, not all tactical resources at an incident may be usable at any given time. For
a variety of reasons, some resources may be temporarily out-of-service or placed into an
available (ready) but not assigned status.

Resource Status Conditions

All tactical resources at an incident will be assigned to one of the three following status
conditions:

= Assigned: Assigned resources are working on an assignment under the
direction of a supervisor.

= Available: Available resources are assembled, have been issued their
equipment, and are ready for deployment. Available resources are located at one
of the staging areas.

= Qut-of-Service: Out-of-service resources are not ready for available or assigned
status.

Out-of-Service Resources
Resources may be out-of-service for a number of reasons, including:

= Routine servicing of vehicles or other equipment.

= To allow for rest/downtime.

= |Insufficient personnel to operate available equipment.

= Environmental reasons, such as darkness or weather.

= Financial reasons (e.g., when personnel exceed allowed overtime costs).
Resources that go out-of-service for other than mechanical or staffing reasons will usually
be sent to the Incident Base or other designated location as determined by the incident.
Changing Resource Status
Resource status is maintained and changed by the supervisor who has the resources

under assignment. On larger incidents, a Resources Unit, if established, will also
maintain status on all resources assigned to the incident.

Planning
Section Chief
( : f : e I ]
Resources | Situation Unit | Documentation | Demobilization r Technical
Unit Leader L Leader L Unit Leader L Unit Leader '\ Specialists

Organizational chart with the Planning Section Chief at the top. Subordinate to the Section Chief are the
Resources Unit Leader, the Situation Unit Leader, the Documentation Unit Leader, the Demobilization Unit
Leader, and Technical Specialists. The Resources Unit Leader is highlighted.
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Lesson 4: Incident Resources Summary of Lesson Content

Who Can Change Resource Status?

Depending on the overall incident organization, the persons who supervise the resource
either directly or indirectly can change its status. This can include:

= The person in charge of the single resource.

= A Task Force or Strike Team Leader.

= A Division or Group Supervisor.

= A Branch Director.

= The Operations Section Chief or Incident Commander.

The Resources Unit will not, on its own authority, change the status of resources
assigned to Operations.

Communicating Resource Status Changes

All status changes that last for more than a few minutes must be communicated to the
appropriate organizational elements. The individual who makes the status change is
responsible for making sure that the change is communicated up the chain of command
and to the person or unit responsible for maintaining overall resource status at the
incident.

For routine changes of status that do not impact the Incident Action Plan (end of shift,
lunch breaks, etc.), the information may not need to go beyond the next level Supervisor.
If the change of status is the result of mechanical break down, lack of supplies, or similar
problems, the IAP could be impacted, and the information will be shared more widely
among the Operations Staff and with the Incident Commander.

Information about the status change will be passed to the Resources Unit.

Resource Status Keeping Systems

There are several resource status keeping systems that can be used to track resources
at incidents.

Magnetic Symbols or Icons on Maps or Status Boards

Magnetic symbols or icons are sometimes used to track resources. Symbols are
prepared in different shapes, sizes, and colors, with space to pencil in the resource
designator. Then, the symbols are placed on maps or boards to indicate the location of
assignment.
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Lesson 4: Incident Resources Summary of Lesson Content

Computer System

A laptop computer can be used with a simple file management or spreadsheet program
to maintain resource information. This system can be used to compile check-in
information and then be maintained to reflect current resource status.

Card System

Several versions of card systems are available to track resource status. One of these
systems uses different-colored, T-shaped cards for each kind of resource. The cards are
used to record information about the resource and filed in racks by assignment location.
The T-shaped cards are used primarily by the Fire Service and are used infrequently by
other response agencies.
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National Incident Management System (NIMS), An Introduction (I1S-700)
Posttest

1. One of the chief benefits of NIMS is that it is:
a. Accompanied by Federal funding.
b. Applicable across jurisdictions and functions.

c. Based on an entirely new concept of response.

2. NIMS provides a framework that applies to all phases of incident
management regardless of cause, size, location, or complexity.

a. Rigid

b. Complicated

c. Straightforward
d. Flexible

3. The Incident Command System (ICS) is a proven incident management system that is
based on organizational:

a. Best practices.
b. Strengths.
c. Structures.

4. Span of control may vary from

a. Two to eight

b. Four to nine

c. Three to seven
d. Five to ten

5. The use of common terminology for ICS position titles helps to reduce confusion
between a person’s position on an incident and his/her:

a. Day-to-day position.

b. Level of authority.

c. Chain of command.

d. On-scene responsibilities.

6. Incident Action Plans (1APs) depend on to accomplish response
tactics.
a. Integrated communications
b. Organizational resources
c. Management by objectives
d. Common terminology
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7. A hazardous materials spill in which more than one agency has responsibility for the

response is a good use for a(n):

Emergency Operations Center (EOC).
Area Command.

Multiagency Coordination System.
Unified Command.

aoop

8. Public health emergencies that are not site specific are a good use for a(n):

a. Emergency Operations Center (EOC).
b. Area Command.

c. Multiagency Coordination System.

d. Unified Command.

9. An Area Command organization does not include an Operations Section because:

Operations are conducted on-scene.

Area Commands are not really commands.

Its authority is limited to obtaining resources.

The Planning Section handles operations in an Area Command.

aoop

10. One key responsibility of Multiagency Coordination Systems is to:

a. Direct tactical operations for the incident.
b. Make resource allocation decisions based on incident priorities.
c. Control large-scale incidents from a common location.
d. Facilitate operations at incidents where there is no incident site.
11. may support multiagency coordination and joint information activities.
a. Incident Command structures
b. Area Commands
c. Unified Commands
d. Emergency Operations Centers

12. Public Information Officers operate within the parameters of a(n)

which establishes policies, procedures, and protocols for gathering and disseminating

information.

a. Multiagency Coordination System
b. Incident Command structure

c. Joint Information System

d. Emergency Operations Center

13. When a Joint Information Center is established as part of a Unified Command, agencies

or organizations contributing to joint public information management:

Work independently.

Clear all information with the Incident Commander.
Retain their organizational independence.

Report to the chief elected official.

aoop
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14. When multiple JICs are established, all JICs must communicate and coordinate with each
other on an ongoing basis using:

Joint Information System protocols.
Agency protocols.

Area Command protocols.

Multiagency Coordination System protocols.

aoop

15. National-level preparedness standards related to NIMS will be maintained and managed
through the NIMS:

a. Integration Center.

b. Policy document.

c. Homeland Security Presidential Directive.
d. Presidential Decision Directive.

16. One responsibility of preparedness organizations at all levels is to:

Specify response requirements for every type of incident.
Determine the role and responsibilities of Incident Commanders.
Delegate preparedness to responsible agencies.

Establish guidelines and protocols for resource management.

aoop

17. A plan based on lessons learned from actual incidents is a(n):

Recovery Plan.

Corrective Action Plan.
Procedure.

Emergency Operations Plan.

aoop

18. One area of focus for the NIMS Integration Center is to:

Track all resources on a regional basis.

Ensure compliance with all NIMS requirements.

Facilitate the definition of general training requirements and approved courses.
Maintain a database of personnel meeting credentialing requirements.

aoop

19.To help ensure that equipment performs to certain standards and is interoperable with
equipment used by other jurisdictions, the NIMS Integration Center will:

a. Review and approve lists of equipment meeting national standards.

b. Require jurisdictions to purchase equipment only if it meets established
specifications.

c. Work directly with equipment suppliers to ensure interoperability.

d. Prescribe that all response equipment be interoperable.
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20. Mutual aid agreements and Emergency Management Assistance Compacts help to:

Spread the costs of emergency response.

Facilitate the timely delivery of assistance during incidents.
Coordinate full documentation of incidents.

Establish the command structure for incidents.

aooTo

21.Resource typing involves the categorizing of resources based on:

a. Availability.
b. Cost.

c. Performance.
d. Kind.

22.NIMS ensures that all personnel possess a minimum level of training, experience,
fitness, capability, and currency by:

Maintaining a database of personnel who have been trained for specific positions.
Providing training to personnel who will be assigned to Command Staff positions.
Overseeing a national training and exercise program.

Establishing certification and credentialing standards for key personnel.

aoop

23. Requests for items that the Incident Commander cannot obtain locally must be
submitted through the:

Multiagency Coordination Entity.
Area Commander.

NIMS Integration Center.
Department of Homeland Security.

aoop

24.Resource managers use established procedures to track resources continuously from
through demobilization.

a. Mobilization
b. Recovery
c. Typing

d. Purchase

25.NIMS standards for communications and information management are based on the
principle that a common operating picture is required to:

Avoid duplication of effort.

Document the response fully.

Maintain the command structure.

Ensure consistency among all who respond.

aooTp
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National Response Plan (NRP) Course Summary (1S-800)

Introduction to the National Response Plan (NRP)

The NRP:

Establishes a comprehensive, national, all-hazards approach to domestic incident management
across a spectrum of activities.

Is predicated on the National Incident Management System (NIMS). The NIMS is a nationwide
template enabling government and nongovernmental responders to respond to all domestic
incidents.

Provides the structure and mechanisms for national-level policy and operational coordination for
domestic incident management.

Does not alter or impede the ability of Federal, State, local, or tribal departments and agencies to
carry out their specific authorities.

Assumes that incidents are typically managed at the lowest possible geographic, organizational,
and jurisdictional level.

Incidents of National Significance

The NRP distinguishes between incidents that require Department of Homeland Security (DHS)
coordination, termed "Incidents of National Significance," and the majority of incidents occurring each
year that are handled by responsible jurisdictions or agencies through other established authorities
and existing plans.

Incidents of National Significance are those high-impact events that require a coordinated and
effective response by an appropriate combination of Federal, State, local, tribal, private-sector, and
nongovernmental entities in order to save lives, minimize damage, and provide the basis for long-
term community recovery and mitigation activities.

Roles and Responsibilities

The NRP specifies the roles and responsibilities of the following parties:

Governor As a State's chief executive, the Governor is responsible for the public safety

and welfare of the people of that State or territory. The Governor:

» Isresponsible for coordinating State resources to address the full spectrum
of actions to prevent, prepare for, respond to, and recover from incidents in
an all-hazards context to include terrorism, natural disasters, accidents,
and other contingencies.

= Under certain emergency conditions, typically has police powers to make,
amend, and rescind orders and regulations.

= Provides leadership and plays a key role in communicating to the public
and in helping people, businesses, and organizations cope with the
consequences of any type of declared emergency within State jurisdiction.

» Encourages participation in mutual aid and implements authorities for the
State to enter into mutual aid agreements with other States, tribes, and
territories to facilitate resource-sharing.

= |s the Commander-in-Chief of State military forces (National Guard when
in State Active Duty or Title 32 Status and the authorized State militias).

= Requests Federal assistance when it becomes clear that State or tribal
capabilities will be insufficient or have been exceeded or exhausted.
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National Response Plan (NRP) Course Summary (1S-800)

Roles and Responsibilities (Continued)

Local Chief
Executive Officer

A mayor or city or county manager, as a jurisdiction's chief executive, is
responsible for the public safety and welfare of the people of that jurisdiction.
The Local Chief Executive Officer:

Is responsible for coordinating local resources to address the full spectrum
of actions to prevent, prepare for, respond to, and recover from incidents
involving all hazards including terrorism, natural disasters, accidents, and
other contingencies.

Dependent upon State and local law, has extraordinary powers to suspend
local laws and ordinances, such as to establish a curfew, direct
evacuations, and, in coordination with the local health authority, to order a
quarantine.

Provides leadership and plays a key role in communicating to the public,
and in helping people, businesses, and organizations cope with the
consequences of any type of domestic incident within the jurisdiction.

Negotiates and enters into mutual aid agreements with other jurisdictions
to facilitate resource-sharing.

Requests State and, if necessary, Federal assistance through the
Governor of the State when the jurisdiction's capabilities have been
exceeded or exhausted.

Tribal Chief
Executive Officer

The Tribal Chief Executive Officer is responsible for the public safety and
welfare of the people of that tribe. The Tribal Chief Executive Officer, as
authorized by tribal government:

Is responsible for coordinating tribal resources to address the full spectrum
of actions to prevent, prepare for, respond to, and recover from incidents
involving all hazards including terrorism, natural disasters, accidents, and
other contingencies.

Has extraordinary powers to suspend tribal laws and ordinances, such as
to establish a curfew, direct evacuations, and order a quarantine.

Provides leadership and plays a key role in communicating to the tribal
nation, and in helping people, businesses, and organizations cope with the
consequences of any type of domestic incident within the jurisdiction.

Negotiates and enters into mutual aid agreements with other
tribes/jurisdictions to facilitate resource-sharing.

Can request State and Federal assistance through the Governor of the
State when the tribe's capabilities have been exceeded or exhausted.

Can elect to deal directly with the Federal Government. (Although a State
Governor must request a Presidential disaster declaration on behalf of a
tribe under the Stafford Act, Federal agencies can work directly with the
tribe within existing authorities and resources.)
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National Response Plan (NRP) Course Summary (1S-800)

Roles and Responsibilities (Continued)

Secretary of
Homeland
Security

Pursuant to HSPD-5, the Secretary of Homeland Security:

= Is responsible for coordinating Federal operations within the United States
to prepare for, respond to, and recover from terrorist attacks, major
disasters, and other emergencies.

= Serves as the "principal Federal official" for domestic incident
management.

The Secretary is also responsible for coordinating Federal resources utilized in

response to or recovery from terrorist attacks, major disasters, or other

emergencies if and when any of the following four conditions applies:

= A Federal department or agency acting under its own authority has
requested DHS assistance.

= The resources of State and local authorities are overwhelmed and Federal
assistance has been requested.

= More than one Federal department or agency has become substantially
involved in responding to the incident.

The Secretary has been directed to assume incident management
responsibilities by the President.

Attorney General

The Attorney General is the chief law enforcement officer in the United States.
In accordance with HSPD-5 and other relevant statutes and directives, the
Attorney General has lead responsibility for criminal investigations of terrorist
acts or terrorist threats:

» By individuals or groups inside the United States, or

= Directed at U.S. citizens or institutions abroad

Generally acting through the Federal Bureau of Investigation (FBI), the
Attorney General—in cooperation with other Federal departments and
agencies engaged in activities to protect national security—coordinates the
activities of the other members of the law enforcement community. Nothing in
the NRP derogates the Attorney General's status or responsibilities.

Secretary of

DOD has significant resources that may be available to support the Federal

Defense response to an Incident of National Significance.
The Secretary of Defense authorizes Defense Support of Civil Authorities
(DSCA) for domestic incidents as directed by the President or when consistent
with military readiness operations and appropriate under the circumstances
and the law.
The Secretary of Defense retains command of military forces under DSCA, as
with all other situations and operations. Nothing in the NRP impairs or
otherwise affects the authority of the Secretary of Defense over the DOD.
Secretary of The Secretary of State is responsible for coordinating international prevention,
State preparedness, response, and recovery activities relating to domestic incidents,
and for the protection of U.S. citizens and U.S. interests overseas.
Nongovernmental | NGOs collaborate with first responders, governments at all levels, and other
Organizations agencies and organizations providing relief services to sustain life, reduce
(NGOs) physical and emotional distress, and promote recovery of disaster victims
when assistance is not available from other sources.
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Roles and Responsibilities (Continued)

Private Sector

DHS and NRP primary and support agencies coordinate with the private sector
to effectively share information, form courses of action, and incorporate
available resources to prevent, prepare for, respond to, and recover from
Incidents of National Significance.

The roles, responsibilities, and participation of the private sector during
Incidents of National Significance vary based on the nature of the organization
and the type and impact of the incident. Private-sector organizations may be
involved as:

= An Impacted Organization or Infrastructure: Private-sector
organizations may be affected by direct or indirect consequences of the
incident. Examples of privately owned infrastructure include transportation,
telecommunications, private utilities, financial institutions, and hospitals.

= A Response Resource: Private-sector organizations may provide
response resources (donated or compensated) during an incident,
including specialized teams, equipment, and advanced technologies.

= A Regulated and/or Responsible Party: Owners/operators of certain
regulated facilities or hazardous operations may bear responsibilities under
the law for preparing for and preventing incidents from occurring, and
responding to an incident once it occurs. For example, Federal regulations
require owners/operators of Nuclear Regulatory Commission-regulated
nuclear facilities to maintain emergency (incident) preparedness plans,
procedures, and facilities and to perform assessments, prompt
notifications, and training for a response to an incident.

= A Member of State/Local Emergency Organizations: Private-sector
organizations may serve as an active partner in local and State emergency
preparedness and response organizations and activities.

Citizen
Involvement

Strong partnerships with citizen groups and organizations provide support for
incident management prevention, preparedness, response, recovery, and
mitigation.

The U.S. Citizen Corps brings these groups together and focuses efforts of
individuals through education, training, and volunteer service to help make
communities safer, stronger, and better prepared to address the threats of
terrorism, crime, public health issues, and disasters of all kinds.
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Emergency Support Functions (ESFs)

The ESFs:

= Serve as the coordination mechanism to provide assistance to State, local, and tribal
governments or to Federal departments and agencies conducting missions of primary Federal

responsibility.

= May be selectively activated for both Stafford Act and non-Stafford Act incidents.
= Provide staffing for the incident management organizations

ESF

Scope

ESF #1 - Transportation

Federal and civil transportation support
Transportation safety

Restoration/recovery of transportation infrastructure
Movement restrictions

Damage and impact assessment

ESF #2 - Communications

Coordination with telecommunication industry
Restoration/repair of telecommunications infrastructure
Protection, restoration, and sustainment of national cyber and
information technology resources

ESF #3 - Public Works and Engineering

Infrastructure protection and emergency repair
Infrastructure restoration

Engineering services, construction management
Critical infrastructure liaison

ESF #4 - Firefighting

Firefighting activities on Federal lands
Resource support to rural and urban firefighting operations

ESF #5 - Emergency Management

Coordination of incident management efforts
Issuance of mission assignments

Resource and human capital

Incident action planning

Financial management

ESF #6 - Mass Care, Housing, and
Human Services

Mass care
Disaster housing
Human services

ESF #7 - Resource Support

Resource support (facility space, office equipment and supplies,
contracting services, etc.)

ESF #8 - Public Health and Medical
Services

Public health

Medical

Mental health services
Mortuary services

ESF #9 - Urban Search and Rescue

Life-saving assistance
Urban search and rescue

ESF #10 - Oil and Hazardous Materials
Response

Environmental safety and short- and long-term cleanup

ESF #11 - Agriculture and Natural
Resources

Nutrition assistance

Animal and plant disease/pest response

Food safety and security

Natural and cultural resources and historic properties protection
and restoration

ESF #12 - Energy

Energy infrastructure assessment, repair, and restoration
Energy industry utilities coordination
Energy forecast

ESF #13 - Public Safety and Security

Facility and resource security

Security planning and technical and resource assistance
Public safety/security support

Support to access, traffic, and crowd control

ESF #14 - Long-Term Community
Recovery and Mitigation

Social and economic community impact assessment
Long-term community recovery assistance to States, local
governments, and the private sector

Mitigation analysis and program implementation

ESF #15 - External Affairs

Emergency public information and protective action guidance
Media and community relations

Congressional and international affairs

Tribal and insular affairs
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NRP Coordinating Structures

The NRP coordinating structures used to manage Incidents of National Significance are described
below:

Incident Command Post (ICP). The field location at which the primary tactical-level, on-scene
incident command functions are performed. The ICP may be collocated with the incident base or
other incident facilities and is normally identified by a green rotating or flashing light.

Area Command (Unified Area Command). An organization established (1) to oversee the
management of multiple incidents that are each being handled by an ICS organization or (2) to
oversee the management of large or multiple incidents to which several Incident Management
Teams have been assigned. Area Command has the responsibility to set overall strategy and
priorities, allocate critical resources according to priorities, ensure that incidents are properly
managed, and ensure that objectives are met and strategies followed. Area Command becomes
Unified Area Command when incidents are multijurisdictional. Area Command may be
established at an EOC facility or at some location other than an ICP.

Local Emergency Operations Center (EOC). The physical location at which the coordination of
information and resources to support local incident management activities normally takes place.

State Emergency Operations Center (EOC). The physical location at which the coordination of
information and resources to support State incident management activities normally takes place.

Homeland Security Operations Center (HSOC). The HSOC is the primary national hub for
domestic incident management operational coordination and situational awareness. The HSOC is
a standing 24/7 interagency organization fusing law enforcement, national intelligence,
emergency response, and private-sector reporting. The HSOC facilitates homeland security
information-sharing and operational coordination with other Federal, State, local, tribal, and
nongovernmental EOCs.

Interagency Incident Management Group (IIMG). The IIMG is a Federal headquarters-level
multiagency coordination entity that facilitates Federal domestic incident management for
Incidents of National Significance. The Secretary of Homeland Security activates the IIMG based
on the nature, severity, magnitude, and complexity of the threat or incident. The Secretary of
Homeland Security may activate the IIMG for high-profile, large-scale events that present high-
probability targets, such as NSSEs, and in heightened threat situations. The IIMG is comprised of
senior representatives from DHS components, other Federal departments and agencies, and
nongovernmental organizations, as required. The IIMG membership is flexible and can be tailored
or task-organized to provide the appropriate subject-matter expertise required for the specific
threat or incident.

National Response Coordination Center (NRCC). The NRCC is a multiagency center that
provides overall Federal response coordination for Incidents of National Significance and
emergency management program implementation. FEMA maintains the NRCC as a functional
component of the HSOC in support of incident management operations.

The NRCC monitors potential or developing Incidents of National Significance and supports the
efforts of regional and field components. The NRCC resolves Federal resource support conflicts
and other implementation issues forwarded by the JFO. Those issues that cannot be resolved by
the NRCC are referred to the IIMG.
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NRP Coordinating Structures (Continued)

= Regional Response Coordination Center (RRCC). The RRCC is a standing facility operated by
FEMA that is activated to coordinate regional response efforts, establish Federal priorities, and
implement local Federal program support. The RRCC operates until a JFO is established in the
field and/or the Principal Federal Officer, Federal Coordinating Officer, or Federal Resource
Coordinator can assume their NRP coordination responsibilities. The RRCC establishes
communications with the affected State emergency management agency and the National
Response Coordination Center (NRCC), coordinates deployment of the Emergency Response
Team-Advance Element (ERT-A) to field locations, assesses damage information, develops
situation reports, and issues initial mission assignments.

= Strategic Information and Operations Center (SIOC). The FBI SIOC is the focal point and
operational control center for all Federal intelligence, law enforcement, and investigative law
enforcement activities related to domestic terrorist incidents or credible threats, including leading
attribution investigations. The SIOC serves as an information clearinghouse to help collect,
process, vet, and disseminate information relevant to law enforcement and criminal investigation
efforts in a timely manner. The SIOC maintains direct connectivity with the HSOC and [IMG. The
SIOC, located at FBI Headquarters, supports the FBI's mission in leading efforts of the law
enforcement community to detect, prevent, preempt, and disrupt terrorist attacks against the
Unites States.

The SIOC houses the National Joint Terrorism Task Force (NJTTF). The mission of the NJTTF is
to enhance communications, coordination, and cooperation among Federal, State, local, and
tribal agencies representing the intelligence, law enforcement, defense, diplomatic, public safety,
and homeland security communities by providing a point of fusion for terrorism intelligence and by
supporting Joint Terrorism Task Forces (JTTFs) throughout the United States.

= Joint Field Office (JFO). The JFO is a temporary Federal facility established locally to
coordinate operational Federal assistance activities to the affected jurisdiction(s) during Incidents
of National Significance. The JFO is a multiagency center that provides a central location for
coordination of Federal, State, local, tribal, nongovernmental, and private-sector organizations
with primary responsibility for threat response and incident support. The JFO enables the
effective and efficient coordination of Federal incident-related prevention, preparedness,
response, and recovery actions.

The JFO utilizes the scalable organizational structure of the NIMS Incident Command System
(ICS). The JFO organization adapts to the magnitude and complexity of the situation at hand, and
incorporates the NIMS principles regarding span of control and organizational structure:
management, operations, planning, logistics, and finance/administration. Although the JFO uses
an ICS structure, the JFO does not manage on-scene operations. Instead, the JFO focuses on
providing support to on-scene efforts and conducting broader support operations that may extend
beyond the incident site.
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NRP Coordinating Structures (Continued)

Joint Operations Center (JOC). The JOC Branch is established by the Senior Federal Law
Enforcement Officer (SFLEO) (e.g., the FBI SAC during terrorist incidents) to coordinate and
direct law enforcement and criminal investigation activities related to the incident.

The JOC Branch ensures management and coordination of Federal, State, local, and tribal
investigative/law enforcement activities. The emphasis of the JOC is on prevention as well as
intelligence collection, investigation, and prosecution of a criminal act. This emphasis includes
managing unique tactical issues inherent to a crisis situation (e.g., a hostage situation or terrorist
threat).

When this branch is included as part of the Joint Field Office (JFO), it is responsible for
coordinating the intelligence and information function (as described in NIMS) which includes
information and operational security, and the collection, analysis, and distribution of all incident-
related intelligence. Accordingly, the Intelligence Unit within the JOC Branch serves as the
interagency fusion center for all intelligence related to an incident.

Field-Level Organizational Structures: JFO Coordination Group

The field-level organizational structures and teams deployed in response to an Incident of National
Significance, including the following potential members of the JFO Coordination Group:

Principal Federal Official (PFO). The PFO is personally designated by the Secretary of
Homeland Security to facilitate Federal support to the established Incident Command System
(ICS) Unified Command structure and to coordinate overall Federal incident management and
assistance activities across the spectrum of prevention, preparedness, response, and recovery.

The PFO ensures that incident management efforts are maximized through effective and efficient
coordination. The PFO provides a primary point of contact and situational awareness locally for
the Secretary of Homeland Security.

Federal Coordinating Officer (FCO)

The FCO manages and coordinates Federal resource support activities related to Stafford Act
disasters and emergencies. The FCO:

= Assists the Unified Command and/or the Area Command.
= Works closely with the Principal Federal Official (PFO), Senior Federal Law Enforcement
Official (SFLEO), and other Senior Federal Officials (SFOs).

In Stafford Act situations where a PFO has not been assigned, the FCO provides overall
coordination for the Federal components of the JFO and works in partnership with the State
Coordinating Officer (SCO) to determine and satisfy State and local assistance requirements.

Senior Federal Law Enforcement Official (SFLEO)

The SFLEO is the senior law enforcement official from the agency with primary jurisdictional
responsibility as directed by statute, Presidential directive, existing Federal policies, and/or the
Attorney General.

The SFLEO directs intelligence/investigative law enforcement operations related to the incident
and supports the law enforcement component of the Unified Command on-scene. In the event of
a terrorist incident, this official will normally be the FBI Senior Agent-in-Charge (SAC).
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Field-Level Organizational Structures: JFO Coordination Group (Continued)

Federal Resource Coordinator (FRC)

The FRC manages Federal resource support activities related to non-Stafford Act Incidents of
National Significance when Federal-to-Federal support is requested from DHS by another
Federal agency. The FRC is responsible for coordinating the timely delivery of resources to the
requesting agency.

In non-Stafford Act situations when a Federal department or agency acting under its own
authority has requested the assistance of the Secretary of Homeland Security to obtain support
from other Federal departments and agencies, DHS designates an FRC. In these situations, the
FRC coordinates support through interagency agreements and memoranda of understanding
(MOUs).

State/Local/Tribal Official(s)
The JFO Coordination Group also includes State representatives such as:

= The State Coordinating Officer (SCO), who serves as the State counterpart to the FCO and
manages the State's incident management programs and activities.

= The Governor's Authorized Representative, who represents the Governor of the impacted
State.

= The JFO Coordination Group may also include local area representatives with primary
statutory authority for incident management.

Senior Federal Officials (SFOs)

The JFO Coordination Group may also include representatives of other Federal departments or
agencies with primary statutory responsibility for certain aspects of incident management.

SFOs utilize existing authorities, expertise, and capabilities to assist in management of the
incident working in coordination with the PFO, FCO, SFLEO, and other members of the JFO
Coordination Group. When appropriate, the JFO Coordination Group may also include U.S.
attorneys or other senior officials or their designees from Department of Justice (DOJ) to provide
expert legal counsel.

Field-Level Organizational Structures: JFO Coordination Staff

The JFO structure will normally include a Coordination Staff. The JFO Coordination Group determines the
extent of this staffing based on the type and magnitude of the incident.

External Affairs

JFO Coordination Chief of Staff —
Staff

Safety Coordinator Oiffice of

Ligizon Officer(s) Inzpector Genersl

Infrastructure Lisizan

| | Defenze Coordinating
COthers as needed Officer (DCO)

Caption: JFO Coordination Staff
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Field-Level Organizational Structures: JFO Coordination Staff (Continued)
The roles and responsibilities of the JFO Coordination Staff are summarized below:

= Chief of Staff. The JFO Coordination Staff may include a Chief of Staff and representatives
providing specialized assistance, which may include support in the following areas: safety, legal
counsel, equal rights, security, infrastructure liaison, and other liaisons.

= External Affairs Officer. The External Affairs Officer provides support to the JFO leadership in
all functions involving communications with external audiences. External Affairs includes: Public
Affairs, Community Relations, Congressional Affairs, State and Local Coordination, Tribal Affairs,
and International Affairs, when appropriate. Resources for the various External Affairs Functions
are coordinated through ESF #15.

The External Affairs Officer also is responsible for overseeing operations of the Federal Joint
Information Center (JIC) established to support the JFO. The JIC:

= Is a physical location where public affairs professionals from organizations involved in
incident management activities work together to provide critical emergency information, crisis
communications, and public affairs support.

= Serves as a focal point for the coordination and dissemination of information to the public and
media concerning incident prevention, preparedness, response, recovery, and mitigation.

= Defense Coordinating Officer (DCO). If appointed by DOD, the DCO serves as DOD's single
point of contact at the JFO. With few exceptions, requests for Defense Support of Civil Authorities
(DSCA) originating at the JFO will be coordinated with and processed through the DCO.

The DCO may have a Defense Coordinating Element (DCE) consisting of a staff and military
liaison officers in order to facilitate coordination and support to activated Emergency Support
Functions (ESFs). Specific responsibilities of the DCO (subject to modification based on the
situation) include processing requirements for military support, forwarding mission assignments to
the appropriate military organizations through DOD-designated channels, and assigning military
liaisons, as appropriate, to activated ESFs.

Field-Level Organizational Structures: JFO Sections

The JFO Sections as shown below.

Financeiadmin

Operations Section Planning Section Logistics Section Section (Comptraller)

Caption: JFO Sections
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Field-Level Organizational Structures: JFO Sections (Continued)
Each the role of each JFO Section is presented below:

= Operations Section. The Operations Section coordinates operational support to on-scene
incident management efforts. Branches may be added or deleted as required, depending on the
nature of the incident. The Operations Section also is responsible for coordination with other
Federal command posts that may be established to support incident management activities.

The Operations Section may include the following elements:

= The Response and Recovery Operations Branch coordinates the request and delivery of
Federal assistance and support from various special teams. This branch is comprised of four
groups: Emergency Services, Human Services, Infrastructure Support, and Community
Recovery and Mitigation.

= The Law Enforcement Investigative Operations Branch/Joint Operations Center (JOC)
is established by the Senior Federal Law Enforcement Official (SFLEO) (e.g., the FBI SAC
during terrorist incidents) to coordinate and direct law enforcement and criminal investigation
activities related to a terrorist incident. The JOC Branch ensures management and
coordination of Federal, State, local, and tribal investigative/law enforcement activities. The
emphasis of the JOC is on prevention as well as intelligence collection, investigation, and
prosecution of a criminal act. This emphasis includes managing unique tactical issues
inherent to a crisis situation (e.g., a hostage situation or terrorist threat).

= For National Special Security Events (NSSEs), a third branch, the Security Operations
Branch, or Multiagency Command Center (MACC), may be added to coordinate protection
and site security efforts. In these situations, the Operations Section Chief is designated by
mutual agreement of the JFO Coordination Group based on the agency with greatest
jurisdictional involvement and statutory authority for the current incident priorities. The agency
providing the Operations Section Chief may change over time as incident priorities change.

= Planning Section. The Planning Section provides current information to the JFO Coordination
Group to ensure situational awareness, determine cascading effects, identify national
implications, and determine specific areas of interest requiring long-term attention. The Planning
Section also provides technical and scientific expertise.

The Planning Section is comprised of the following units: Situation, Resources, Documentation,
Technical Specialists, and Demobilization. The Planning Section may also include an Information
and Intelligence Unit (if not assigned elsewhere), and an HSOC representative who aids in the
development of reports for the HSOC and IIMG.

= Logistics Section. The Logistics Section coordinates logistics support that includes:

Control and accountability for Federal supplies and equipment.

Resource ordering.

Delivery of equipment, supplies, and services to the JFO and other field locations.

Facility location, setup, space management, building services, and general facility operations.
Transportation coordination and fleet management services.

Information and technology systems services; administrative services such as mail
management and reproduction; and customer assistance.

The Logistics Section may include Coordination and Planning, Resource Management, Supply,
and Information Services Branches.
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Field-Level Organizational Structures: JFO Sections (Continued)

Finance and Administration Section (Comptroller). The Finance and Administration Section is
responsible for the financial management, monitoring, and tracking of all Federal costs relating to
the incident and the functioning of the JFO while adhering to all Federal laws, acts, and
regulations.

The position of the Financial and Administration Chief will be exclusively held by a Comptroller
who serves as the Senior Financial Advisor to the team leader (e.g., FCO) and represents the
coordinating agency's Chief Financial Officer (CFO) as prescribed by the CFO Act of 1990.

Field-Level Organizational Structures: Response Teams

Various teams are ready to deploy in response to threats or incidents. These teams include the
following:

ERT Advance Element (ERT-A). The ERT-A conducts assessments, and initiates coordination
with the State and initial deployment of Federal resources. It is headed by a team leader from
FEMA and is composed of program and support staff and representatives from selected ESF
primary agencies. Each FEMA region maintains an ERT ready to deploy during the early stages
of an incident to:

= The State EOC or to other locations to work directly with the State to obtain information on
the impact of the event and to identify specific State requests for Federal incident
management assistance.

= The affected area to establish field communications, locate and establish field facilities, and
set up support activities.

National Emergency Response Team (ERT-N). The National Emergency Response Team
(ERT-N) deploys for large-scale, high-impact events, or as required. An ERT-N may pre-deploy
based on threat conditions.

The Secretary of Homeland Security determines the need for ERT-N deployment, coordinating
the plans with the affected region and other Federal agencies. The ERT-N includes staff from
FEMA Headquarters and regional offices as well as other Federal agencies.

Federal Incident Response Support Team (FIRST). The FIRST is a forward component of the
ERT-A that provides on-scene support to the local Incident Command or Area Command
structure in order to facilitate an integrated interjurisdictional response.

The FIRST is designed to be a quick and readily deployable resource to support the Federal
response to Incidents of National Significance. The FIRST deploys within 2 hours of notification,
to be on-scene within 12 hours of notification. FEMA maintains and deploys the FIRST. Upon the
subsequent deployment of an ERT, the FIRST integrates into the Operations Section of the JFO.

Domestic Emergency Support Teams (DEST). The DEST may be deployed to provide
technical support for management of potential or actual terrorist incidents. Based upon a credible
threat assessment, the Attorney General, in consultation with the Secretary of Homeland
Security, may request authorization through the White House to deploy the DEST. The PFO and
a small staff component may deploy with the DEST to facilitate their timely arrival and enhance
initial situational awareness.

Upon arrival at the JFO or critical incident location, the DEST may act as a stand-alone advisory
team to the FBI SAC providing required technical assistance or recommended operational
courses of action.
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Field-Level Organizational Structures: Response Teams

Other Federal Teams. There are numerous special teams available to support incident
management and disaster response and recovery operations. Examples include:

Damage assessment teams

The Nuclear Incident Response Team (NIRT)

Disaster Medical Assistance Teams (DMATS)

HHS Secretary's Emergency Response Team

DOL/OSHA's Specialized Response Teams

Veterinarian Medical Assistance Teams (VMATS)

Disaster Mortuary Operational Response Teams (DMORTSs)

National Medical Response Teams (NMRTSs)

Scientific and Technical Advisory and Response Teams (STARTS)
Donations Coordination Teams

Urban Search and Rescue (US&R) task forces and incident support teams
Federal Type 1 and Type 2 Incident Management Teams (IMTs)

Domestic Animal and Wildlife Emergency Response Teams and mitigation assessment
teams

Incident Management Actions

A summary of Incident Management Actions is presented below:

Notification and Assessment. Federal, State, local, tribal, private-sector, and nongovernmental
organizations report threats, incidents, and potential incidents using established communications
and reporting channels. The Homeland Security Operations Center (HSOC) receives threat and
operational information regarding incidents or potential incidents and makes an initial
determination to initiate the coordination of Federal information-sharing and incident management
activities.

When notified of a threat or an incident with possible national-level implications, the HSOC
assesses the situation and notifies the Secretary of Homeland Security accordingly.

Reporting. Federal, State, tribal, private-sector, and nongovernmental Emergency Operations
Centers (EOCs) report incident information to the HSOC. In most situations, incident information
will be reported using existing mechanisms to State or Federal operations centers, which will in
turn report the information to the HSOC.

Information regarding potential terrorist threats normally is reported initially to a local or regional
Joint Terrorism Task Force (JTTF) and, subsequently, from the FBI Strategic Information and
Operations Center (SIOC) to the HSOC if the FBI deems the threat to be credible.

Activation. For actual or potential Incidents of National Significance, the HSOC reports the
situation to the Secretary of Homeland Security and/or senior staff as delegated by the Secretary,
who then determines the need to activate components of the NRP to conduct further assessment
of the situation, initiate interagency coordination, share information with affected jurisdictions,
and/or initiate deployment of resources.

Concurrently, the Secretary also makes a determination of whether or not an event meets the
criteria established for a potential or actual Incident of National Significance as defined in the
NRP.

When the Secretary declares an Incident of National Significance, Federal departments and
agencies are notified by the HSOC (as operational security considerations permit), and may be
called upon to staff the Interagency Incident Management Group (IIMG) and National Response
Coordination Center (NRCC).
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Incident Management Actions (Continued)
= Activation. (Continued)

The affected State(s) and tribes also are notified by the HSOC using appropriate operational
security protocols. In the pre-incident mode, such notification may be conducted discreetly, on a
need-to-know basis, so as to preserve the operational security and confidentiality of certain law
enforcement and investigative operations. The NRCC and RRCC deploy, track, and provide
incident-related information until the JFO is established.

= Response. Once an incident occurs, the priority shifts to immediate and short-term response
activities to preserve life, property, the environment, and the social, economic, and political
structure of the community. Actions are also taken to prevent and protect against other potential
threats.

Examples of response actions include immediate law enforcement, fire, and emergency medical
service actions; mass care, public health, and medical services; emergency restoration of critical
infrastructure; control of environmental contamination; and responder health and safety
protection.

During the response to a terrorist event, law enforcement actions to collect and preserve
evidence and to apprehend perpetrators are critical. These actions take place simultaneously with
response operations necessary to save lives and protect property.

= Recovery. Recovery involves actions needed to help individuals and communities return to
normal when feasible.

The JFO is the central coordination point among Federal, State, local, and tribal agencies and
voluntary organizations for delivering recovery assistance programs.

Long-term environmental recovery may include cleanup and restoration of public facilities,
businesses, and residences; re-establishment of habitats and prevention of subsequent damage
to natural resources; protection of cultural or archeological sites; and protection of natural,
cultural, and historical resources from intentional damage during other recovery operations.

= Mitigation. Hazard mitigation involves reducing or eliminating long-term risk to people and
property from hazards and their side effects.

The JFO's Community Recovery and Mitigation Branch is responsible for coordinating the
delivery of all mitigation programs within the affected area, including hazard mitigation for:

= Grant programs for loss reduction measures (if available).

= Delivery of loss reduction building-science expertise.

= Coordination of Federal flood insurance operations.

=  Community education and outreach necessary to foster loss reduction.

= Demobilization. When a centralized Federal coordination presence is no longer required in the

affected area, the JFO Coordination Group implements the demobilization plan to transfer
responsibilities and close out the JFO.

After the closing of the JFO, long-term recovery program management and monitoring transition
to individual agencies' regional offices and/or headquarters, as appropriate.
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Incident Management Actions (Continued)

Remedial Actions and After-Action Reports. DHS formally convenes interagency meetings
called "hotwashes" to identify critical issues requiring headquarters-level attention, lessons
learned, and best practices associated with the Federal response to Incidents of National
Significance.

Hotwashes typically are conducted at major transition points over the course of incident
management operations, and should include State, local, and tribal participation. Identified issues
are validated and promptly assigned to appropriate organizations for remediation.

Following an incident, the JFO Coordination Group submits an after-action report to DHS
Headquarters detailing operational successes, problems, and key issues affecting incident
management.

The report includes appropriate feedback from all Federal, State, local, tribal, nongovernmental,
and private-sector partners participating in the incident.
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IS 800 National Response Plan (NRP), an Introduction: Final Test

1. NIMS provides:

A. The specific guidance needed for the Federal Government to respond to domestic incidents that
are catastrophic in magnitude.

B. The automated systems needed to collect and manage national information about incident
response.

C. A nationwide template enabling government and nongovernmental responders to respond to all
domestic incidents.

D. An alternative to the Incident Command System in planning for and responding to National
Special Security Events.

2. Select the TRUE statement from below:

A. The NRP focus is solely on establishing a national framework to domestic terrorism prevention
and incident management.

B. The NRP supersedes existing agency authorities and statutes related to incident response and
management.

C. The NRP requires that agencies implement all of the system’s components to ensure
standardization across each incident.

D. The NRP is an all-hazards plan that provides flexible mechanisms for national-level operational
coordination for domestic incident management.

3. Select the incident below that is likely to meet the criteria for an Incident of National Significance.

Hazardous materials spill that has contaminated a creek
Severe storm damage resulting in a Presidentially declared disaster
Coast Guard boarding of a vessel suspected of alien smuggling

OO0

Combined FBI and local investigation of the kidnapping of a child

4. Which of the following officials has been directed by the President to assume responsibility for
managing domestic incidents?

Secretary of Defense

Attorney General

Secretary of Homeland Security
National Security Advisor

oo w»

5. The NRP is based on the premise that:

A. Incidents are typically managed at the lowest possible geographic, organizational, and
jurisdictional level.

B. Federal-to-Federal support will not be required unless an incident is covered under a Stafford Act
declaration.

C. Governmental agencies are in the best position to respond to incidents and should not encourage
citizen involvement.

D. Supplemental operations and hazard-specific contingency plans are not necessary.
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6. In accordance with HSPD-5 and other relevant statutes and directives, who has lead responsibility for
criminal investigations of terrorist acts or terrorist threats?

A. Attorney General

B. Secretary of Defense

C. Secretary of Homeland Security

D. National Security Advisor

7. AnESFis a:

A. Center that serves as the national hub for terrorism-related analysis, collecting information from
all members of the U.S. Government's intelligence community.

B. Physical location where public affairs professionals from organizations involved in incident
management activities work together to provide critical emergency information.

C. Grouping of government and certain private-sector capabilities into an organizational structure to
provide support, resources, program implementation, and services.

D. Specialized advanced team that provides technical assistance to assess the situation, identify

critical and unmet needs, and establish incident support facilities.

8. Which organizational element is a temporary facility established locally to coordinate operational
Federal assistance activities to the affected jurisdiction(s) during Incidents of National Significance?

oo w >

Incident Command Post (ICP)

Regional Resource Coordination Center (RRCC)
State Emergency Operations Center (EOC)
Joint Field Office (JFO)

9. Owners/operators of certain regulated facilities or hazardous operations:

A.

B.

May bear responsibilities under the law for preparing for and preventing incidents from occurring,
and responding to an incident once it occurs.

Must take actions to prepare for and prevent incidents from occurring, but do not participate in
response activities if an incident does occurs.

Use plans developed by Federal and State emergency managers to ensure that their facilities are
prepared.

Assume the role of Incident Commander when an incident occurs on private property areas
associated with their facilities.
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10. What organizational element is responsible for directing on-scene emergency management and
maintaining command and control of on-scene incident operations?

Emergency Support Function (ESF)
Incident Command Post (ICP)

Local Emergency Operations Center (EOC)
Joint Operation Center (JOC)

oo wp»

11. The Homeland Security Operations Center is:

A. The primary national hub for domestic incident management, operational coordination, and
situational awareness.

B. The focal point and operational control center for all Federal law enforcement activities related to
domestic terrorist incidents.

C. The coordination point for the deployment of Federal response resources and support for the
efforts of regional and field components.

D. The temporary Federal facility established to coordinate operational Federal assistance activities
to the affected jurisdiction(s) during Incidents of National Significance.

12. What NRP element is a Federal headquarters-level multiagency coordination entity that facilitates
strategic Federal domestic incident management for Incidents of National Significance?

Joint Field Office (JFO) Coordination Group
Homeland Security Council/National Security Council (HSC/NSC)
Interagency Incident Management Group (IIMG)

oo >

Policy Coordination Committees (PCCs)

13. What NRP element coordinates the deployment of the Emergency Response Team—Advance
Element (ERT-A) to field locations?

Homeland Security Operations Center (HSOC)
Regional Response Coordination Center (RRCC)
State Emergency Operations Center (EOC)

Joint Operations Center (JOC)

oo
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14. Select the TRUE statement from below:

A. The PFO directs the incident command structure established at the incident and has directive
authority over the Senior Federal Law Enforcement Officer.

B. Once formally designated, the PFO may continue to conduct his or her normal duties and

functions.

C. The PFO may not delegate duties to the FCO or other designated Federal official even after an
event transitions to long-term recovery.

D. The PFO provides a primary point of contact and situational awareness locally for the Secretary
of Homeland Security.

15. Who manages and coordinates Federal resource support activities related to Stafford Act disasters

and emergencies?

oo

16.

The designated Senior Federal Officials (SFOs)
The Governor’s Authorized Representative (GAR)
The Federal Coordinating Officer (FCO)

The State Coordinating Officer (SCO)

What is the correct label that
should appear in this box?

Incident
Command
Post

Incident
Command
Post

Incident
Command
Post

Figure Caption: Missing reporting level for three Incident Command Posts in the field

Area Command

oo W >

17. Which branch manages unique tactical issues inherent to a crisis situation, such as a hostage
situation or terrorist threat?

oo

Joint Field Office

Disaster Recovery Center

Security Operations Branch
Emergency Services Branch

Strategic Information and Operations Center

Law Enforcement Investigative Operations Branch
Response and Recovery Branch
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18. Which JFO Section is responsible for providing current information to the JFO Coordination Group to
ensure situational awareness?

19.

20.

21.

22.

oo w»

Operations Section

Planning Section

Logistics Section

Finance and Administration Section

Select the TRUE statement from below:

oo

The JFO uses an Incident Command System (ICS) structure to manage on-scene operations.
Regardless of size or number of States affected, each incident has only one JFO.
Disaster Recovery Centers are collocated with the JFO whenever feasible.

Utilizing Unified Command principles, the JFO Coordination Group directs activities within the
JFO.

When the Secretary of Homeland Security declares an Incident of National Significance, who notifies
affected States and Federal agencies?

oo w»

National Infrastructure Coordination Center (NICC)
Homeland Security Operations Center (HSOC)
Strategic Information and Operations Center (SIOC)
Interagency Incident Management Group (IIMG)

Who directs the following functions: Public Affairs, Community Relations, Congressional Affairs,
State and Local Coordination, Tribal Affairs, and International Affairs?

oo W

Liaison Administrator

External Affairs Officer

Chief of Staff

Federal Resource Coordinator (FRC)

Who manages the Federal resource support activities related to non-Stafford Act Incidents of National
Significance when Federal-to-Federal support is requested from DHS?

OO0 w»

Federal Coordinating Officer (FCO)
Comptroller

Chief of Staff

Federal Resource Coordinator (FRC)
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23. Hazard mitigation involves:

24.

25.

26.

oo wp»

Preventing the immediate loss of life after a disaster strikes.

Lessening the paperwork associated with applying for hazard grants.

Reducing or eliminating long-term risk to people and property from hazards.
Decreasing the spread of contaminants following the release of a chemical agent.

Which of the following statements about reporting requirements is correct?

State, local, and tribal governments report threats, incidents, and potential incidents using
specialized communications and reporting channels established for NRP events.

Typically, first responders report information directly to the HSOC, which in turn notifies State or
local emergency operations centers.

Information regarding potential terrorist threats normally is reported initially to a local or regional
JTTF and, subsequently, from the FBI SIOC to the HSOC if the FBI deems the threat to be
credible.

Federal Emergency Operations Centers are encouraged but not required to use established
reporting mechanisms to report incident information to the HSOC.

Select the TRUE statement from below:

Standard procedures regarding requests for assistance may be expedited or, under extreme
circumstances, suspended in the immediate aftermath of an event of catastrophic magnitude.

Under the Stafford Act, the HSOC designates the types of assistance to be made available and
the counties eligible to receive assistance.

In a terrorist event, law enforcement actions to collect and preserve evidence begin only after the
life-saving response operations are completed.

The majority of initial response actions in the threat or hazard area are taken by Federal
responders.

Under the Stafford Act, who requests assistance from the Federal Government?

oo W >

The designated Senior Federal Officials (SFOs)
The Principal Federal Official (PFO)

The State Coordinating Officer (SCO)

The Governor
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