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EXERCISE CONTROL PLAN



PURPOSE AND SCOPE

This plan provides exercise controllers and simulators with guidance concerning procedures and responsibilities for exercise control, simulation, and support. It explains the exercise concept as it relates to controllers and simulators, establishes the basis for control and simulation of the exercise, and establishes and defines the communications, logistics, and administration structure needed to support control and simulation during the exercise.

PLAY CONCEPT

This section provides an overview of the exercise and related exercise activities, a general description of the scenario, an overview of primary players and their exercise locations, guidelines for emergency call-off of the exercise, and exercise assumptions, artificialities, and simulations.

OVERVIEW

[Describe type of exercise, scope of exercise, actual dates of exercise, primary exercise locations; hours of operations; participating organizations; and description of briefing/narrative summary that will start the exercise.]

Exercise play will officially begin on (insert time, day of week, date) and end at approximately (insert time, day of week, date) as determined by the exercise director. The exercise will be played (insert number of hours) per day at all primary exercise locations; however, some locations (insert if some are out of sequence or limited extents of play). Provide player hours of operation as determined by each participating organization. On (insert date) the exercise will be initiated by a (Describe whether briefing, incident, or video and provide a general description of the information. Example: The briefing will begin with a description of the situation as it currently exists. The briefing will describe background actions that have been taken by emergency response organizations as well as a review of the weather situation.). This background briefing will be based on the information in the Scenario Narrative. There will be a post-exercise meeting at each player location on (insert date). (May use calendar to illustrate scheduled activities.)
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Figure 1, Exercise Activity Calendar

EXERCISE SCENARIO

(Provide overview of scenario to include dates of exercise, type of incident and actions/incident to activate portions of the plans and emergency response organizations to test agreed upon objectives. Provide visual of incident scenario [such as storm track, radioactive plume, dispersion of agent, hazmat spill, etc.]).



Figure 2, Incident Scenario

EXERCISE PLAYERS AND LOCATIONS

(Describe participation of federal, state, and local government and private organizations and agencies. Describe principal locations for exercise activity.)



Figure 3, Primary Exercise Locations

(May use above space to show visually primary exercise locations on map.)

PRE-EXERCISE PLAYER ACTIVITY

(Describe if any play concerning federal, state, and local organizations will occur prior to the actual start of the exercise. Would also describe any pre-positioning of players and equipment.)

GUIDELINES FOR EMERGENCY CALL-OFF

(Insert title of person(s) with authority for emergency call-off) in conjunction with (insert titles, such as lead evaluator or exercise director) may unilaterally suspend play or end the exercise at any time when it appears that a real-world disaster or unusual event may hamper exercise play, or jeopardize the safety of exercise participants. Participating organizations also have the option of withdrawing any of their players from the exercise at any time to address matters or concerns directly related to their emergency response missions.

When any event occurs that requires (1) the withdrawal by a participating organization from the exercise or (2) the application of major resources by a participating agency to a real-world event, the (insert title, such as lead controller) will review the impact of such actions on the exercise. If determined appropriate, the (insert title such as lead controller) will recommend to the (insert appropriate title such as exercise director) that the exercise be temporarily suspended or ended. If appropriate, the (insert title) will announce the decision to suspend or terminate exercise play and an “EMERGENCY EXERCISE SUSPENSION/TERMINATION” message will be transmitted to all participating organizations.

SAFETY AND SECURITY

(The following section describes information and areas to be considered when developing safety and security procedures for your own exercise. These procedures will vary with the type and complexity of the exercise.)

The incident site should be controlled by designated safety personnel in accordance with the exercise safety plan or annex. The number of safety personnel will vary with the scope and complexity of the exercise and the physical layout of the site. If certain activities at the site are considered dangerous, site safety personnel should have the authority to alter, suspend, or terminate those activities. An emergency medical team should also be available for injuries that may occur during the exercise. Observers should be escorted by safety or other staff members and be restricted to designated areas.

ASSUMPTIONS, ARTIFICIALITIES, AND SIMULATIONS

(The following assumptions are fairly generic; you may modify and/or add specifics for your own exercise.)

The assumptions, artificialities, and simulations applicable during the exercise are provided in the following paragraphs.

Exercise Assumptions

The following assumptions must be made in order to ensure that the exercise is as realistic as possible. It is intended that exercise events progress in a logical and realistic manner and that all exercise objectives be achieved during exercise play.

· Exercise participants are well versed in their own department and agency response plans and procedures.

· The term “participants” includes planners, controllers, evaluators, and players.

· Players and controllers will use real-world data and information support sources.

· Players will respond in accordance with existing plans, policies, and procedures. In the absence of appropriate written instructions, players will be expected to apply individual initiative to satisfy response and recovery requirements.

· Implementation of disaster response plans, policies, and procedures during the exercise will depict actions that would be expected to occur under actual response conditions and, therefore, will provide a sound basis for evaluation.

· Actions to direct unit, personnel, or resource deployments will result in simulated movement during the exercise unless live deployment in real time is stipulated to achieve an exercise objective.

· Real-world response actions will take priority over exercise actions.

Exercise Artificialities

It is recognized that the following artificialities and constraints will detract from realism; however, exercise planners should accept these artificialities as a means of facilitating accomplishment of exercise objectives.

(The following section will be based upon your extent of play agreements and include any pre-exercise player activity or pre-positioning of equipment. Some samples are provided.)

· The exercise will be played in near-real time; however, to meet exercise objectives, some events may be played by participants before the exercise, and other events may be accelerated in time to ensure their consideration during play.

· Many alert, notification, initial activation, and emergency response procedures, as well as some early response actions, will not be a part of the exercise.

· Responses obtained by players from simulations may not be of the quality or detail available from the real organization or individual.

· During the exercise, actions may occur to direct unit, personnel, or resource deployments, and subsequent movement of resources may be played; however, these actions may be simulated with no live movement occurring in the exercise.

· Some personnel and equipment may be prepositioned at exercise locations prior to the exercise rather than move in real-time during the exercise, and they will enter play at predetermined times from their prepositioned location. When this exercise artificiality occurs, it will be referred to in exercise documentation as exercise prepositioning to differentiate it from the live deployments that will be evaluated.

Exercise Simulations

Simulation during exercises is required to compensate for nonparticipating individuals or organizations. Although simulations necessarily detract from realism, they provide the means to facilitate exercise play.

(Describe in general areas that will be simulated. Examples include weather information, simulation of nonparticipating organizations, media, victims, evacuees, etc.)

CONCEPT FOR MANAGEMENT, CONTROL, AND SIMULATION

The exercise management organization structure and the control and simulation organization structure are discussed in the following paragraphs.

MANAGEMENT STRUCTURE

Overall exercise planning, conduct, and evaluation for the exercise is the responsibility of the (insert title). (Title) is responsible for coordinating all exercise planning activities between (Insert federal, state, and local departments and agencies. Identify others in charge at each level of government/jurisdiction. Include those in charge of control and evaluation.)
(For a large exercise, there may be an exercise director with assistants and other functional areas besides evaluation and control and simulation, such as support and coordination. Adapt the following chart to reflect your exercise management structure.)
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Figure 4, Exercise Management Structure

EXERCISE CONTROL TEAM STRUCTURE

(Modify the following sections as necessary to describe the control structure of your exercise.)
The exercise will be managed and controlled by the exercise control team headed by the lead controller. The primary responsibility of the exercise control team is to monitor, manage, and 

control exercise activity to meet established objectives. The exercise control team is composed of

controllers and simulators at each of the primary exercise locations.

Control and simulator activities at each primary exercise location will be headed by a control team chief. Exercise control team members at each exercise site are responsible to the control team chief at that site. Each control team chief will manage the control and simulation activities of his/her respective team and, in doing so, will assist the lead controller in the management of the exercise.

Exercise controllers carry out their responsibilities by monitoring and reporting exercise activities at their respective locations, tracking the accomplishment of events related to exercise objectives, coordinating resolution of problems concerning control and evaluation, and injecting voice and written event implementer messages to exercise player elements in accordance with the exercise Master Scenario Events List (MSEL).

Exercise simulators provide the interface between nonparticipating real-world organizations or people and exercise players. Simulators will carry out their responsibilities by responding to player queries directed to non-playing entities. (Provide an example of a level of government, organization(s), or departments not participating but whose inputs are necessary for exercise purposes.)

Figure 5 depicts the control team structure to be established for the exercise and the locations of control team chiefs who will function under the direction of the lead controller.

EXERCISE CONTROL TEAM STAFFING

(Modify as necessary)

The team chiefs and personnel selected as exercise control team members must be knowledgeable of emergency management and response functions. (Insert other qualifications; identified by the lead controller.) They need this knowledge to understand ongoing exercise activities and to be able to track them with events in the MSEL. In order to meet this need, individuals will be recruited as controllers and simulators from nonparticipating emergency response organizations (identify recruiting requirements to match qualifications identified previously).

Simulators will represent nonplaying entities at the (identify organizations at federal, state, and local levels) and will answer any player queries directed at these nonparticipants. (Identify examples at each level that may be simulated.)



(Identify exercise control team organization. Modify the chart below to reflect organization. Specific action sites should be added, such as State and local EOCs. If one simulation cell is used for all locations; modify the chart accordingly)



Figure 5, Exercise Control Team



EXERCISE CONTROL TEAM TRAINING

Controller training sessions will be conducted (Insert information specific to controller training sessions to include dates; times; and locations. Describe class size limitations; different target audience needs, financial arrangements; and responsibility of controllers/simulators for review of materials prior to training if necessary.).
(Consider the following information when developing your exercise specific controller training.)

At a minimum, all personnel should receive an orientation briefing and handout materials that cover the exercise plan, including scenario, objectives, procedures, and ground rules. Training may be provided by exercise design team members or by outside sources. For complex exercises, a tabletop activity could be conducted to help familiarize participants with their roles and responsibilities, as well as related plans, procedures, and policies.

Controllers and simulators should receive additional training, which may include EOC operations, the Incident Command System, and all exercise control plan elements. Training should emphasize the roles and responsibilities of both the control and evaluation teams, as well as functional interaction between the two. In general, controllers and simulators should be 

thoroughly familiar with the following:



(
Purpose and objectives of the exercise.

(
Master Scenario Event List and scenario time line.

(
Message forms and flow of information.

(
Content of exercise messages.

(
Accuracy, timeliness, and realism of expected responses.

(
Requirements for coordination with evaluators and other personnel.

(
Procedures and communications systems for injecting messages.

(
Procedures for monitoring the sequence of events and message flow.

(
Procedures for controlling spontaneous exercise inputs and for responding to unplanned or unexpected situations.

(
Procedures for recording and reporting exercise information.

(
Procedures for post-exercise debriefings and evaluation.

EXERCISE CONTROL TEAM STAFF RESPONSIBILITIES

(Modify the following sections to be specific for your exercise.)

This section identifies the responsibilities of the lead controller as well as those of the control team chiefs, individual controllers, and individual simulators.

Prior to the exercise, all exercise control and simulation personnel should be familiar with this control plan, the exercise plan, and the exercise scenario. They also must be familiar with the exercise MSEL events, especially those to be injected into play from their assigned location.

LEAD CONTROLLER/ASSISTANTS

The lead controller is responsible for managing and directing all control and simulation functions during the conduct of the exercise. He/she may be assisted in this function by one or more individuals. Specifically his/her responsibilities include:

· Participate in the exercise design and development group.

· Analyze and assess the exercise plan to determine an appropriate control strategy (location of control sites and simulation cells, number of personnel required, roles and responsibilities, etc.).

· Develop and disseminate the exercise control plan.

· Establish controller/simulator communications systems and information support mechanisms.

· Design and develop the control organization and chain of command.

· Define the role and responsibilities of the exercise control team to include control team chiefs, controllers, and simulators.

· Develop policies, guidelines, and procedures for implementing the exercise control plan;

· Develop the administrative and logistic systems needed for reporting, problem resolution, and safety and site preparation for participant organizations and controller/simulator organizations.

· Determine the qualifications and experience level of controllers/simulators needed and identify avenues for obtaining them.

· Design and set up a simulation cell.

· Design and develop training for exercise controllers and simulators.

· Develop procedures for debriefing of players and exercise control team.

· During the exercise, manage and coordinate activities of the exercise control team to ensure that exercise play achieves exercise objectives.

· Direct corrective actions to exercise play, if required.

· Monitor exercise progress and make decisions regarding any deviations or significant changes to the scenario caused by unexpected developments in the course of play.

· Coordinate any required modifications to the MSEL and supporting event implementers with the appropriate exercise control elements.

· Conduct debriefing of exercise control team.

CONTROL TEAM CHIEF RESPONSIBILITIES

Control team chiefs are responsible for managing the control functions at a specific site. During exercises in which all controllers and simulators are located at a single facility, this role is usually filled by the lead controller. For complex exercises; multiple control team chiefs may be necessary. Therefore, in some situations; these duties may be separate and distinct or fulfilled by one person.

The person in charge of controllers and simulators at each primary location will be referred to as control team chief and will be responsible for directing all functions of his/her respective team and subordinate elements. Specifically, each control team chiefs responsibilities include:

· Review control plan and attend controller training.

· Assist with training and briefing of the exercise control team.

· Present ground rules to exercise players.

· Manage all exercise control and simulation activities at the assigned exercise location.

· Ensure that site preparations are complete.

· Monitor and report exercise activities at the assigned location, including flow and pace of the exercise.

· Manage and monitor exercise control at subordinate exercise locations, (provide examples specific to your own exercise [such as alternate or forward EOCs, county or city, departments/agencies, staging areas, etc.]).

· Track the accomplishment of exercise objectives and apprise the lead controller regarding any deviations or significant changes to the scenario caused by unexpected developments in the course of play.

· Coordinate with the evaluation team chief at the assigned location on any problems that may arise in the accomplishment of exercise play and resolve any problems concerning control, simulation, or evaluation, referring problems that cannot be resolved to the lead controller.

· Coordinate control and simulation activities with the control team chiefs at other exercise locations as required, keeping the lead controller informed.

· Ensure safety of exercise participants.

· Coordinate any required modifications to the MSEL and supporting event implementers with the evaluation team leader at the exercise location and with the lead controller.

· Maintain records of all ad hoc implementer messages created by controllers and simulators and injected into exercise play.

· Provide observations for input to the exercise evaluation using the key player observation and comment form.

· Complete routine reports to log exercise events and any special reports, as necessary.

· Conduct control and simulation debriefings for subordinate controllers/simulators.

· Chair the post-exercise critique session at his/her location.

· Attend control team chief debriefings.

INDIVIDUAL CONTROLLER RESPONSIBILITIES

Each controller is responsible to the control team chief at his/her assigned location to assist in monitoring and facilitating exercise play. Specifically, individual controller responsibilities include:

· Review control plan materials and attend controller training.

· Perform duties under the management of the control team chief at the assigned location.

· Monitor player actions and assist the control team chief and other exercise control team members in tracking exercise events.

· Report to the control team chief any problems or issues that may arise concerning control, including deviations to the scenario or exercise artificialities that may interfere with exercise realism or exercise progress, and record these problems in the Controller Log.

· Monitor the MSEL to ensure the exercise is progressing as planned, and inject event implementer messages into exercise play at the scheduled times.

· Prepare ad hoc messages required by the control team chief to adjust or enhance exercise play in order to achieve an exercise objective.

· Record responses of players and maintain logs and forms.

· Record any ad hoc implementer messages that are created on an ad hoc implementer log sheet to be used for exercise re-construction and evaluation.

· Provide observations using the key player observation and comment form for input to the exercise evaluation.

· Act as simulators for unanticipated actions for resource requests, if necessary.

· Coordinate spontaneous messages from other simulators and “free play” as necessary.

· Attend the simulator/controller debriefing as instructed by control team chief

INDIVIDUAL SIMULATOR RESPONSIBILITIES

Each simulator is responsible to (Identify title of person and his/her location) to provide the interface between nonparticipating individuals or organizations and exercise players. Specifically, individual simulator responsibilities include:

· Review simulator materials and attend training.

· Perform duties under the management of the (identify title of person) at the assigned location.

· Represent the “outside world”—other agencies, field units, victims, citizens, etc.—by responding to players’ inquiries and requests.

· Answer inquiries from players directed to nonparticipating organizations and individuals for general information or information concerning MSEL events already injected into play and recording each of these inquiries on a simulator log.

· Receive and act on player-produced exercise materials, such as messages, memorandums, etc., to nonparticipating agencies and individuals.



· Record actions and/or decisions on tactical maps, situation status boards, resources status boards, and logs.

· Assist controllers in monitoring the flow of the exercise and completion of MSEL events.

· Inform control team chief of possible deviations from the MSEL and expected actions.

· Provide observations using the observation/comment form for input to the exercise evaluation report.

· Attend simulator/controller debriefing as instructed by control team chief

EXERCISE CONTROL TEAM PROCEDURES

This section describes pre-exercise procedures and procedures during the exercise for the exercise control team. It also describes how the exercise control team will interact with other participants. These are procedures that exercise control team members will follow to fulfill their responsibilities.

PRE-EXERCISE PROCEDURES

(Modify the following sample paragraphs according to your own exercise specific procedures.)

Once the controller or simulator has completed training, he/she should continue to review the primary documents for the location at which he/she will be stationed and the controller/simulator report forms. This will give the controller and simulator more familiarity with the many systems, procedures, and MSELs they will be monitoring.

Control personnel should be in place at their assigned location no later than (insert date and time, or indicate if varies by location) and be prepared to initiate exercise activities at that location promptly at (insert time). [On (insert date and time) the lead controller will establish a conference call with the control team chief at the primary exercise locations shown in figure 5 (refer to specific exercise procedures [such as team chiefs call in upon arrival, etc.]). During this conference call coordination and/or special instructions related to the exercise will occur and/or be conveyed.] Each control team chief is responsible to ensure the exercise occurs promptly at his/her location as well as any subordinate location participating in the exercise.

The lead controller is responsible for maintaining the official exercise clock, which is the basis for timing MSEL events and all other control and simulation functions in the exercise. All exercise activities will be controlled using (insert time zone information). (During the conference 

call) between the lead controller and the control team chiefs, the official exercise time will be synchronized. Subsequently, official exercise time will be coordinated between the lead controller and each control team chief at least every (indicate hours).

EXERCISE PROCEDURES

(This is a sample; modify it according to your own exercise.)

An exercise situation briefing will be conducted at (insert date and time). This briefing is intended to quickly acclimate players to the exercise situation as would occur under real-world conditions, allowing players to begin making contacts and developing courses of action without waiting for the actual inject of event implementers. The control team chief at each location is responsible for the situation briefing at the appropriate time.

(Identify if briefing is a narrative summary, video, etc. Identify any necessary equipment, such as television monitor or videotape player, and who is responsible for providing equipment, briefing, etc.)

MASTER SCENARIO EVENTS LIST PROCEDURES

(Modify the following information to be specific to your MSEL.)

The exercise will be controlled by the Master Scenario Events List (MSEL), which is the primary document used by controllers to manage the exercise, to know when events are expected to occur, and to know when to insert event implementer messages into the exercise. In other words, the MSEL provides the framework for monitoring and managing the flow of exercise activities. The MSEL is restricted for use by controllers, simulators, and evaluators. The MSEL is published separately from this control plan.

The MSEL is the collection of exercise events that support the exercise scenario, exercise objectives, and points of review. The MSEL includes events that are player actions and events that must be injected by controllers. All events listed in the MSEL are in chronological sequence. Some events are identified as key events because without them the exercise might falter. Weather-related activity is an example of a key event.  Controllers will use the MSEL in this form to monitor and manage exercise flow.

Event

Number
Inject 

Time
From 
To
Resp. Contlr.
Inject 

Means
Points of

Review
Key Event

Number
Related

Event(s)

59
8/0801
LA EOC
FEMAR6
LA
Message
To be added
Key 266
22;84

Event Description:
Governor of Louisiana request pre-

declaration, pre-landfall enactment of 

the DOD emergency work provision,

Section 403C of the Stafford Act
Expected Action(s):


Originator:
DOD/DOMS



61
8/0803


R4
Player

Action
C2.2
Key 14
37; 60;

176;1112

Event Description:
FEMA Region IV activates its Regional

Operations Center (ROC) and alerts its

ERT-A, MERS, and State liaisons for

potential deployment.
Expected Action(s):


Originator:
R4



62
8/0/04
FEMA

NECC
DENTON EST

(DT)

MERS;

SMCC
Message
C1.3
KEY264
51

Event Description:
DT MERS is alerted to select and prepare specific equipment and personnel for possible deployment to a staging base, Camp Beauregard, Pineville, LA, and to provide requested information to national levels entities.
Expected Action(s):
DT MERS will initiate action to prepare for deployment when notification is received.  Personnel should be alerted and equipment selected and prepared.

Originator:
R6 MERS



Figure 6, Sample MSEL Page

The following paragraphs describe each MSEL component in greater detail and any procedures involved with a particular component.



Event Number
The event number is a unique number assign to each event. The current numbers assigned to each event represent a chronological sequence of events. This number will not change. MSEL tracking is facilitated by maintaining the original MSEL event number.




Inject Time
The inject time is the date and time when the controller is expected to inject the event implementer into exercise play. This number is two-fold, for example, 08/0804. The first part of the number, “08, “indicates the day on which this particular event is to occur, in this exercise May 8, 1995. The second part of the number, “0804,” indicates the 24-hour clock time when the event is to be injected into play. Controllers must monitor inject times closely. For expected player actions, inject time is the approximate time by which the expected action is to have occurred. If; after a reasonable time, a player action has not occurred, follow the instructions under the “Controller Note” to develop an ad hoc event implementer to prompt the action. (The Controller Note is explained further below.) Controllers must consider related actions when injecting events. If a required related event was necessary, the controllers must ensure that the event occurred. If the “Inject Time” is not compatible with ongoing exercise play as it is occurring, the controllers my delay injecting the event implementer until the appropriate time (or inject it sooner if necessary).




From
The “From” field is the organization or individual from whom the event implementer is being sent.




To
The “To” field is the organization or individual intended to receive the information contained in the event implementer. This is the person or organization that the controller will call/write/see to inject the event.




Responsible

Controller
The responsible controller indicates the controller that is responsible for the event. This controller is responsible for monitoring exercise play in response to each implementer and for entering the event implementer into exercise play.




Inject Means
The inject means is the method by which the event implementer is to be injected into exercise play. The primary options for inject means are (modify inject means to be specific to your exercise; samples are provided).

Phone or Radio. Many event implementer messages will be injected 


via telephone or radio. At specified times, controllers will contact appropriate players and read the pre-scripted event implementer messages. Communication procedures are presented in the Communication Section of this Control Plan.

Message or Fax. Hard copy event implementer messages are designed to simulate electronic messages, memoranda, and news bulletins. Controllers will hand deliver these event implementers to appropriate players at designated times or provide items via fax.

Face-to-Face. Occasionally, simulators will act as a surrogate for a senior official or decision maker. While role playing as a senior official, the simulator may interact with players on a face-to-face basis. (Modify depending on your organizational setup—if the simulation cell is not at same location as facilities, this may need to be modified)

Video. Videotapes will be used for news and weather updates and forecasts.

These tapes will be played simultaneously at all player locations as directed by

the control team chief based on the time-phased schedule in the MSEL.

(Modify to describe if videotapes are used and how.)

Player Action. There are various times when an event will be designated as a player action item. These events will not be injected by the controller but will be monitored to ensure that players take the required action to maintain the pace of the exercise and to ensure objectives are met. If these actions are not taken, controllers need to inform the control team chief at their location and take the appropriate action to maintain play. This could require the control team chief to talk to the evaluation team chief at that location to determine if the event is needed for the evaluation. If the event is needed, this could require the controller to develop and inject an ad hoc implementer or coordinate with another exercise location to develop and inject an ad hoc implementer to prompt action.




Points of Review
Objectives are general participation goals for participating organizations. They are categorized as (Identify categories, specific to your exercise, such as State, Federal and Local Objectives). Points of review are specific activities that must occur to achieve an exercise objective. They are based upon analysis of plans, procedures, resources, 

and baseline legislation.

Key Event 

Number
The designation of an event that must occur to achieve broad exercise goals.




Related Events
A related event is the event number(s) of a MSEL item(s) related to that item by its association through cause or effect. It is provided for tracking purposes. Some related events must precede and some require this MSEL event to initiate related action.




Event

Description
The event description is a summarized version of a scenario action that has occurred, or that is being initiated, to cause an exercise player or organization to use established systems, execute or implement an established policy, or perform defined procedures during an exercise.




Expected Action
The expected action describes results expected from the MSEL event. It is used by controllers to assist in monitoring exercise progress as established in the MSEL. The expected action is especially valuable when tracking player actions. It is used by evaluators to determine the effectiveness of an event.




Originator
The originator field indicates the organization responsible for submitting the MSEL event, developing the supporting implementer, and other data fields, coordinating as required to provide for injecting the event at the planned location.




MSEL IMPLEMENTER FORM PROCEDURES

(Modify as necessary to describe your MSEL Implementer Form.)

Action required by MSEL events are caused by an implementing message that is designed to prompt play or response. The document that causes all or part of the action or activity is called an implementer. MSEL implementers are prepared for each MSEL event, regardless of the means of communication.

The MSEL Implementer Form that will be used for this exercise is divided into three parts. The first part contains all the pertinent information to be used for management control and tracking as described previously in the MSEL section. The second part contains controller instructions and the implementer information. This section contains the information the controller will use to inject the event into play. The last part is designated for controller comments. Here, the controller will write the actual time the event was injected into play, any comments the controller has about the event, and the player’s response to the event. This data will be used in exercise evaluation.  Figure 7 is an example of the MSEL Implementer Form.

CONTROL AND EVALUATION EYES ONLY






Event Number
Inject Time
From
To

404
9/1620
ARC SW MS

Chapter
ARC SHW

Jackson, MS

Responsible

Controller
ARC
Inject Means

Telephone
Related Event(s)
400, 401
Objective Reference

#s
ESF06-3.6

Points of Review
To be added.

Event Description
Request from local ARC Chapter for transportation and other support for a nursing home evacuation.

Expected Action
State ARC Hurricane Watch advises the chapter that ARC cannot provide transportation directly, but the chapter must coordinate this though the County EMA EOC, in that this is the responsibility of both the nursing home and local emergency management.  Refers the chapter to the county EOC.  If this is a problem, ARC Watch will inform the State ARC Representative in the State EOC.  Watch asks what other support is needed.

Controller Note
This message would have originated form the Nursing Home to the local ARC Chapter as requested.  That part is simulated.

MESSAGE HEADER




DTG:

FROM:

TO:

INFO:

SUBJECT:

REFERENCES:
9/1620

ARC SW MS Chapter

ARC State Hurricane Watch Jackson, MS

Exercise Execution Message

IMPLEMENTER
This is an exercise message.  This is Joan Mallory at the SW MS Chapter in McComb, MS.  Ms Abernathy at the Smith Nursing Home just called us.  They are going to evacuate to one of our shelters and will need assistance with transportation.  They will also need to have hospital beds and oxygen ready when they arrive.  How soon can you send us ambulances to transport these patients?  This is an exercise message.

Actual INJECT TIME____________

COMMENTS

Figure 7, Sample MSEL Implementer Form

The following paragraphs describe the second and third part of the form that contains controller guidance, the implementer information, and controller comments.




Controller Note
The controller note contains instructions for the responsible controller. These instructions usually address the conditions under which the event implementer should be entered into play, provide guidance on handling expected player actions, provide background on the event, or provide information about the person or organization being simulated.




Message Header
The header information must be used if the message is to be sent by electronic mail or other hard-copy means to the addressee. Further instructions on hard-copy means can be found in the “Communications Section” of this Control Plan. The header information is composed of:

DTG. Date Time Group (“DTG”) is the time the implementer will be injected into play; it is the same as the inject time on the MSEL.

FROM (Originator). The “FROM” field is the organization or individual from whom the event implementer is being sent. It is the same as the “FROM” field in the MSEL.

TO (Deliver to). The “TO” field is the organization or individual intended to receive the information. It is the same as the “TO” field in the MSEL.

INFO. The “INFO” field lists any addressees who must also receive information about the implementer.

SUBJECT. The “SUBJECT” field identifies the subject of the implementer.

REFERENCES. The “REFERENCES” field is used to clarify any points in the implementer text.




Message

Text
The text of the implementer ALWAYS begins and ends with the statement, “This is an exercise message.”

The message text must accomplish the intended purpose of the scenario event and must convey specific information to the recipient regardless of the means chosen to inject the event into exercise play.

The message text can take many forms. For example, the text may be a memo, a report, or other written material; briefings; or ready-to-read scripts for telephone and face-to-face conversations. Verbally injected 


implementers must contain sufficient details in the text or controller note to ensure a clear understanding of what is being communicated to the player.




Actual

Inject

Time
The actual inject time is to be completed by the controller at the exact time the implementer is injected into play.




Comments
The controller can use the comments field to identify any problems with the event, responses from the players at the time of injection, or any general comments the controller may have regarding the event or player reaction.




PROBLEM RESOLUTION PROCEDURES

There will be many times throughout the exercise that problems will arise that cannot be resolved by a particular controller or simulator. Controllers and simulators are advised to discuss these problems with the control team chief at their location. Control team chiefs are asked to resolve these problems by contacting the evaluator team chief at the same location, contacting control team chiefs at other locations, or contacting the lead controller. Resolution might include modification of the MSEL. The following two paragraphs describe the procedures that need to be followed to modify the MSEL.

(The following paragraphs are provided as samples; modify them as needed to be consistent with your own exercise procedures.)




Deletion of MSEL Events
In some cases, the course of exercise play may make some MSEL events inappropriate or unnecessary. In those instances, controllers may, with the concurrence of the control team chief and the evaluation team chief delete a MSEL event entirely or postpone it until a later time. The control team chief and the evaluation team chief at the location designated to monitor the MSEL event considered for deletion or delay must agree with the change to ensure proper evaluation of the exercise. Further, they must ensure the deletion of the MSEL event does not affect actions at other locations that require it as an action stimulant. Therefore, coordination and authority is required from the lead controller and lead evaluator. Records of coordination and the deletion authorization must be maintained for later use by the exercise evaluation team.




Addition of Ad Hoc Implementer Messages
In other instances, to maintain the pace and momentum of exercise play or to cause an expected player action to occur, controllers may find it necessary to inject an event implementer that was not envisioned 


during exercise design. This type of unplanned message is called an ad hoc implementer. Controllers may, with the concurrence of the control team chief and evaluation team chief, insert an ad hoc implementer message to induce or replace the required player action, duly recording the circumstances. The control team chief must coordinate and obtain approval for this action from the lead controller. Controllers will use an Ad Hoc Implementer Message form and an Ad Hoc Implementer Log to record development and use of the message. Both the form and the log are described in more detail in the following section.




REPORTING PROCEDURES

Modify this section on reporting procedures to be consistent with your exercise reporting procedures and forms.

Exercise controllers and simulators will be provided various forms to be completed as required. The forms include the (1) Controller Log Sheet, (2) Simulator Log Sheet, (3) Ad Hoc Implementer Form and Log Sheet, and (4) Observation Comment Form. All forms completed by controllers and simulators during the exercise should be given to the control team chief at the end of each work period or shift. Any forms that are completed after termination of the exercise will be delivered to the control team chief within (insert number of hours) of termination of the exercise and before departure from the exercise location   Controllers should duplicate adequate copies of the forms after arriving at their exercise location for use during the exercise. The following is a brief description of each.

Controller Log Sheet

Each controller will maintain a Controller Log Sheet in order to provide a record of controller action for reference and to provide exercise evaluators with information regarding exercise control problems and corrective actions taken. The log is to be used by controllers to record problems and actions related to exercise timing, adjustments to MSEL events, need for controller actions, the impact/results of controller actions taken, and other information that may be useful for reference during the exercise or to assist in reconstruction of exercise actions during the evaluation.

Controllers will also record information on the actual MSEL implementer forms, as discussed earlier. This information will provide exercise controllers and evaluators with information regarding the status of that specific MSEL event.

Simulator Log Sheet

Each simulator will maintain a Simulator Log Sheet, primarily for tracking purposes. The log sheet is to be used by simulators to record the date, time, and purpose of player inquiries directed to nonplaying entities, as well as simulator responses to those questions. Sufficient detail must be provided so the reason for the request and/or its impact on the exercise can be reconstructed during the evaluation.

Ad Hoc Implementer Form and Log Sheet

The Ad Hoc Implementer Form is used to document any ad hoc implementer messages that are created during the course of the exercise. Each control team chief should maintain an Ad Hoc Implementer Log that lists all ad hoc implementers that have been created at his/her location and injected into exercise play. The “Adjustment of Existing MSEL” section of this control plan describes ad hoc implementer messages in greater detail. The control team chief will attach a copy of each completed Ad Hoc Implementer Form to the corresponding log sheet for use by evaluators.

Participant Observation/Comment Forms

This form is designed to collect information from all participants in the exercise, including controllers and simulators. The form is not tied to any specific exercise objective. It can be used to record an individual’s comments about any action, event, strength, or weakness that was observed during the exercise. Evaluators will provide these forms on paper or to all participants prior to exercise play. Completed forms will be turned in to evaluators as directed by the evaluation team chief.

Control team chiefs at each exercise location will be required to submit reports to the lead controller. These reports will allow the lead controller to track the progress of the exercise and be aware of problems encountered at each exercise location. These reports will be in two forms:

routine and special.  Control team chiefs are also required to call the lead controller on a continuing basis, approximately every (provide frequency). These calls are intended to inform and update the lead controller of exercise activities at each exercise location.

Routine Reports

Routine reports consist of the exercise control team’s daily activities at each exercise location. These reports should be completed in sufficient detail to keep the lead controller apprised of the exercise progress at the reporting location and to assist in improving exercise and/or control procedures in the future. Control team chiefs will be required to submit these reports to the lead controller at the end of his/her shift, as appropriate. For example, if a control team chief is

working a 12-hour shift that began at 0700, the team chief will be required to turn in his/her report(s) by 1900. Routine reports will be submitted by (Identify method, such as fax, electronic mail, etc.). Procedures are contained in the “Communications Section” of this Control Plan.

EXERCISE CONTROL TEAM INTERACTION PROCEDURES

(Modify the following sections as necessary to reflect your exercise.) Exercise control team members will have constant interaction with each other, with evaluators, and with the players. Controllers monitor and manage exercise activities to ensure that key exercise events occur at the proper time to meet exercise objectives. Simulators simulate play for nonparticipating individuals or organizations. Evaluators observe exercise activity and gather information during the exercise for the exercise evaluation report. The following paragraphs describe the procedures associated with their interaction.

Interaction with Evaluators

The evaluation of the objectives for the exercise will be managed and conducted by evaluators, who will gather information during the exercise by direct observation of player activities. Exercise control team members will not participate in the evaluation function at those locations where evaluators are assigned; however, they are responsible for ensuring that exercise events occur to support anticipated player activity. Therefore, exercise controllers must be proactive in monitoring events occurring in the exercise at their location and with related events at other locations. Controllers and simulators will require information from evaluators regularly during the exercise; therefore, it is important that evaluators understand the control and simulator procedures presented in this control plan. Similarly, controllers and simulators must understand the evaluator’s role and how evaluators function during the exercise. Evaluator procedures are provided in the Exercise Evaluation Plan, published separately.

Evaluators will be provided a MSEL that corresponds to the objectives and evaluation elements they are evaluating. The evaluators will use the MSEL to assist in identifying events they must monitor. Evaluators should advise exercise controllers if they have not observed activity expected from a player action or a MSEL event injected into play by a simulator. This activity will assist controllers in their exercise control function, but cannot be relied upon as the primary source of monitoring data.

When problems arise, such as when a MSEL event does not occur, evaluators need to coordinate with controllers to develop corrective actions. Evaluators should advise controllers of the action expected and what is required to support evaluation. Controllers should take the necessary action to correct the problem. Corrective actions may consist of direct coordination by the controller with an exercise player to determine the status of an action, possible deletion of an action because it has been overcome by events, or development of an ad hoc event implementer message. All corrective actions should be coordinated with evaluators to ensure evaluation needs 

are met. If resolution of a problem cannot be made, the controller and evaluator need to notify

the control team chief and the evaluation team chief at their location. At that time, together or with the help of the lead controller and lead evaluator, the problem will be resolved.

Interaction with Players

Controllers and simulators will have constant interaction with players throughout the exercise; however, each interacts differently. Controllers interact with players by following the MSEL and injecting implementer messages. The “MSEL and Event Implementer Procedures” section of this control plan describes in detail the procedures associated with insertion of the MSEL. Controllers ~l also interact with players as required to ensure the flow of the exercise and that exercise objectives are being met. Controllers must ensure they do not disrupt play when communicating the players.

Simulators communicate with the players by responding to questions from the players directed to nonplaying elements. Simulators must rely on their experience and knowledge in formulating responses to player queries. Simulators should focus on developing logical, realistic replies. They should respond to queries with the most complete information possible. They are not prohibited, necessary, from contacting appropriate agency personnel or other expert sources to assist in developing responses to player requests, providing this additional information in a call-back to the layer. Simulators must use care in their response to player queries to ensure it is consistent with the exercise scenario.

Interaction Between Controllers and Simulators

(The following is a sample of the interaction between controllers and simulators. Interaction levels may range from minimal to constant. Your organizational set up may be entirely different.)

Controllers and simulators will have constant interaction. Controllers will inject the event implementers in accordance with the MSEL. Anytime a controller receives a call from a player that requires response from a nonparticipating organization or person, the controller should refer the call to the simulation cell. Simulators will then fulfill their responsibilities by responding to Lese calls. When simulators have questions on a particular MSEL item, they should contact the responsible controller for the MSEL item.

Interaction with Controllers and Simulators at Other Locations

Many MSEL items require the coordination between and among exercise sites. It will therefore necessary during the course of play for control team chiefs to contact control and simulation teams at other player locations. For example, many MSEL items identify related events that need occur prior to their injection. These related events may take place at different locations. Prior

to injecting an MSEL item of this type, the controller should ensure that the related events that need to precede it took place by requesting that the control team chief at his/her location call the control team chief at the location injecting the MSEL item. When a related MSEL event does not occur, the control team chiefs at both locations need to coordinate and develop corrective action. Corrective actions may consist of direct coordination by a controller with an exercise player to determine the status of an action, possible deletion of an action because it has been overcome by events, or development of an ad hoc event implementer message. All corrective actions should be coordinated with evaluators to ensure evaluation needs are met. If the problem cannot be resolved at the team chief level, the lead controller needs to be contacted.



POST-EXERCISE CRITIQUE SESSION PROCEDURES

(Modify as necessary according to exercise procedures.)

A post-exercise critique session will be conducted at each exercise location following termination of the exercise. The purpose of this session is to provide immediate feedback to exercise players on how the exercise went, to include whether or not the objectives were met, and identify areas that will require attention, areas that functioned well, and problems encountered, etc.

The control team chief at each location is responsible for chairing the critique session. However, the senior player at each location is responsible for presenting the critique to the players. He/she will receive support in this activity from the control and evaluation team chiefs, including technical assistance to produce viewgraphs or other presentation media and observations/comments from team members. They also will obtain overview information for presentation to the players.

EXERCISE CONTROL TEAM DEBRIEFING PROCEDURES

(The following section is provided as a sample; modify the section as necessary to be specific to your own exercise).

Immediately following the exercise and the critique session, the control team organization will conduct its own internal debriefing. Controllers and simulators will be debriefed by the control team chiefs. Control team chiefs will be debriefed by the lead controller and his/her assistants. The schedule for the debriefings is shown below.




Control Team Personnel
Location
Time









Controllers
(insert)
(insert)



Simulators
(insert)
(insert)



Control team chiefs
(insert)
(insert)


All control team members should prepare for their debriefings by compiling their logs, report forms, MSEL implementers, ad hoc implementers, participation observation/comment forms, and any other notes. The debriefings may focus on collecting the following information.

· Were there areas that player exercise performance was commendable?

· Did you notice areas that require improvement?

· Were actions or decisions made that were not in concurrence with plans or procedures?

· Did you see any major problems that would affect the jurisdiction’s ability to protect the public?

· Do you have any recommendations on what can be done to improve exercise control? 

· Did you have any specific problems with exercise control?

· Do you feel that there was sufficient exercise play?



COMMUNICATIONS AND ADP SUPPORT FOR THE EXERCISE CONTROL TEAM

This section establishes and defines the communications structure required to support the exercise control team during the conduct of the exercise. It describes the communications capabilities required at and between each of the action sites and control and simulation users and how those capabilities will be used. It also delineates responsibilities for accomplishing communications tasks, including the installation of additional communications capability to support control and simulation.

Communications Capabilities and Structure

(Modify this section to be consistent with your control and simulation communications capabilities.)

The exercise control team requires dedicated communications. It cannot perform exercise control and simulation functions using communications and information systems provided for players. The control of the exercise requires that all personnel assigned to the exercise control team be able to communicate directly (and on demand) with other exercise control team personnel within and between each of the operating sites/player locations. The primary means of communication between locations for exercise control team personnel will be (Identify primary means such as telephone voice, electronic mail and facsimile). The following minimum dedicated capabilities will be available at exercise control team operating locations.

(Identify the minimum capabilities for the exercise control team at each operating location. The following paragraphs are only samples. Modify this section for your exercise communications.)

Telephone

· Each exercise control team site controller/simulator must have a dedicated telephone located at his/her work station.

· Each telephone will possess (identify capabilities of phone system, such as direct dial, dedicated line access to the FEMA Switched Network (FSN) (if available), the Public Switched Network (PSN), and the local telephone network and telephone capabilities such as speaker phone, conference calls, etc.).

ADP

· Each of the primary exercise control team sites will have a minimum of one personal computer (PC) work station with print capabilities dedicated to Exercise Control Team operations.

· Each PC work station will be equipped to support data and word processing using identify word processing program).

· Each PC work station will have (describe access to electronic mail access to modem, etc.). (Electronic mail will be established in a manner that will ensure “Control Eyes Only” messages cannot be inadvertently received by or passed to exercise players.)

Fax

· Each Exercise Control Team site will have fax send and receive capability dedicated to the Exercise Control Team operations.

· Fax send and receive capability will possess (identify capabilities of fax, such as direct dial dedicated line access to the FEMA Switched Network (FSN) (if available), the Public Switched Network (PSN), and the local telephone network.).

· Fax send and receive capability will be located in a manner that will ensure “Control Eyes Only” messages cannot be inadvertently received by or passed to exercise players.

The personal work stations with dedicated telephone, the PC capabilities described above, and the fax capabilities should be located in the same room, dedicated for use by the exercise control 

team at all operating sites. Figure 8 depicts the exercise control communications network. 

Facility requirements for the sites are detailed “Logistic/Administrative Support for the Exercise Control Team.” The primary action sites are (add action sites).

[image: image2.bmp]

Figure 8, Exercise Control Communications Network





COMMUNICATIONS PROCEDURES

Communication Among Exercise Control Team Personnel

· Voice Communications

Telephone will provide voice communications capability to personnel assigned to the Exercise

Control Team. Standard dial-up telephone procedures will be used for voice communications.

(Describe telephone use on local network and long-distance dialing.)

All voice contacts during or pertaining to the exercise will begin and end with the words, “This is an exercise message.”

· Record Communications

(Modify for your own specific exercise. The following paragraph is provided as a sample.)

The primary record communications capability between the exercise control team sites is electronic mail (indicate type available, if available). Use of this capability will ensure that all communications are automatically saved in electronic form for use during the exercise evaluation. The capabilities of electronic mail promote exchange of information and facilitate coordination and problem resolution between multiple exercise control locations. Problem discussion and resolution are enhanced and facilitated using multiple address electronic mail capabilities. When electronic mail capabilities are not available for communications between elements of the exercise control, such as (give examples if not available-provide backup Systems) as the backup record communication capability.

All record contacts via electronic mail or fax will include the words, “This is an exercise message,” at the beginning and end of the text.

Communication With Players

Adapt the following section to be consistent with communications from the exercise control team to the players.

Exercise control personnel must transmit implementing messages prepared from the Master Scenario Events List (MSEL) to exercise players. These implementing messages, or implementers, will be entered into exercise play by exercise control team controllers at all locations through the use of (insert communications to be used, such as telephone, fax, or electronic mail); The use of one or another of these capabilities is dependent on the implementer format (such as message, memorandum, letter, etc.), content, intended recipient, and communication capabilities available.

Exercise control team personnel must be able to receive messages from exercise players. Simulators are responsible for functioning during the exercise as nonplaying entities and responding to queries from exercise players. Most of the queries will be made by telephone; however, (identify fax, electronic mail, or other capabilities) could be used. In order to receive these queries, simulators must be assigned pre-established and published (telephone, fax numbers, and/or electronic mail addresses).

· Voice Communications

Telephone will provide the primary voice communications capability between players and personnel assigned to all exercise control sites. Exercise Control Team personnel will use standard dial-up procedures over dedicated phone lines to call exercise players over the local telephone network. (Describe how long distance calls are made and use of PSN and FSN.) Players will use pre-established telephone numbers for calls to simulators on the exercise control team.

Radio may be required for exercise control team personnel to send some implementers to exercise players. When radio is the designated communications means for an implementer, exercise control team personnel will prepare the message in the Exercise Message Format described under “Message Preparation Instructions” below and deliver the message to the site radio operator for transmission to the player location. If the implementer is addressed to an exercise player at the same location as the Exercise Control Team site, the radio transmission will be simulated. For realism, some players may desire to contact simulators on the Exercise Control Team by radio; however, transmission of radio messages from players to simulators functioning as on-playing entities will be discouraged, and site radio operators will advise the player to use the telephone. All voice contacts during or pertaining to the exercise will begin and end with the words, “This is an exercise message.”

· Record Communications

(Identify primary record communications.  The section below is a sample.)

Fax machines will provide the primary record communication capability between the exercise control team and players. Exercise control team personnel will initiate fax messages using standard dial-up procedures over dedicated phone lines for communication to exercise players. (Identify Systems available, such as FSN or PSN, and describe them.) Players will use pre-established telephone numbers to send fax messages to simulators on the exercise control team.

Exercise control team personnel may communicate with players using (Identify if electronic mail is available or other capabilities). However, this will normally be used only as an alternate capability between the exercise control team and players. The electronic mail 

capability also may be used by the exercise control team to communicate with players at multiple addressee (more than two) locations more efficiently. Players will use pre-established electronic mail addresses to contact the exercise control team.

All record contacts via electronic mail or facsimile will include the words, “This is an exercise message,” at the beginning and end of the text.



COMMUNICATIONS CONTROL PROCEDURES

(Identify communications available, such as dedicated telephone, fax, and electronic mail) will provide communications capability between all exercise control team sites and between the exercise control team. Because response communications personnel will not be providing operator support for dedicated exercise control team communications, each control team chief must maintain control of site communications capabilities being employed. This includes using standard message formats, Message Preparation and Control, and establishing and maintaining communications logs for telephone, fax, and electronic mail communications.

Formats should be followed in preparing electronic mail and facsimile messages. They also will be used for radio messages if radio transmission is required. The Communications Log forms should be reproduced directly from this plan by exercise control team personnel upon arrival at their exercise location. A Communications Log form should be maintained at the site of each fax machine, PC work station used for electronic mail, and telephone supporting the exercise control team.

COMMUNICATIONS RESPONSIBILITIES

(Modify as necessary for your specific exercise.)

Communications support is required at each of the exercise control team sites depicted in figure 8, Exercise Control Team Communications Network. Installation and maintenance of communication capabilities required by exercise control team personnel at each site will be (provided by the assigned communications organization at that location). Communication capabilities provided at each location should be based on the guidelines in the proceeding paragraph, “Communications Capabilities and Structure.” Individuals designated to the following listed positions are responsible for establishing detailed requirements and coordinating the installation and maintenance of communications capability for the Exercise Control Team sites shown below. These individuals also are responsible for coordinating and arranging for Exercise Control Team facilities detailed under “Equipment and Facility Requirements” in the section of this Control Plan titled “Logistics/Administrative support for the Exercise Control Team.”

(Insert individuals by title for each level of government responsible for communications support.)

· Federal
· State

· Counties

· Other public/private organization/agencies

LOGISTICS/ADMINISTRATIVE SUPPORT FOR THE EXERCISE CONTROL TEAM

The following information describes the logistics and administrative support that will be provided at each exercise location as it pertains to controllers and simulators. It also describes the control and simulation facility requirements for the exercise control team sites.

LOGISTIC AND ADMINISTRATIVE SUPPORT

Areas to consider when developing logistics/administrative support for the exercise control team are:

· Provide administrative support at exercise locations/action sites for controllers/simulators.

· Provide personnel to assist with pre-exercise training registration, training, and packaging of training materials.

· Provide directions to facilities for the controller assignment(s).

SITE PREPARATION

The following information describes site preparations that may be necessary to meet exercise objectives and test plans and procedures.

Site preparation varies with the type of exercise. Consider the areas identified on the following pages.

Lead Controller Exercise Control Plan Checklist
_____1.
Assess the exercise plan to determine if the following information is provided:

___a.
Needs assessment

___b.
Type of exercise

___c.
Duration of exercise

___d.
Action sites

___e.
Exercise objectives

___f.
Extent of plays/any actions performed out of sequence

___g.
MSEL and messages/simulations needed

___h.
Participating/nonparticipating organizations

___i.
Scenario/scenario story line

_____2.
Determine the number of controllers needed.

___a.
Consider the type of exercise: tabletop, functional, or full-scale.  (This will generally give you an idea of scope).

___b.
Determine if action sites are operating at the same time.


Some actions sites may be operating out of sequence (On different days, or perhaps in the evening.)


Action sites may include full activation of a facility or a key action by one or more individuals. (For example, full EOC activation or dispatcher at another location making key notifications.)

___c.
For each individual action site, determine using the extent of plays for the following:


Does the action site cover a large area (such as a large one-room facility, multiple-room facility, indoor and outdoor activities)?


Do the key activities occur during the same time frame?


How many players are performing key actions?


Does the facility or area have space limitations that may affect number of controllers assigned. (Remember, besides players and controllers, evaluators will be present and perhaps observers.)

___d.
Examine MSEL and messages for each action site.


Determine the number of messages issued per key activity/exercise players/location at action site.


Determine the appropriate number of messages reasonable for a controller to inject and be able to perform other controller actions (monitor timeline, observe expected actions, etc.).

___e.
If the exercise duration exceeds 8-12 hours, a shift change for controllers may be needed. 


Evaluate each action site. Depending on when some action sites are activated and operating, a shift change may not apply.


If the exercise proceeds into the night, or a period of time when activity lessens, a shift change may not be required for all controller positions. Staffing may be able to be reduced.

___f.
Consider the following when making final determinations of controllers:


Using the same controllers in more than one location, if events are out of sequence or if time frames for activities are different


Control team chief can also issue some message injections.


Some controllers, simulators, and evaluators have dual assignments, such as responsibility for both evaluation and control functions. (Ideally, these functions should be performed by different personnel; however, this may not be practical for tabletops or locations that do not have a lot of activity.)

· If crowded conditions are anticipated at an action site, consider using innovative techniques to accomplish some functions (such as monitoring 

· the players via a video camera to reduce the number of control/evaluation staff needed at action site).    

_____3.
Determine the number of control team chiefs needed.

___a.
Identify locations that have more than one controller.

___b.
Designate team chiefs.

____4.
Identify the chain of command/organizational control structure.

___a.
Examine the organizational structure of exercise action sites. For example, EOC playing with perhaps that jurisdiction's staging area, special facilities, reception centers, mass care, etc.

___b.
Designate the reporting structure of controllers and team chiefs to lead controller/assistant lead controllers.

_____5.
Determine qualifications and experience level for controllers, team chiefs, and assistant lead controllers (if needed).

___a.
Examine controller, team chief,  and assistant lead controller positions for level of activity, any anticipated problem areas, type of position ( EOC, JIC, fire, etc.), and procedure familiarity.

___b.
Identify the experience level needed for each controller, team chief, and assistant lead controller position.

___c.
Identify preparation time required for these positions.

____6.
Assess avenues for obtaining controllers, team chiefs, and assistant lead controllers.

___a.
Identify individuals from participating organizations, departments, and agencies who know organizations and procedures.

___b.
Identify individuals from neighboring local jurisdictions and state, federal and private-sector organizations.

___c.
Examine budget and estimate expenditures for accessing controllers, team chiefs, and assistant lead controllers.

_____7.
Begin contacting controllers, team chiefs, and assistant lead controllers via telephone to assess availability for dates such as controller training, exercise, and exercise 


critique. Confirm with letter. (Complete calls and letters 30 to 50 days prior to the exercise.)

_____8.
Review the controller WEM to determine training required for controllers, team chiefs, and assistant lead controllers.  Training should cover the following:

___a.
Purpose and objectives of the exercise/extent of plays

___b.
Master scenario event list and scenario time line

___c.
Message forms and flow of information

___d.
Content of exercise messages

___e.
Accuracy, timeliness, and realism of expected responses

___f.
Requirements for coordination with evaluators and other personnel

___g.
Procedures and communications systems for injecting messages

___h.
Procedures for monitoring the sequence of events and message flow

___i.
Procedures for controlling spontaneous exercise inputs and for responding to unplanned or unexpected situations

___j.
Procedures for recording and reporting exercise information

___k.
Procedures for post-exercise debriefings and evaluation

_____9.
Determine the number of simulators needed. Remember, simulators play organizations and/or individuals not participating in the exercise such as nursing homes, general public, business and industry, victims, evacuees, etc.

___a.
Determine the number of simulations and method per action site.


Face-to-face


Written

· Telephone


Video


Fax


Computer-generated


Radio


Advanced simulation techniques

___b.
Identify the number of simulations required per action site and the time frame for those actions.

___c.
Identify the number of simulations needed by communication method.

_____10.
Identify the preparations needed for advanced simulation techniques.

___a.
Moulage victims/patients

___b.
Newscasts

___c.
Setting up scenes

_____11.
Identify training need for simulators.

___a.
On plans, procedures, and organizational practices

___b.
On where to obtain additional information for questions and/or responses.

___c.
On realism required

___d.
On scenario, objectives, and extent of play for their particular simulation.

_____12.
Assess avenues for obtaining simulators.

___a.
Identify individuals from participating organizations, departments, and agencies who know organizations and procedures, but are not exercise players.

___b.
Identify individuals from neighboring local jurisdictions and state, federal and private sector organizations.

___c.
Examine budget and estimate expenditures for accessing simulators and making preparations for advanced simulation techniques.

_____13.
Begin contacting simulators via telephone to assess availability for dates such as simulator training, exercise, and exercise critique. Confirm with a letter. (Complete phone calls and letters at least 30 to 50 days prior to the exercise.)

_____14.
Begin preparations for simulations (gathering supplies, etc.).

_____15.
Finalize recruitment of controllers/simulators.  

_____16.
Identify communications required to support controller/simulator organization for exercise play and for reporting.

___a.
Telephone

___b.
Radio

___c.
Computer

___d.
Fax

_____17.
Establish process for communications equipment installation and directories for phone, fax, radio frequencies, etc., to be used for simulations and controller injects.

_____18.
Develop the following procedures for exercise control and simulation.

___a.
Reporting systems through chain of command

___b.
Purpose and description of how to read MSEL and implementers

___c.
Problem resolution procedures to include the following:

 
Deletion of MSEL implementers

 
Addition of ad hoc implementers

 
Objective will not be met

 
Action site not on track with scenario

 
Mechanism to track messages to completion

 
Players' use of computers and electronic equipmenthow to monitor and obtain this information

 
Key event does not occur

___d.
Safety procedures

___e.
Guidelines for emergency call off

___f.
Assumptions/artificialities

___g.
Rules governing free play (when, how, why)

___h.
Interaction procedures between the following groups:


Controllers


Simulators


Evaluators


Players

___i.
Post-exercise debriefing procedures

_____19.
Develop reports needed to report status of controller /simulator organization.

___a.
Controller log sheet

___b.
Simulator log sheet

___c.
Adhoc implementer form

___d.
MSEL implementer form

___e.
Participation/observation comment forms

___f.
Key participation comment forms

___g.
Routine reports

_____20.
Develop control and simulation roles and responsibilities.

___a.
Lead controller

___b.
Assistant lead controllers

___c.
Control team chiefs

___d.
Controllers

___e.
Simulators

_____21.
Develop overall management concepts for control and simulation.

___a.
Describe overall management structure of the exercise.

___b.
Describe overall control and simulation structure using organizational chart and chain of command developed previously.

_____22.
Prepare a letter for participating organizations describing specific objectives and extent of plays relating to them and equipment, preparations, and resources that should be available for the exercise.

Exercise


Director





Assistant





Assistant





Lead


Evaluator





Lead


Controller





Exercise Director





Lead


Controller





(Action Site)





Control Team Chief


- Controllers


	- Simulators





(Action Site)





Control Team Chief


- Controllers


- Simulators





(Action Site)





Control Team Chief


- Controllers


- Simulators
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