
CHAPTER 10: EMERGENCY RESPONSE

Organizational Emergency Response Functions

In discussing myths, one is addressing not the threat but human reactions to the threat.  The task of emergency management is to confront the agent of harm and also cope with the known response patterns to such agents.  Ultimately, three factors affect the success of community emergency response: the impact characteristics of the hazard agent, the existing resource base and organization of the community, and the level of community emergency preparedness.  The ability of emergency management organizations to execute generic emergency response functions defines the level of emergency preparedness.  The generic functions in turn incorporate the resource base and address the impact characteristics.
Historically, the functions performed during the emergency response process have been defined relative to agent-generated and response-generated demands (Quarantelli, 1981).  Demands associated with an agent arise from the specific mechanisms for creating damage or harm, while response-generated demands are those associated with mounting and maintaining a response.  Agent generated demands consist of the direct and indirect threats to personal safety and property.  Response generated demands are those which arise as part of addressing agent generated demands.  Lindell (1984) has elaborated this distinction in terms of four principal activities required in incident management: emergency assessment, hazard mitigation, protective response (the three of which correspond roughly to agent-generated demands), and emergency management (which is roughly equivalent to response-generated demands). Emergency assessment consists of those diagnoses of past and present conditions and prognoses of future conditions that guide emergency personnel in their efforts to stop damage and limit the magnitude of negative consequences on persons and property.  Hazard mitigation refers to actions taken by emergency personnel to limit the magnitude of the disaster impact (sandbagging a flooding river, fighting a fire or patching a leaking railroad tank car).  Protective response refers to actions--such as sheltering or evacuation or mass immunization--taken to prevent or minimize exposure of individuals to the hazard.  Emergency management consists of the activities by which the human and physical resources used to respond to the emergency are maintained and controlled to accomplish the goals of the emergency response effort.  Each of the four emergency response functions is shown in Table 1.  Specific actions associated with each function are also shown; the purpose and mechanism of each action is discussed below. 
Table 1: Generic Functions in Emergency Response

	Response Function
	Specific Activity

	Emergency Assessment
	Threat Detection and Emergency Classification

	
	Hazard and Environmental Monitoring

	
	Population Monitoring and Assessment

	
	Damage Assessment

	Hazard (threat) Mitigation
	Hazard Source Control

	
	Impact Mitigation

	Protective Response
	Protective Action Selection and Population Warning

	
	Protective Action Implementation

1. Evacuation Support

2. In-place protection

	
	Impact Zone Access Control and Security

	
	Special WMD Law Enforcement Functions

	
	Reception and Care of Victims

	
	Search and Rescue

	
	Emergency Medical Care and Morgues

	
	Public Health in Bioterrorism Incidents

	
	Hazard Exposure Control

	
	Environmental Surety

	Emergency Management
	Agency Notification and Mobilization

	
	Notification in WMD Terrorist Incidents

	
	Mobilization, Control and the Emergency Operations Center

	
	Public Information

	
	Administrative and Logistical Support

	
	Documentation

	
	Planning, Training, Exercising and After Action Reports


In the context of emergency response, each of the specific actions in table 1 is—like the four more general descriptors—a generic function.  Generic emergency response functions are simply activities in which emergency responders must engage that are relevant to a variety of disaster events or hazard agents.  Generic functions may address either agent-generated or response-generated demands.  The reason for explicitly describing individual generic functions is that they are common elements that form a stable guide for managing a wide variety (natural, technological, terrorist) of emergencies.  A single agency or a network of agencies may be involved in the execution of each generic function.  Sometimes the agencies act relatively independently and sometimes in close coordination with one another.  In community-wide disasters, the jurisdictional emergency operations center (EOC) coordinates agencies in the execution of such activities.  This condition raises two important points.  First, each emergency response organization maintains standard operating procedure (SOP) containing the detailed sequence of actions (often checklists) for executing a function or the agency’s assigned tasks within a given function.  Jurisdictional emergency managers should be familiar with and retain a library of such SOPs (particularly a summary form for use by EOC commanders).  Second, for functions that involve multiple organizations, a designated lead organization should be identified to assume responsibility for monitoring and controlling the performance of all tasks needed to accomplish that function.  Special attention needs to be devoted to insuring that when multi-organizational response functions are executed, all component organizations are mobilized.

It is important to acknowledge that there are constraints on the effective functioning of all community emergency response organizations.  Many of these constraints stem from limitations on the number of personnel, the amount of equipment, the adequacy of facilities and the availability of relevant information for responding to the increasingly urgent demands of an emergency.  Still other constraints are related to limits imposed by the state of science and technology.  Constraints are relative and always present; the most highly prepared large city is simply constrained in ways different than a small town.  Also, over time the nature of constraints changes within the same community and constraints are different for different hazard agents.  Effective emergency management requires that constraints be identified and tracked by conducting an inventory of emergency-relevant resources in the community.  The inventory should assess the continuing availability of resources at all times, 24 hours per day, 7 days per week, 52 weeks per year. Some of these resources--personnel, equipment, facilities and data--are immediately available because they are owned or controlled by and located within the local jurisdiction.  There are also reserve resources that may be tapped to augment immediately available resources.  Such reserves may include off-duty personnel from within the jurisdiction as well as personnel from other jurisdictions through mutual aid agreements.  Still other sources for augmentation include materials and equipment that can be obtained from private organizations within the community or neighboring jurisdictions and transported to the site of the emergency in a timely manner, and information that can be readily retrieved from databases or from expert sources.  The point is that every emergency manager should have available a matrix describing each resource with a description of where, how and from whom it may be obtained. While Kartez (1984) has documented the considerable persistence and ingenuity of emergency personnel in obtaining needed resources, it is more advisable to make explicit preparations for resource acquisition.  In this fashion, emergency personnel can concentrate on resource allocation instead of search and improvisation processes.

Finally, before discussion specific actions associated with generic emergency response functions, it is critical to emphasize that the planning-training-exercising process of preparing for disasters should not be seen as a means of completely prescribing or controlling the behavior of emergency response personnel.  It is completely impossible for even the most careful and well- intended planner to envision every contingency associated with every type of hazard agent and devise an appropriate emergency response guideline.  It is true that in many cases hazard agents pose common challenges (for example, the need for emergency assessment) and that their impacts can be managed using similar tools or functions.  The generic functions form guidelines or checklists and help to create rational and accurate hazard expectations on the part of emergency response personnel.   Within the guidelines, there should be ample room left for field response personnel to improvise and response to idiosyncratic conditions that may arise.  Extremely detailed and specific emergency plans tend also to be unworkable in the field, very long and complex, and usually left on a shelf.  The following discussion of generic emergency functions executed by emergency response organizations is intended to describe elements of and to facilitate not constrain actions of emergency personnel.  

Emergency Assessment

Emergency assessment activities in the response phase are directed toward intelligence-- understanding the behavior of the impact agent and the humans and structures at risk.  When this task involves the use of classification systems, protocols and equipment, it should be understood that they are developed or acquired prior to the threatened impact.  Specific threats, their probabilities of impact and decisions to manage are derived from the jurisdictional vulnerability assessment.  Table 1 identifies four specific emergency assessment activities, each of which is described below. 

Threat detection and emergency classification addresses those activities involved in assessing the magnitude, location, and timing of impact.  A discussion of substantive evaluative criteria logically starts with the onset of the threat.  Onset is defined as the point at which local emergency managers either detect or are otherwise notified of an environmental threat.  The origin of the alert received depends to a certain extent upon the nature of the threat agent.  For example, a local emergency manager would usually receive notification of riverine floods and tornadoes from the National Weather Service, a hazardous materials transportation accident from either the shipper or the carrier of the material, and a fixed site toxic chemical release from the plant operator.  Terrorist incidents involving biological agents or other epidemics may be detected through disease surveillance and reported to emergency managers via the public health system.  Overlain on all such external sources of information is the local 9-1-1 system.  For example, in municipalities and counties that have independent emergency managers, emergency calls for police or fire department assistance will usually—for selected large-scale or special threats—activate the local emergency notification system, thereby reaching the emergency manager.  Residents and passersby, especially when the threat agent includes visible cues, also report apparent incidents, thereby achieving notification.

Once a threat is detected, emergency response can be facilitated through the use of an emergency classification system.  These systems are unique to each type of hazard and their specificity and utility depends upon the state of technology relative to the specific hazard.  Thus, there are classification systems for natural hazards and for technological hazards.  Hurricanes are typically classified on the Saffir-Simpson Scale, which categorizes levels of damage from impact; the scale ranges from “C1 minimal damage,” through “C5 catastrophic damage”.  Similarly, tornado strength classification is typically measured on the Fujita scale—a six point continuum of expected damage beginning with “FO Light” and progressing through F5 Incredible”.  A very visible scale, the Modified Mercalli Intensity Scale, serves as a measure (instead of energy expended by an earthquake) of likely effect of an earthquake.  The scale is represented in roman numerals ranging from “I not felt” through “XII damage total”.  These classification systems serve as an index of the severity of the likely impact, and facilitate the emergency manager’s ability to anticipate the likely scope of emergency response that will be required.  The systems for natural hazards involve considerable uncertainty because the human and structural outcomes of impact depend upon other factors as well as severity of impact, and those factors vary between agents.  For example, an earthquake may cause minimal impact on Tokyo where buildings are designed and reinforced for earthquakes, while the same magnitude event may prove structurally devastating in a different town where unreinforced masonry construction predominates.  

Somewhat more precision can be obtained when dealing with technological hazards, especially those that emanate from fixed site facilities.  Often such threats are subject to routine technical monitoring and changes in performance indicate increases in danger.  If interpreted correctly, such monitoring can detect dangers long before they become “disasters” and enable quick, effective corrective measures.  Precise monitoring also carries with it many challenges.  Operational experience in emergencies has shown that operators of fixed site facilities often respond ineffectively when monitoring presents confusing or conflicting information, especially when there is a significant potential for escalation to a major emergency.  Three problems in particular can emerge under these circumstances.  Site operators can mistakenly believe that the situation is less serious than it is, they can be unrealistically optimistic that they can control the emergency (even if they have correctly assessed its severity), and they can grossly underestimate the time required to obtain offsite assistance.  A standard emergency classification and response scheme combats these problems by allowing site personnel to correctly determine the severity of an emergency and identify the appropriate assessment, corrective, protective, and management actions to implement.  

In general, an emergency classification system will prove reliable in use only if emergency action levels (EALs) are defined.  An EAL is a specific observable event or objectively measurable condition that can be immediately recognized by observers as an indicator of the severity of the emergency.  Without regard to the type of hazard under consideration, EALs should be precise and pair actions with characteristics of the threat determined either by experimentation or historic experience.  Hence, progressive emergency actions in floods may be paired with changes in river flow in cubic feet per second (CFS).  Alternatively, different atmospheric concentrations of chemicals (measured in parts per billion) may be used to dictate particular emergency actions.  Even imprecise measurement systems can be paired in a quasi-meaningful fashion with EALs.  For example, the FEMA “terrorism alert” system of five colored levels may be tied to the probability of a terrorist attack in some non-quantitative fashion.  However, the different levels have been linked to specific levels of monitoring activity by airports and other federal (and sometimes state and local) facilities.  Thus, in almost all cases, emergency action levels are linked to a given set of emergency classes that are ordered in terms of increasing severity.  For example, the three levels associated with nuclear power plant emergencies: (1) Alert, (2) Site Emergency, and (3) General Emergency.  Each level is in turn associated with specific predetermined actions to be taken when the emergency elevates to that level of severity.  The underlying goal of an emergency classification system is to establish a linkage between the certainty, severity and immediacy of the emergency and the appropriate response to those consequences.   

The principal objective of a classification system is to make possible a quick and safe response to a given emergency.  For most natural hazards, the classification system can be used to guide the initial actions of emergency responders (determining optimal locations for and extent of sandbagging in floods and to issue population warnings) and to allow citizens time to implement protective measures.  In the case of fixed site hazardous facilities, appropriate classification may enable emergency responders to confine or restrict the level of emergency or if that is not possible, time for effective protective actions to be taken by onsite personnel and offsite residents.  Two consequences follow from this purpose that are critical to emergency management.  First, the classification system should guide the activation of the community emergency response system.  This facilitates the mobilization resources to be used in assessing and mitigating the threat, supporting protective actions, and managing the emergency response.  Second, the classification system should provide for progressive warning of those who might be exposed at each level of severity of release.  For example, stream flow at 3500 cubic feet per second may be paired with inundation and the need for evacuation in low lying areas, while at 5500 CFS, new areas of the community will be vulnerable.  Warnings make it possible for those affected to initiate early protective actions to limit or prevent exposure to the hazard.

Three factors are used in assigning emergency classification levels.  The first factor is the physical magnitude of the impact.   Measurements may be the magnitude of the energy released in an earthquake or explosion, the amount of rain that has fallen in a river basin, or the concentration of a hazardous material in the air, soil or water.  The second factor is the nature of the transmission of the impact (however measured) into the surrounding environment.  The more direct the transmission and the more limited the ability of the environment to absorb the impact, the greater the potential consequences.  In most cases, energy (from earth fault movement, hurricanes, etc.) is dissipated and hazardous chemicals are dispersed with increasing distance from the source.  However, the rate of dissipation or dispersal can vary significantly from one geographic area to another or over time.  For example, local geological conditions in western U.S. earthquake zones tend to absorb the released energy to a greater degree than in the eastern earthquake zones.  Thus, the eastern earthquakes tend to have a broader scope of impact.  The third factor is the vulnerability of the people and property in the community to the magnitude of impact to which they will be exposed.  Ground shaking in earthquakes is devastating for unreinforced masonry construction.  High population density communities produce higher levels of human injury in floods and hurricanes than places with low population density.  Epidemics move much more quickly through unvaccinated, high-density populations. Each of these factors--hazard generation, hazard transmission and community vulnerability—should be accounted for in an emergency classification system.  It is the inter-relationship of all three that defines the consequences of hazard impact on the community.

Finally, another important emergency assessment function rests with the need to declare that an emergency has terminated. The apparent simplicity of such a declaration is misleading.  In community-wide disasters, there are a variety of points of termination that need to be considered.  These include the time when it is safe for the public to forego recommended protective measures such as returning to evacuated areas, or leaving in-place shelter.  A different type of termination rests with the timing that emergency response personnel can reduce levels of personal protective equipment use.  Still another milestone for emergency response personnel is the time that they can be selectively immobilized (returned to quarters).  The declaration of the “end” of operations is often different than the “end” of the emergency.  The point here is that one needs to address criteria to be used for deciding when to declare which terminations.  Although the incident management system needs to be observed, different termination points may be set at different levels of command.  For example, the use of PPE by response personnel is usually determined and changed by an incident commander at a particular scene.  On the other hand, an emergency operations center commander usually makes the decision to terminate public protections or that the emergency itself has terminated.  Furthermore, in a emergency that involves more than one scene of operations, different scenes can terminate at different times.  Clearly the nature of the impact agent, in addition to specific scientific expertise and monitoring, should be incorporated into all such decisions. In a hazardous materials emergency, one criterion for de-escalation is termination of the release, coupled with dissipation of the plume, as confirmed by monitoring teams that have assessed exposure levels at selected sampling points.  In some types of incidents, the end of the danger may come much later than the immediate termination of emergency operations.  Thus with hazardous materials, and particularly terrorist threats involving chemical, biological or radiological agents, the question of restoring the environment to a level of contamination that is safe for habitation is an element in the decision to terminate the incident.  The important point is that the emergency assessment plan should include explicit criteria for different terminations and definition of measures to be used to communicate such decisions to emergency response personnel and organizations, as well as the affected public. 

Hazard and environmental monitoring, the second element in emergency assessment, consists of those activities intended to track the magnitude and location of the hazard agent over time.  Of course, this includes assessing the status of other environmental conditions that might affect the nature of the hazard impact or the success of emergency response actions.  As an example of tracking the hazard agent, one might consider the effects of wind speed and direction on the dispersion of a hazardous materials release, while tracking conditions would be illustrated by accounting for the impact of high winds and heavy rains during an evacuation.  Emergency managers should address the technical and organizational provisions for monitoring the actual magnitude of the hazard at any point during the emergency and for projecting the magnitude that would be likely to occur later in the emergency.  The technological capability for performing this task varies considerably from one environmental hazard to another.  Monitoring and projection is not possible for earthquakes due to the current lack of predictability of the hazard onset, while this capability has long been present in riverine flood hazards.  For hazards of regional scope of impact (hurricanes, severe storms, epidemics), such monitoring is provided by federal agencies such as the National Hurricane Center and National Tsunami Warning Center and the Centers for Disease Control and Prevention.  In the case of radiological and other hazardous materials, the potential release sources are extremely dispersed within communities and the scope of impact quite localized.  For the most part, local communities need to maintain two capabilities.  The first is the staff expertise and equipment needed to receive, interpret and act upon hazard information provided at the federal and state levels.  The second, relevant to localized impact, is the capability and personnel to actually make the measurements and perform the tracking.  Particularly with respect to chemical, radiological and biological threats, substance detection and identification equipment is becoming increasingly sophisticated, compact and mobile.  The Nunn-Lugar-Domenici Act of 1996 began the process of making such equipment more affordable for local governments, and subsequent equipment grants from the U.S. Department of Justice have sustained the acquisition process.  

The process of tracking and monitoring is particularly critical for hazards involving airborne dispersion of hazardous chemicals, contaminated particles (radiological), and some biological agents.  Specifically, planning should provide for acquisition of data regarding current and forecast meteorological conditions (wind speed and direction).  These are critical input parameters required for making appropriate protective action decisions.  A plume monitoring team should be established to document the location and directional movement of the hazardous plume.  The plume monitoring team should be guided by a specific protocol that indicates how emergency personnel should monitor concentrations of radiological, chemical or biological materials released to the atmosphere.  An active program of plume monitoring will allow the emergency management team to determine the magnitude of any human or animal exposures during a release.  The capability for plume monitoring also makes it possible to more precisely determine when it is safe to release people from in-sheltering, evacuated areas or other protective measures. 

Recording downwind concentrations of a release within the site boundaries is critical for hazardous materials releases from fixed site facilities.  Specific locations for plume monitoring from such facilities can be designated in advance and a standardized recording form established. This process can also be used in the detection of biological hazards. In the Arizona, the State Division of Health Services has retrofitted fixed-site air quality monitors to detect levels of specified biological substances. Monitoring should include estimating current and projected plume exposures from information about the magnitude of the release (for example, from plant operations personnel), accounting for the current and forecasted meteorological conditions.  A key benefit of effective monitoring is identification of the political jurisdictions at risk from plume exposure.  This information facilitates the notification and mobilization processes, as well as the offsite areas that require protective actions. 

Finally, emergency managers should also make provisions for timely receipt and interpretation of data on hazard impact that have been collected by monitoring teams.  Often, the need for timely, accurate hazard information poses a more substantial problem for emergency responders than does the need for a speedy initial notification of an incident.  For example, specialized instruments are usually required to accurately assess the extent of a release of toxic or radioactive material.  When specialized equipment must be transported a long distance to the scene of an incident, uncertainty can persist for some time regarding the location and severity of the contamination.  In some incidents, knowledge of the nature of the material being transported, together with the visual inspection of the integrity of the container can reliably confirm that no threat exists.  In other situations, only the use of the appropriate sensing instruments can be expected to clearly identify the location and magnitude of the hazard.  Speedy deployment of these instruments to the incident site can be greatly facilitated if there is a centralized inventory of resources available for assessing the concentrations of hazardous materials.  This inventory should include the location of instruments and the identity and location of personnel trained in their use.  In communities with established and equipped hazardous materials response teams, the problem is substantially reduced.  Most large fire departments take sophisticated equipment “on board” to the scene, including biological agent detection kits.  In smaller and geographically isolated communities lacking such local expertise, the nature of the emergency response will be shaped by the speed with which detection and monitoring equipment can reach the scene.  For example, if anthrax testing equipment is an hour away from the incident, provisions must be made to isolate the scene, decontaminate those exposed and maintain medical observation and isolation for a substantial period.   

Population monitoring and assessment consists of those activities involved in determining who is in the hazard impact area at any given time and how many casualties have occurred.  This includes observing the current status and projecting the likely behavior of both the affected population and others in the general vicinity.  Census data is readily available to document the normal size and composition of this population.  It is also important to supplement such periodically collected data with regular estimates of locally important statistics such as the number permanent residents, workers, and transients, as well as the age and ethnic composition (Lindell and Perry, 2003; Perry and Lindell, 1997).  State and local departments of commerce and business affairs routinely keep such information.  Each of these categories can be expected to respond differently during an emergency.  Some are distinctive in terms of their motivation to comply with emergency measures.  For example, permanent residents are less likely to be willing to evacuate than vacationers.  School children, hospital or nursing home patients, occupants of assisted living units and other institutional residents are, on the other hand, distinguished by their restricted ability to evacuate.  Effective management of protective response actions requires accurate information about the number of people remaining in the risk area as the time of hazard impact approaches.  Other aspects of population monitoring--accountability and casualty assessment--become important in the post-impact stage of emergency response.  

Accountability is needed to determine how many people are missing and where they might be in the impact zone.  This information is, of course, essential for the direction of search and rescue (SAR) teams operating in earthquake or tornado devastated urban areas where time consuming searches are being conducted through the wreckage of collapsed buildings to look for survivors.  Accountability information allows for the “triage” of structures and focusing of response operations (Olson and Olson, 1985).  Clearly, if available information indicates that some buildings are empty, SAR teams can bypass these locations and devote their limited resources to those areas where rescue is possible.

Damage assessment, the fourth emergency assessment element, is focused upon the measurement of the hazard's impacts on the public and privately owned physical structures in the community.  This function is most often thought of in terms of post-disaster impact activities.  That is, it is something done in connection with determining eligibility for different types of "disaster declarations" which are in turn related to the nature of extra-community aid for which a jurisdiction may apply.  In fact, damage assessment should be a continuing process that begins during disaster impact and is completed well into the post-impact phase.  Conceptualized this way, damage assessment becomes part of a feedback process to emergency managers that provides information regarding community status vis-a-vis the relevant disaster threat.  Emergency managers use such information in deciding how resources should be initially deployed, as well as for deciding how to shift or re-deploy resources to take into account changes in the impact pattern or magnitude of the environmental threat.  For example, in managing emergency response to a riverine flood, after an initial levee failure, a damage assessment party may report other weak spots in the levee which might be sandbagged (or otherwise reinforced) to prevent damage from a second breach.  Damage assessment must document the full range of damages from primary and secondary threats, and should involve provisions for anticipating post-impact dangers (such as public health threats in floods) associated with recorded damages.  Finally, this function should be linked to the priorities set for restoration of essential community services that have been interrupted by the hazard impact.

Hazard Mitigation

In chapter 1, hazard mitigation was generically characterized as a strategy for preventing hazard agent impacts.  In the context of the emergency response, hazard mitigation has a similar connotation, specifically involving the attack by emergency personnel directly on the source of the hazard.  This emergency response function varies considerably from one hazard to another and is a highly complex subject.  There are two different ways in which emergency responders can intervene to mitigate the hazard.  Source control intervenes at the stage of hazard generation, while impact mitigation attempts to alter the hazard transmission process.

Needless to say, emergency responders cannot prevent the earth from shaking or the rain from falling.  Thus, the degree of control over the source (the impact generation process) of natural hazards is minimal or nonexistent.  Technological hazards and some biological hazards, on the other hand, typically do offer the opportunity for control over the hazard generation process.  Corrective actions--such as injection of cooling water, repair of leaking pumps and valves, and patching of damaged storage tanks--can be performed at nuclear power plants and chemical production facilities to terminate the conditions that could lead to an offsite emergency.  On a smaller scale, water is applied to fire to terminate threats from heat, smoke and other gasses.

Impact mitigation, a systematic effort to alter the hazard transmission process, is easily conceptualized in connection with flood hazard.  Sandbagging, stream channelization and the construction of reservoirs and sediment impoundment structures are all means of accomplishing this end.  In each case, the hazard—water—is directed in a way that mitigates against negative structural and human impacts.  Similar tactics are used in connection with some technological hazards, such as the creation of dikes around storage tanks at petrochemical facilities to capture or direct runoff in the event of a containment rupture.

It is important that emergency managers establish guidelines for the choice and implementation of corrective actions intended to mitigate the hazard.  Decision rules or policies defining the conditions under which each mitigation action should be used or avoided should be listed together with a reference to any checklists required in implementation of the actions.  As a specific example, one method of mitigating a release of a flammable gas is deliberate ignition.  The emergency response plan should identify the appropriate authority to take such action and describe the decision rules for action, particularly the conditions under which ignition definitely should be attempted, when discretion is permitted, and when it definitely should not be attempted.

Protective Response

Emergency managers must contend with the technical and organizational mechanisms by which the community emergency response system will protect its own members and the public.  Specific tasks include protective action selection and warning the affected population, protective action implementation, hazard exposure control, impact zone access control and security, reception and care of victims, search and rescue, and emergency medical services.  Information collected through the emergency assessment function forms the basis for the protective response function.  Much of the focus is upon determining which of the hazard-appropriate should be recommended to the public and facilitating the implementation of those measures.

Protective action selection and population warning represent the initial emergency management tasks directed at the public.  The jurisdictional emergency response plan addresses the conditions under which individual (family) protective measures are likely to be effective and when citizens should be advised to undertake measures.  The efficacy of different protections and the pre-impact time available for implementation vary by the type of hazard agent.  In all cases, it is important that emergency responders and the public are able to distinguish between those in the most probable impact area (hot zone) and those subject to different or less severe impact characteristics.  In general, as distance from the maximum impact zone increases, the severity of impact and nature of appropriate protective measures can change.  Because specific warnings must be conveyed in timely and effective manner to those affected, discussion of warning mechanisms (sirens, face-to-face, mobile public address, etc.) must address relevant dissemination issues.  The individual (and alternates) possessing the legal authority to issue public warnings should be identified.  Other warning tasks requiring explicit assignment include: (1) the person or committee responsible for warning message construction and choice of dissemination mode; (2) the organizations involved in warning dissemination--including a contact list; and (3) the person or committee responsible for constructing and ordering the dissemination of an all-clear signal.  Some jurisdictions construct pre-prepared messages for different threats that can be customized at the time of warning.  However, the choice of dissemination mode and the precise content of the warning messages must reflect current emergency assessment information.  Consequently, emergency personnel should be trained so that they can exercise effective technical judgment or have quick access to knowledgeable technical experts.   

It is widely recognized that the appropriate protective strategy varies with the nature of the environmental threat, as well as with the certainty, severity, immediacy and duration of the projected impact.  Although there are cases where a single protective option is appropriate--for example evacuation in response to a severe riverine flood--it is often possible to specify different protective options for a single threat.  In the case of volcanic eruptions, one might consider advising the public to stay indoors and wear protective masks when the principal eruptive ejecta is light ash fall.  On the other hand, it the expectation is for heavy ash fall accompanied by mudflows, evacuation would be more appropriate.  

Protective action implementation focuses upon gaining compliance from the public with the protective action recommendations made by authorities.  Protective actions may be divided into two general categories: those which involve measures that can be undertaken by the public using materials they possess and those which require specialized knowledge or materials that must be supplied by authorities.  The emergency (response) phase of a disaster is not the time for authorities to disseminate special knowledge or equipment to a population at risk.  There is simply not sufficient time for such attempts to be fruitful.  Consequently, measures of the second type must be planned for in advance.  Thus, if emergency preparations for a nuclear reactor accident assume citizens at risk will use potassium iodide, the drug needs to be distributed and instructions for it’s use in place before an event.  Protective actions that rely upon available materials are most commonly used, largely because they impose fewer demands upon the public and consequently are more likely to be adopted.  In many cases, effective protection even from complex threats can be achieved with material and tools that citizens have in hand.  For example, expedient respiratory protection can be accomplished by simply breathing through a wet cotton cloth. Effective improvisational protective measures can be created if emergency authorities combine knowledge of the specific nature of threats with an understanding of the life circumstances of the public.  For a large number of hazard agents—including chemical, radiological and biological agents—general protective strategies fall into one of two categories: evacuation (putting distance between people and danger) and in-place sheltering (isolating people from the danger).

Evacuation is probably one of the most commonly used generic protections.  Historically, it achieves a degree of protection from many natural hazards (floods, hurricanes, and tsunami), and technological hazards (nuclear power plant accidents, hazardous materials releases and other fixed site events). Evacuation can be used both pre-impact and post-impact.  Because the ready availability of personal vehicles is commonly assumed, evacuation plans are sometimes not elaborated in written form.  Specific approaches depend upon the lead agencies' standard operating procedure and upon the experience of the local authorities.  It is to be emphasized however that successful evacuation of any area requires planning attention to much more than the simple exodus of citizens by private vehicle.

An effective evacuation protocol establishes the lead agency for the relocation effort and lays out evacuation traffic management procedures that coordinate the timing and direction of citizen movement with the agency or group responsible for establishing reception centers.  Decision making rules should be established for choosing evacuation routes and for maintaining the flow of private vehicles.  The plan should designate the personnel and resources which may be needed in traffic management (e.g., tow trucks, barricades, traffic cones), the locations where such resources are stored and contact information for the person authorized to release and deploy resources.  Provisions should be made for those who do not have access to private vehicles.  Some of these citizens can be moved in jurisdictional transportation support, which routinely addresses three types of movement provisions.  The first of these is the movement of citizens who do not have their own vehicle or have access to another private vehicle.  This usually involves providing public transportation and requires that vehicles to be used are identified and locations for citizen boarding--along with rules for what personal effects may be taken--be disseminated.  The second movement issue deals with the evacuation of handicapped persons who require public transportation.  In particular, the location of special vehicles needed for transport should be specified. Finally, some provision should be made for evacuating institutionalized populations---prisons, jails, hospitals, or convalescence centers.  In most cases the institutional staff will manage the evacuation of clients, but such movements should be coordinated by the lead agency.  Public schools constitute special institutions that demand detailed advance planning; students may be evacuated as a group (in which case provisions must be made for reuniting them with parents at a reception center) or they may be dismissed to parents for private arrangements.

The other generic protection—shelter in place—has a considerable range of complexity.  For some hazards, like tornadoes, nothing more than locating a safe haven (basement, bathtub, ground depression) may be required for the short period of impact.  In other cases, the safe haven may have to be created by enhancing a structure or adding personal protections.  In the case of plume borne chemical threats, for example, sheltering in a home may require (depending upon lead-time) that heating, ventilating and air conditioning be turned off, doors and windows caulked in some fashion, and individual expedient respiratory protection undertaken.  This strategy involves taking advantage of the protection from the hazard impact that can be provided by the built environment. Successful implementation of in-place protection depends upon effective communication by emergency authorities.  The communication must establish a timely reaction by the public at risk, explain where in-place protection is greatest, and instruct citizens effectively regarding any expedient improvisation that may be needed.  If citizens are to remain at in-place protection for any period of time, authorities need to devise a means of communicating encouragement and incentives to retain the protective stance.  This is particularly important in public health threats (biological hazards and epidemics), where periods of quarantine may be long (Perry and Lindell, 2003). 

Impact zone access control and security can be challenging depending upon the scope and duration of impact of the hazard agent.  For the most part, security and property protection--like evacuation--is a function considered to be perfunctory and not given extensive attention in a protective response plan.  The details of such a function are captured in the standard operating procedures of the organizations delivering the service (usually law enforcement).  Several issues do merit attention by emergency management authorities.  It is particularly important that a lead agency is designated and clear lines of authority and coordination delineated among all organizations involved in security. In most cases, the law enforcement agency of the local jurisdiction takes the lead, while other agencies (from other jurisdictions) coordinate with the lead incident management system. In terrorist incidents, the impact zone is also a crime scene, with the Federal Bureau of Investigation designed as the lead.  In such cases effective local to federal coordination is critical both for maintaining security during emergency response operations and for preservation of evidence to be retrieved after protective response is complete. 

An important initial priority (and one that persists throughout the emergency) involves securing the impact area itself.  This practice ensures that unexposed people are not exposed to the hazard by inadvertently entering the impact area and allows emergency responders to mitigate the threat and administer to victims without impediments.  For terrorist events, impact area isolation preserves evidence intact and also keeps both responders and the public away from the effects of secondary devices (usually explosives) planted as part of the attack.  In the case of hazardous materials incidents—and WMD terrorist events—it is critical that all security personnel have appropriate PPE available for use.   Particularly when dealing with wide scope of impact natural and technological hazards, maintaining security around an impact area during and after response operations can allay resident fears about the possibility of looting.

Minimally, emergency managers should devise a protocol for security that addresses four elements.   First, the local agency in charge at the scene should be designated and rules for relinquishing control to other agencies should be created.   Second, the type of controlled access to be implemented should be considered.  This decision depends upon the extent of control (complete exclusion or controlled entrance and exit), the length of time the control will be in place, and the type of area (residential, business, mixed, unoccupied) that is controlled.  A volcanic eruptive sequence may require controlled entrance and exit to residences for weeks.  This level of control requires planning not just for perimeter security, but also for the escort and safety of residents given temporary access.  A third issue lies in determination of the type of patrol system or surveillance is necessary to achieve access control.  This planning is guided by the consequences of uncontrolled access.  If radiological or chemical exposure creating severe negative health consequences is possible, the level of patrol presence required will be substantial.  Finally, particularly when access control will be prolonged, emergency authorities must specify procedures to be followed in allowing residents of the restricted area to return temporarily to their homes.  Access control personnel should clearly establish and publicize the policy for determining whether to permit entry for such reasons as retrieval of medicines, care of farm animals, and the like.  Moreover, they should be aware of the mechanisms (e.g., escort by security personnel with radio communication) by which the access policy is to be implemented.

Special WMD law enforcement functions extend far beyond the traditional notions of securing the scene and controlling access. In WMD incidents, the police department executes seven principal functions:

• Advise the Incident Commander, emergency authorities and the EOC regarding law 
 enforcement related issues and shares intelligence data.


• Notify and interact with the Federal Bureau of Investigation. (The FBI has been 



designated as the Lead Federal Agency in terrorist incidents.) 

• Coordinate operational response of all law enforcement agencies at the incident.

• Coordinate and manages the deployment of law enforcement personnel and resources, including bomb squad and special teams.

• Manage security for the incident. (including access control and protection of first responders).

• Manage evidence identification, collection and control, including coordination with staff of the medical examiner’s office.


• Apprehends and/or assumes custody of suspects at the scene.

Law enforcement operations at a scene are structured in terms of police ICS, which will require coordination with the IMS used by other responders. In a WMD incident, the law enforcement function manages intelligence, police logistics, FBI coordination, evidence control, and scene security including evacuation.  Most police operations and personnel will occur in the cold zone, but specialized police units (including bomb squad) should be trained and outfitted with appropriate PPE to operate in both warm and hot zones. 


In large incidents each law enforcement agency has a representative at the Field Command Post and at the jurisdictional EOC.  In addition, local police personnel are usually sent to a local FBI Joint Operations Center. As the local emergency responders accomplish their mission (address the agent and medically manage casualties), command of the incident is passed to the FBI, acting as the lead law enforcement entity responsible for the investigation of terrorist events.  The local police department coordinates closely with the FBI investigation.


The law enforcement function normally establishes a secure perimeter at the jurisdictional EOC facility.  Typically, security for functions provided by other jurisdictions (county morgue, public health or state public health, etc.) is overseen by the law enforcement agency of the relevant jurisdiction.  Principal security will be provided at hospitals by their own security personnel, sometimes supplemented local police department officers.  If, as part of facility expansion to obtain additional treatment capacity, hospitals establish on-site independent treatment areas or off-site centralized treatment areas, local police establish a secure perimeter at each area and manage crowd control.

Reception and care of victims is a common operational demand for most community wide disaster events.  Emergency authorities provide short-term--from a few hours to a few days—support in the form of food and accommodations for victims.  Many operational personnel and disaster researchers (Quarantelli, 1982a; Kramer and Bahme, 1992) use the terms "emergency sheltering" or "temporary sheltering" to describe this function.  However, in the technological hazard literature, the term, "sheltering" is reserved to refer to in-place protection from hazard impact (Glickman & Ujihara, 1989).  To avoid confusion, we use the term "reception and care" for temporary accommodations of disaster victims.

The jurisdictional emergency authority should designate an internal coordinator for reception and care who is responsible for dealing with groups operating reception centers.  These usually are the Red Cross and Salvation Army, but may include other groups such as a local government agency or faith-based agency.  The local incident management system should include a protocol for connecting the reception and care function with the emergency medical function and the search and rescue function.  Many large municipal fire departments operate emergency medical services, ambulance transportation and technical rescue units.  In these cases, the connection is straightforward, but whether or not the local government controls all the functions, coordination is usually managed through the jurisdictional emergency operations center.  A decision protocol should be devised and published for determining the number and location of the reception centers to be opened.  The nature of the disaster impact--delineation of what areas are safe and for how long---and projections of the number of people involved form principal bases for this decision.  

Emergency authorities may also address a variety of routine demands associated with provision of accommodations.  Most of these issues are detailed in the standard operating procedures of the organizations providing care, especially the Red Cross.  We mention these here because there are circumstances—exceptionally large numbers of victims for example--under which local governments may be forced to establish reception centers as an alternative or in addition to those established by expert provider organizations.  A prime concern in the operation of reception centers is the development of a system for recording citizen users.  Many jurisdictions use laptop computers with simple software for this function.  Such recording allows authorities to link with population monitoring processes, especially accountability and casualty assessment.  It also promotes the reunification of separated families and enables accurate counts for feeding and sleeping facilities.  One should also devise a process for assessing whether victims need clothing and sleeping facilities during their time at the shelter and if so, how the logistics of obtaining such material is handled.  Feeding demands also require attention.  The number of meals served, the place for service, cooking arrangements, food storage arrangements and food transportation arrangements are important logistical challenges. Sanitation, bathroom facilities and shower facilities must also be considered when reception centers are established.  The presence of family pets in these facilities can be problematic when not anticipated; at a minimum one must consider food and sanitary needs of pets.  Historically, the attempt to eliminate pets from shelters is a strong disincentive for families to shelter.  Some arrangement is normally required for the presence of children in shelters; games, toys and nursery facilities are commonly provided.  Finally, victim information needs tend to be high when sheltering.  Authorities should include sheltered populations in their public information systems, and where possible provide timely individual information regarding the condition of evacuated areas.

Search and rescue in a focused impact area poses special challenges for emergency authorities. Victims and bystanders often perform spontaneous search and rescue immediately following impact.  Once emergency responders reach the scene, these spontaneous rescuers may or may not be incorporated into professional efforts.  While it is generally desirable to clear victims and bystanders as part of securing the scene, in some cases there may be insufficient time and professional personnel to accomplish the clearance task, or the general shortage of manpower may demand volunteers be used.  It is important to remember that in hazardous materials incidents and terrorist WMD incidents, victims and bystander helpers may be contaminated, requiring that they be removed and treated.  There is also considerable risk to rescuers working in fallen structures, requiring professional responders for this task.  At best, untrained volunteers should be considered only for lower risk tasks; otherwise they risk becoming victims whose care will further slow the emergency response.

Research has documented that the search and rescue (SAR) function often takes place in loosely structured situations with uncertain exercise of authority (Quarantelli, 1980a).  The time pressures are immense (if rescued victims are to survive), and an effective effort is largely dependent upon pre-planning.  In many cases, particularly in urban areas, some professional responders will reach the scene and initiate SAR quickly.  If the search demands are small and the personnel are trained in technical and heavy rescue (and carry equipment) SAR can be completed with dispatch.  As the impact area becomes larger or the environment becomes complex (building collapse), the SAR function must add additional personnel and equipment to the initial response.  In these larger efforts it is critical to designate a coordinator (commander) for the search and rescue effort, and have available a listing of organizations (public and private) available for SAR work. Since volunteers are often involved in rescue, authorities need a procedure for documenting their presence and incorporating them into work groups. When SAR is commanded within a fire department incident management system, control is vested in the incident commander and resources are managed through the dispatch and deployment center, the emergency operations center or both. The SAR function should contain a protocol to maintain communications with the shelters, the emergency medical care function and the morgue.

Drabek, Tamminga, Kilijanek and Adams (1981: 240) point out that unplanned contacts with the mass media during SAR form a key operational problem resulting in the inappropriate release of victims' names, harassment of victims, and inappropriate release of information about the progress of disaster operations.  To minimize such difficulties, procedures can be developed in the plan to explicitly manage media relations.  In some cases, the media can be excluded from rescue operations by controlling access.  An on-scene public information officer may be assigned to oversee media, or reporters can be directed to an offsite location and given special briefings.  It is also standard operating procedure to brief SAR workers regarding limitations on the release of information.

Finally, following the bombing of the Alfred P. Murrah building in Oklahoma City and especially since the September 11th 2001 attack on the World Trade Centers, urban fire departments have been aware of the need for a heavy rescue component in SAR.  Heavy rescue refers to recovering victims from urban building collapse and is an important issue in both earthquake and terrorism preparedness planning.  Unfortunately, the number of U.S. fire departments currently deploying heavy rescue units as part of their normal response compliment is small.  For this reason it is appropriate for emergency authorities to directly address needs associated with a heavy rescue capability.  The plan should assign a lead agency for heavy rescue, maintain a list of available heavy rescue equipment, establish decision criteria for triage of buildings in the event of multiple collapses and create a protocol for quickly obtaining services of victim location specialists (using infared or audio technology or dogs). 

Emergency medical care and morgue functions vary across jurisdictions.  In many cases, fire departments house the emergency medical services (EMS) function as well as the ambulance function.  There are a few jurisdictions in the U.S. where either or both EMS and ambulance functions are performed by separate departments and sometimes private sector organizations. Medical care for disaster victims is provided by three components of the emergency response: emergency personnel in the field, the network of local hospitals and the National Disaster Medical System (NDMS). At the scene victims receive the initial medical intervention in a chain of care that continues to hospital emergency rooms and through definitive care.  Casualty assessments are aimed at appropriately distributing and managing patients to insure quality care. Medical management at the scene serves four functions: triage, medical treatment, mental health support, and patient transportation to definitive care.  

The objective of triage is to sort victims to preserve the maximum number of lives through rapid and effective utilization of medical treatments.  Depending upon the hazard agent, victims are triaged in terms of those most likely to respond to medical treatment and pharmaceuticals.  Triage tags indicate patient treatment classification (immediate, delayed, etc.). The tag identifies injury type and treatment administered in the field, and forms the initial tracking system for patients. In incidents with very large victim counts, triage may be indicated initially by marking the priority on the patient’s forehead with a felt pen. A triage tag is then attached to the patient as soon as feasible. 

Treatment areas are established away from the immediate threat to allow treatment to begin at the scene. The treatment administered is consistent with agent identification and supported by consultation with specialized personnel. Medical treatment addresses supportive needs for (airway/respiratory and cardiovascular) of patients and may involve antidote administration (for chemical agents).  Areas are designated near treatment areas to serve as collection points for patient emergency transportation (ambulance) to hospitals.  Treatment personnel will oversee patients in such zones to monitor or deliver any needed continuing care.  Ambulatory victims, once given initial assessment, decontamination and treatment, can be transported en mass on designated vehicles (busses). 

Particularly in a terrorist incident it is important to attend to the mental health needs of victims and/or their survivor relatives.  Many local fire departments maintain Behavioral Health Units to response to such needs and the Red Cross and other voluntary associations maintain both volunteer rosters and regular staff with mental health specialization.  Behavioral health support to victims and victim families is likely to be needed both during operations at the scene and later.  At the scene, behavioral health personnel are present (in appropriate PPE) at the decontamination lines, in the treatment areas, and at the transportation Branch.  The mission of these personnel is to attend to the crisis mental health needs of victims, thereby assuring smooth operation and continuous flow of patients through decontamination, treatment and transportation.

Behavioral health units and personnel may also be deployed to receiving hospitals to support hospital behavioral health professionals in caring for short-term victim needs, including debriefings.  If mass shelters are established for victims, behavioral health personnel provide similar services at those locations. After the incident, the behavioral health units serve as a referral resource to victims and families linking those in need with appropriate community resources including medical or mental health care.

Disaster victims may be moved from the scene to receiving hospitals or to mass shelters as appropriate according to casualty assessments.  In terrorist incidents involving WMD, except under unusual conditions, only patients who have been decontaminated are transported.  This reduces the load on decontamination teams at hospitals and also reduces the probability that an institution would become contaminated.  Victims are transported in a variety of vehicles, depending upon victim condition and medical need.  The options include ambulances, multiple occupant vehicles, and if appropriate by helicopter. 
In the event that patient’s injuries merit it or the local hospital system is overloaded, patients may be moved to the National Disaster Medical System directly from the scene.  The NDMS is a system of military aircraft equipped to sustain treatment and move patients anywhere in the United States for extended care. 

Hospital disaster response is guided by each institution’s individual disaster plan.  These plans address six issues: internal and outside hospital security, lock-down processes, establishment and conduct of decontamination, tracking for walk-in patients (not transported from a scene), decisions to treat patients inside the facility and/or in treatment areas outside the hospital, and triage for walk-in patients.  

Hospitals designated to receive patients from a scene (receiving hospitals) are notified through the relevant Dispatch and Deployment Center that a disaster is in progress. Hospital disaster plans usually require that receiving hospitals engage lock-down status.  Internal notifications of hospital staff and physicians are handled by the hospitals. Through individual disaster plans, hospitals determine the need to identify and utilize public buildings and/or out-of-hospital areas for different levels of patient care.  The jurisdictional EOC may assume some responsibility to acquire space to establish off-hospital site medical care facilities (commonly known as Medical Aid Stations), or hospitals may open pre-arranged on-site areas (hospital parking lot areas, adjacent medical buildings). Factors in the decision to treat outside the hospital include the potential for facility contamination by victims, the number of victims, the types of treatment/antidote administration required, and the nature of injuries.


In the case of WMD terrorist incidents, emergency authorities, through the EOC, may plan to insure that drugs, antidotes and equipment (as adjuncts to those maintained at hospitals) are moved to hospitals from a jurisdictional cache.  The EOC Pharmaceuticals representative monitors pharmaceutical needs and obtains additional drugs and re-supply through EOC links to the local drug suppliers and pharmacies and the National Pharmaceutical Stockpile.


In addition to patients transported from the scene, hospitals expect “walk-ins” or self-referred patients transported by themselves or others to the facilities.  Hospitals assume responsibility for decontamination, triage and treatment of such patients.  This includes primary set-up of decontamination and maintenance of PPE for hospital personnel.  Emergency authorities may or may not explicitly assign jurisdictional resources (fire department units) to support hospitals in decontamination and treatment as scene demands de-escalate.


Hospital medical staff determines patient treatment needs and the nature of definitive care.  If appropriate care is not available in the local hospital community, a medical decision may be made to refer the patient to the NDMS for transportation to definitive care. Individual hospitals will determine their patient capacity and coordinate that information with emergency authorities.  When a hospital closes due to maximum patient load, victims are transported to other receiving hospitals.  If all area hospitals become saturated, victims from the scene will be transported to the NDMS receiving area for transport to care.

In most jurisdictions, the establishment of morgues and the handling of dead in disasters is regulated by law (cf. Hershiser & Quarantelli, 1976).  Emergency plans normally specify the location of temporary and permanent morgues, the procedures for moving dead to the morgues, and the procedures for claiming bodies.  Also, provisions are routinely made for maintaining records of both identified and unidentified bodies. In the United States, the County Medical Examiner’s Office typically embodies the morgue function.  The medical examiner task encompasses seven general functions as enumerated below:


• Receive human remains.


• Safeguard personal property.


• Identify the deceased.


• Prepare and complete case file records on each decedent.


• Photograph, fingerprint, and collect DNA specimens as appropriate.


• Provide death certificates.


• Coordinate and release remains for final disposition.

The medical examiner has the responsibility for handling remains and an important role in the chain of evidence related to law enforcement proceedings in the case of terrorist incidents.  If the number of fatalities exceeds the capacity of the established morgue facilities, the process of expanding morgue capacity takes into account issues related to security, accessibility to utilities and transportation. Alternate sites need to accommodate the rapid set-up of multiple examination stations.  This includes partitioning into principal areas for (1) receiving bodies [and instituting accounting/tracking], (2) decontamination if appropriate, (3) examination/autopsy, (4) toxicological chemical laboratory examination, and (5) assignment for disposition, including issuance of a Death Certificate. Most medical examiner offices maintain a permanent force of vehicles and personnel to move deceased from place of death to the morgue.  In high death toll events, emergency authorities should plan to supplement the transportation capability.  Law enforcement normally provides security for all morgue facilities. 


Special public health response to bioterrorism incidents requires planning by emergency authorities, both because there is a tenuous tradition of collaboration with public health agencies and because biological agent management requires special expertise. In the US, local public health departments are centers of medical and epidemiological expertise.  It is unlikely public health officials would play a major role in nuclear or chemical terrorist attacks, or in incidents caused by explosives or incendiary explosives.  Public health expertise focuses upon biological agent management.  Such departments conduct surveillance for evidence of epidemic, do scientific investigation aimed at identification and control of the agent, specify preventive measures for populations, and to the extent possible implement those measures.  It is desirable to have local public health represented in the jurisdictional EOC during any large-scale disaster to provide medical guidance.  In the case of biological threats managed from the EOC (where a focal geographic scene for response is not present), the role of public health is central.  Two special powers are vested with public health departments and used in biological incident management: mass prophylaxis and quarantine.

The need for administration of immunizations or prophylactic medicine to the public may arise with biological agents where medical therapy (beyond supportive therapy) is indicated and/or vaccines exist in sufficient quantity for mass treatment.  An order for mass prophylaxis or immunization must come from a state or local health department. Thus, the decision to initiate mass prophylaxis or immunization is a medical decision, made following confirmed WMD biological agent identification, based on the known efficacy of the medicine, the time available, and the availability of medicine.  In most jurisdictions, medical personnel based in the EOC determine the need for mass immunization.   Upon EOC staff recommendation, public health authorities will make the decision and issue the order for implementation (or decide to not concur).  Drugs and/or vaccines can be obtained locally (government cache or private system) and through the National Pharmaceutical Stockpile.  Although there are jurisdictional variations, public health departments usually oversee the mass immunization. Public information is critical during the execution of a mass prophylaxis/immunization campaign, and is usually handled through multiple jurisdictional public information officers. 
The definition of quarantine varies among states in the U.S., but generally refers to the isolation of citizens or property in the context of a significant public health threat.  Because only public health authorities can legally impose confinement by quarantine, those authorities will determine the area and timing of isolation. Police will conduct any evacuation that is necessary to implement quarantine.  In most states, citizens under a quarantine order may legally be forcibly removed from their homes and transported to public health sanctioned shelters, if it is necessary for the preservation of public health. If the quarantine confines residents in place, police establish and maintain an appropriate perimeter and oversee access control.  If the quarantine confines residents to an off-site location, police usually implement the evacuation. Police maintain security at off-site shelters.  It is important for emergency authorities to remember that only public health authorities can legally rescind a quarantine order. 

Hazard exposure control is a function that is contingent upon timely and accurate emergency assessment.  It refers to minimizing exposure of either citizens or emergency responders to hazardous conditions following an impact.  For the most part, hazard exposure control for citizens in achieved through some strategy of exclusion from the impact area accompanied by selective evacuation or in-place sheltering in response to changing impact conditions (for example, the appearance of a plume). Police and fire department personnel working in an impact area will use PPE and follow safety protocols that are part of their standard operating procedures.  Emergency authorities should explicitly plan for civilian volunteers, public information officers, or members of other local government departments (transit, public works, housing) that may be operating near a hazard area.  These personnel may be performing diverse activities such as reinforcing levees with sandbags, guiding tours of mass media, various technical monitoring tasks, movement of ambulatory patients from a scene, and barricade placement. Such personnel should be protected by frequent hazard and environmental monitoring, and assured ready access to communication with emergency assessment personnel.  Specific protections depend upon the nature of the hazard.  For inland flooding, this means receiving information about the rate of rise and expected crest of the water.  For hurricanes, one monitors the position of such personnel relative to the height of the storm surge and the time and proximity of the storm landfall to their location. 

Environmental surety is an issue whenever the hazard agent is capable of leaving a dangerous residue in the atmosphere, soil or water.  Hazardous materials incidents involving chemical or radiological agents, even small scale events, potentially create such effects.  Thus, most jurisdictions through hazardous materials response teams have some protocol for testing, monitoring and abating such residues.  When the treat involved stems from a WMD agent, whether chemical, radiological or biological, the specific agent itself may be exotic and the required follow-up is substantial. 

The achievement of environmental surety is complex and is addressed at many phases of overall incident management to varying degrees, but it comes to the forefront in the later phases of the process.  It is of critical importance to recognize in conjunction with environmental surety that the “environment” being addressed is also a WMD crime scene.  The imperative to render the environment safe must therefore be balanced with the goal of capturing and preserving evidence.  Thus, as the Lead Federal Agency for crisis management, the FBI supports threat assessment and evidence collection throughout all phases of the environmental surety process. 


For WMD events that have one or more definable areas of contamination, particularly where Hazardous materials technicians have mounted operations, the on-scene incident commander usually insures that all personnel, equipment and apparatus in the Hot Zone and Warm Zone are decontaminated.  In addition, all equipment, vehicles and apparatus potentially exposed or suspected of exposure also should be decontaminated.  Following completion of the decontamination processes, hazardous materials technicians will collect samples of runoff from the decontamination corridors and then shut down the corridors in keeping with local standard operating procedures. If decontamination is conducted and runoff water is collected, it can be held and/or treated until the WMD agent is identified.  Testing the water to establish neutralization usually requires submission to a laboratory (unless the on-scene assessment can establish no contamination).  The tasks of agent identification and cleanup are different processes; agent identification is a prerequisite for determining appropriate clean-up practices.


For all contamination, site threat assessment, mitigation and management (including monitoring and re-entry determination) follows the process local processes (which in most cases are consistent with FEMA guidelines). In most jurisdictions, this process is accomplished through the coordinated efforts of several different agencies (usually at a state or county level, assisted by federal agencies).  The state department of emergency management normally oversees the coordination of consequence management, and serves as the direct contact with the Federal Emergency Management Agency (the Lead Federal Agency for consequence management). The state (or county) health department (laboratory services and epidemiological investigation), the National Guard, and state transportation department support threat assessment and monitoring in terms of special equipment and capacities possessed by each agency.  These agencies typically have specialized roles in the collection and analysis of samples for agent identification (to define the direction and extent of mitigation efforts), and for monitoring the extent and nature of contamination.


Extraction of samples and testing are usually done by state or county level environmental protection or quality departments who make initial assessments using both internal and contract personnel and equipment.  In WMD/biological events (as defined under the Comprehensive Environmental Response Compensation and Liability Act), these agencies coordinate with the U.S. Environmental Protection Agency to implement the National Contingency Plan.  The NCP coordinates environmental response, including site assessments, consultation, agent identification, environmental monitoring, environmental decontamination, and long-term site restoration (see Federal Response Plan, Terrorism Incident Annex, Section 5E4 “Environmental Protection Agency”).   Overlapping support, including epidemiological investigation, and public health, medical and pharmaceutical operational supports, are available from the U.S. Department of Health and Human Services Health and Medical Services Support Plan.  This support is located in the Centers for Disease Control and Prevention, National Institutes of Health, Agency for Toxic Substance Registry, and the Food and Drug Administration.


Environmental samples of soil, air, water and/or unknown powders or substances are usually collected and packaged by on-site hazardous materials technicians.  In most cases, state or county resources are necessary to conduct or supervise air sampling.  Environmental samples are collected and prepared for transport according to the instructions contained in the Center for Disease Control and Prevention (CDCP) standard operating procedures for containerization.  First responder teams communicate with the local FBI Office regarding transportation to the laboratory conducting the analysis.  For security purposes, and to insure that the chain of evidence is sound, transportation is handled by an appropriate law enforcement office (FBI, local, county or state police force) as approved by the local office of the FBI.  Chain-of-custody paperwork will be required unless otherwise determined by the FBI.  Responsibility for the samples is transferred to the laboratory staff through the chain-of-custody paperwork.  The laboratory is required to be a secure facility as determined appropriate by the FBI.   


Once samples are received, the laboratory tests the samples or will confer with or refer the sample material to the U.S. Centers for Disease Control and Prevention. Before transport, on-site hazardous materials teams with the assistance of the FBI should assess the unknown material for stability.  Samples transported should be accompanied by an assessment of the probability that the unknown material may be explosive or may off-gas when handled in the laboratory.

Emergency Management

Successful response to a community-wide disaster requires that the local emergency response system is able to mobilize its personnel and resources rapidly.  This, in turn, requires a predetermination of concept of operations and its elaboration in a jurisdictional disaster plan. Concept of operations is the vision of what emergency tasks are performed and how they are accomplished.  In almost every case, this demands centralized planning for command and control across a variety of local organizations (departments), a strategy for coordinating their collective response, and specification of how extra-community resources will be mobilized and integrated into the response effort.  In this section, we discuss seven specific functions that form the critical part of emergency management for the response phase.  The local emergency response system is documented in the jurisdictional emergency plan, and includes identification of the emergency functions performed, assignment of responsibility for performance within the local government organization, and an explicit identification of functions performed by external organizations upon which internal response is dependent.  In addition, the organizational structure must be defined in terms of the title and duties of each of the positions within the emergency response system and the reporting relationships among these positions.  Without doubt the most important lesson for twenty-first century emergency managers is that our work is achieved through coordination and cooperation with a large number of organizations, public and private.

Agency notification and mobilization initiates the emergency response.  Notification to the jurisdictional authorities comes from different sources, depending upon the nature of the threat.  Notifications from federal agencies (National Weather Service, Federal Bureau of Investigation, U.S. Geological Survey, Centers for Disease Control and Prevention and others) is usually provided to a jurisdictional emergency manager or to a police or fire department dispatch and deployment center.  For “routine” emergencies (or for apparently routine emergencies that escalate to community-wide disasters, such as some hazardous materials incidents or terrorist events), dispatch and deployment centers are the most common recipients of notification.   Once jurisdictional notification is achieved, it is the task of the emergency response system to notify within the jurisdiction and begin mobilization of appropriate resources.  The community's emergency response plan should specify the channel (telephone, radio, fax, etc.) and title of internal and external personnel to be contacted.  While virtually all emergency response agencies (including police, fire and public works) operate on a 24-hour basis, relevant departments that do not should be continuously accessible.  This is achieved by establishing a "duty officer" concept in some form. Without regard to what procedure is ultimately employed, this aspect of notification should receive explicit attention in an emergency response plan.  Furthermore, a specific protocol is required for activating the jurisdictional emergency operations center, including prompt recall of personnel to open the center.  In most municipal, county and state settings, digital pagers are used to both notify and initially assign personnel. This notification process should end only when all of the parties that have a duty or capacity to respond to the emergency have been informed.  The fundamental aims of notification are to identify the departments or agencies needed in the response, alert these organizations to begin their own activation processes, and prepare them to initiate the emergency response.  Thus, it is necessary for emergency managers to establish explicit criteria for determining who is likely to initiate the notification process, which parties they should notify, which communications channels are available and should be used, and what information should be transmitted.

This process of notification should be expected to differ among jurisdictions (i.e., whether a city, county or state is involved), among different types of hazard (natural, technological or terrorism) and in some cases with respect to different hazard agents.  As an example, let us consider the problem--and likely flow of events--associated with a transportation accident that involves a hazardous material.  In most cases, it is to be expected that the driver of the truck or crew of a train will, as employees of the carrier, attempt to notify their dispatcher and a state or local police office.  In any event, it is quite likely that local or state police will be the "first agency on the scene."  The first on the scene will, in turn, notify other local and state agencies including the lead state agency which will inform still other agencies at the state and local level and make the link to the federal response system.  In view of the preeminent responsibility of the states for the health and safety of their citizens and the role of the carrier as an agent of the shipper, it is common for these parties to play leading roles in responding to the incident.  The length of time that it takes to notify these lead parties could, under certain circumstances, take an appreciable period of time.  A serious truck accident in a rural area might, for example, produce a significant delay.  Contrary to such expectations, Hornsby, Ortloff, and Smith (1978), reported that in a spill of radioactive materials in southeast Colorado, the shipper was notified within approximately one hour of the truck wreck by the local county sheriff's office.  This was in spite of the fact that the accident took place in a rural area in the middle of the night and the driver of the truck was pinned inside the truck cab.  Taylor (1978) reported notification times of 10 and 20 minutes for a train derailment and a truck accident, respectively, and noted a one and a half hour lag in receiving notification of a different train derailment.  In all three cases these times refer to the length of time it took to notify the shipper.  He did not report the length of time that it took to notify the local authorities.  Finally, there should be a recognition that the information to be transmitted to the state's lead agency for hazardous materials will be coming from personnel who may have little familiarity with the materials being transported.  Consequently, it is desirable to have standardized forms available to agencies likely to be first on the scene so that the appropriate information can be obtained in a timely manner.

Notification in WMD terrorist incidents, particularly with biological agents, is complex because WMD/NBC agents have different characteristics and create different demands. There are three generic levels of surveillance that could trigger jurisdictional notification.  The first lies with police and fire department dispatchers who may receive a call self-identified as WMD/NBC or who may determine based on call screening that a WMD/NBC event is involved in a given call.  Another route for alert are fire and police personnel who respond to an apparently routine call, but notice “signs and symptoms” that indicate a WMD/NBC incident.  Still another route lies with epidemiological-type screening done by hospitals, state and county health departments, and the surveillance function of the local government.   


For almost all WMD/NBC events, the focal points for enabling (engaging) the local emergency response system are the police and fire department dispatch centers.  In terms of recent experience in the United States, it is expected that most WMD-Chemical and WMD-Nuclear incidents are likely to be reported or detected as a hazardous materials call or a medical (“people down”) call.  Notification of biological events may come through several mechanisms.  These are: a 9-1-1 call, police or fire personnel at a scene reporting signs and symptoms, after the fact by jurisdictional monitoring of employee absentee levels, treatment experiences at local hospitals, or by epidemiological surveillance systems of state and county public health.

As an example, figure 1 identifies principal avenues of biological agent detection with command and control consequences within a municipality.  The goal here is to isolate, for purposes of illustration, the high probability sources of detection; it is not expected that the avenues described here represent all possible detection scenarios.  Six paths are shown through which notice of a biological threat take place. Boxes 1 through 4 in the diagram indicate WMD/NBC detection that would come to either the police or fire department dispatch center.


Box 1 signifies receipt of a call from a perpetrator indicating that a WMD agent has been or will be dispersed. This call may be taken directly by PFD or PD dispatch and deployment personnel from the 9-1-1 system.  Or the call may go to another city, county or state agency, or mass media organization or other private source and be relayed to the 9-1-1 system.  Box 2 indicates the contingency where a WMD event has been detected, before, during or after an agent is released.  Such a report may come from (1) a citizen witness; (2) a perpetrator; (3) police personnel responding to a call; (4) a pattern of police calls, such as a series of “unidentified deceased” on the street; or (5) fire personnel responding to a call.  Police and fire personnel with WMD training are able to review all calls (without regard to type of call) for potential WMD use.  Consequently, police and fire personnel on duty may encounter (and report to dispatch) a potential WMD incident without regard to the nature of the call as it was dispatched.


Box 3 shows situations where the screening personnel in the police or fire department dispatch center determine that a pattern exists that may represent the consequences of any WMD agent release.  In many jurisdictions, both police and fire department dispatchers use screening criteria for all calls that include sensitivity for potential WMD/NBC agents.  Thus, these personnel themselves may conclude that a 9-1-1 call has sufficient elements of a WMD event and would consequently initiate the notification process.  Dispatch and Deployment also monitors other indicators of the possibility that a WMD event may be in progress.  This determination may be made through any of four possible conditions (although indicators may be changed or amended over time by jurisdictional authorities).  First, a pattern of absenteeism among jurisdictional personnel may be recorded.  Second, high levels of fire department or ambulance service hospital transport volume or hospital diversions –diversion is a hospital closure to EMS patients because the institution has reached patient capacity--may be observed by the dispatch center. High levels of transports indicate serious disease processes in the community, while frequent diversion is the first indicator that hospitals are reaching patient capacities.  Third, a serendipitous call from one or more private business concerns may be relayed to jurisdictional authorities; the nature of the calls can vary greatly but the substance of interest is a very high absentee or sickness level. In some cases, local news media organizations observe and report illnesses in the community.  This particular mechanism is obviously not a primary mechanism upon which any detection system depends, but remains potentially an important source of information.

  
Finally, the arrow from airport operations represents a source of information primarily with regard to individuals arriving or departing a local airport. Thus, in the event a plane arrives 
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Figure 1:  Notification Paths for Biological Agent Threat


with many ill passengers and there is a jurisdictional (fire or EMS) response, a report of illness of suspicious origin is usually made to the local dispatch center.  The current procedure used by the Phoenix, Arizona Fire Department (adapted from the San Francisco Fire Department procedure for San Francisco International Airport) involves conducting routine examination of patients–supported by the paramedics and the EMS Medical Director–and collecting location (origin and

destination) and personal information.  In the event of a medical determination that passengers have been exposed to a biological agent, the jurisdictional notification system would be implemented; such patients can then be quarantined or given other appropriate treatment and a law enforcement investigation undertaken.   


Box 4 captures situations where a fire department that participates in the area mutual aid system reports a suspected or detected WMD/NBC event. Police dispatch may also receive similar calls from other local, county or state police departments, although it is likely that such calls would go directly to the appropriate FBI Office.    


If the threat is determined to be credible, the dispatch center will notify the on-duty WMD commander (jurisdictional emergency manager).  Upon Notification, the commander will alert the area hospitals that a credible biological event is in progress, giving the city of origin and directing them to stand by for additional information.  The local NDMS Officer will receive notification of the same information at the same time as the hospitals (this NDMS contact is informational, since a request for the NDMS must go through state channels).  In both cases, the purpose of notification is to provide an alert, plus minimal initial information, regarding the existence of a credible incident.  Both NDMS and Hospitals receive further activation information later in the notification process.  


The WMD commander will consult with the fire department, police department, and local FBI WMD Coordinator to determine if a defined scene or locale to which personnel and equipment should be dispatched exists.  Again the task is straightforward for nuclear and chemical threats, but more complex for biological threats.  If it is determined that a defined scene is present, the incident management system response will begin through the fire department.  As shown in figure 1, this process entails three concurrent paths of activation.  First, fire department command level resources are notified. The police WMD Officer will initiate internal police department notifications and the FBI WMD Coordinator will initiate notifications as determined appropriate.  The second path of activation lies in the fire department dispatch center’s assignment of appropriate apparatus and personnel to the scene (building the IMS).  The third path of activation involves opening the jurisdictional emergency operations center (EOC), and sending a digital pager message to EOC personnel from agencies/organizations outside the City. Figure 1 shows that, in addition to the City agencies notified as part of the EOC activation, county, state and private organizations, including the NDMS, are notified.  Once full notification has taken place for scene-based events, all threat information and response actions will be directed by the demands at the scene, as identified by the Incident Commander.


In the case of a credible threat where it is determined that a scene is not immediately present, the WMD Commander will activate the EOC.  In this event flow, area hospitals, the NDMS and the FBI will already have been notified following the credibility assessment process; the remaining organizations will be notified upon activation of the EOC.  The EOC Command will oversee the functions needed to achieve agent identification, initiate epidemiological assessment and tracking, insure victim treatment, determine the need for and administration of prophylaxis, determine the need for and administration of quarantine (with potential evacuations), and initiate (under supervision of the FBI) law enforcement investigation.


Particularly in the case of biological incidents, three other detection paths in figure 3 are relevant.  Box 5 shows an avenue for potential biological event detection that lies with the area hospitals.  That is, a pattern of patient admissions or Emergency Department (ED) treatments with patients presenting similar complaints consistent with exposure to a biological agent may be noticed. Such detection could arise from observations by ED physicians or nurses, or by the institutional Infection Control Nurse.  Hospitals detecting such patterns would report to the county and state public health departments and the FBI. 


Box 6 shows the path representing the surveillance systems operated by the county and state health departments.  Such systems are more likely to identify large-scale exposures that produce a few medical casualties gradually over a period of time. Detection arising through a Department of Public Health result in the notification of the FBI. 


The purpose of figure 3 is not to capture all possible routes of detection, nor is it to display the complex detection, and command and control structures of county or state organizations. Instead, using a municipality as the focal point, the objective is to show the normal notification routes relevant to a WMD/NBC event.    

 
Mobilization and the emergency operations center in a jurisdiction usually takes place (as indicated in the above examples) through an emergency operations center or and EOC linked to a jurisdictional dispatch and deployment center. The community emergency operations center (EOC) represents the center of activity and direction when it is necessary to deal with the community-wide impact of a disaster or terrorist attack.  The emergency operations center is both a function and a location or place.  As a place, EOC's are tremendously variable--especially among municipalities.  At other levels of government, EOC's tend to have permanent locations and permanent equipment.  These arrangements are desirable in that they create a stable, visible, always ready location for disaster response operations.  At a municipal level, however, location arrangements tend to be more variable.  Some municipalities have tenuous sources of funding and often radically different disaster vulnerability patterns.  This condition means that municipal EOC's range from the permanent type, through many incarnations, to even temporary units.  In some municipalities, an EOC occupies space that is captured and configured at the time of the emergency, although its contents should be planned in advance.  The point here is not that arrangements other than a permanent EOC are somehow inferior.  Instead, it is meant to emphasize that accompanied by appropriate planning, effective EOC's can take a variety of forms.  Thus, one should not conclude that discussions of the functions of EOCs apply only to one type or focus exclusively on the well-funded permanent variety.

     Compared to location issues, the functions of the EOC are much less variable across municipalities and different levels of government.  The EOC is always the control and coordination center for mounting a response to a community-wide disaster event.  This means that in addition to assembling and managing the local government's emergency response, the EOC serves as the hub for communications with other levels of government, the private sector and the public.  

     In a disaster of any magnitude, it is true that numerous units with the title "emergency operations center" might exist.  In large municipalities, fire and police departments may operate their own EOCs; fire departments base these in dispatch and deployment centers, while police departments may do the same or establish stand-alone technical operations centers (TOC).  It is also common for public works and transportation departments to maintain an EOC.  The important distinction, however, is that these EOCs focus on the management of the response behavior of single organizations.  The directives for response policy and operational assignments come from the municipal (or other jurisdictional) EOC.  The departmental EOCs accept such directives and call upon their own standard operating procedures (or devise "on-the-spot" procedures), and then dispatch only their own personnel and resources.  Departmental EOCs have representatives at the municipal EOC who serve as communication conduits or liaison.  

     Thus, there are layers of EOCs within any particular municipality (or within any higher level of government for that matter).  EOCs are nested within one another with the objective of regularizing or making explicit communication and action links in the municipal chain of command.  This nesting idea is a useful tool for specifying the composition of the municipal EOC.  The actors in a municipal EOC typically represent the critical organizations responding to the disaster event.  At the municipal level, one usually finds representatives from police, fire fighting, emergency medical services, and public works (streets and transportation).  Public and private utilities (gas, water, electricity), and the Red Cross (or Salvation Army or whatever organizations manage victim sheltering and welfare) are also usually represented.  In addition to these, representatives of organizations associated with higher levels of government (county, state, national) may occupy the community EOC.  One would expect representation by higher jurisdictional authorities to be unique to the specific disaster event (for example, the FBI in a terrorist attack). This enumeration of representatives to a municipal EOC is meant to be suggestive rather than exhaustive.  Clearly the organizations represented in the municipal EOC depend on the nature of the threat itself and upon the particular net of inter- and intra-governmental resources needed to respond to that threat.

     The jurisdictional EOC is also staffed by a variety of function-relevant officers charged with oversight and coordination of key features of managing the emergency at hand.  Thus, virtually all EOCs have a communications officer and a public information officer.  Most also contain a damage assessment officer and an operations and resources planning officer.  The EOC commander directs management of the operations center.  Usually this role is filled by the local emergency manager (or sometimes by a person designated by this officer) or a city manager or deputy advised by the local emergency manager.  In some municipalities, the EOC commander is the fire or police chief.  There are two common patterns for command of a municipal emergency operations center.  In one pattern, the EOC commander is the municipal emergency services director or coordinator.  This person consults with EOC staff, devises policy for immediate disaster response, consults with municipal authorities for policy approval when appropriate, and implements policy.  This approach involves direct contact between municipal authorities and the EOC commander.

     A second pattern of EOC management involves the use of an "disaster management committee" or advisory body different from the EOC commander. Often the advisory group is headed by a chief elected official and includes the directors of key departments in the municipality, for example police, fire, and public works.  Disaster emergency response policy may be devised by the EOC commander and reviewed by this group, or the EOC commander may create policy in consultation with this group.  In any event, after reaching some agreement with the advisory committee regarding policy, it is implemented by the EOC commander.


     The most important part of the emergency operations center rests with the functions it performs relative to disaster response.  Perry (1995) has argued that EOC's should be designed to accomplish six crucial functions.  These are coordination, policy making, operations, information gathering, public information and hosting visitors.  Although each function is critically important in itself, coordination is often viewed as the central task.               


     Coordination involves receiving and analyzing information from emergency assessment activity regarding the nature of the threat and marshalling the available organizational resources to act in concert with each other to counter the threat.  Consequently, the EOC is responsible for insuring that responder organizations are working together and are aware of one another's missions, responsibilities and areas of operation.  The jurisdiction’s comprehensive emergency plan forms a framework for coordination.  It is in this plan that one finds the specified mutual-aid agreements, task assignments for different responding organizations, chains of command and enumeration of available resources.  Coordination is therefore facilitated and framed before a disaster strikes and codified in the plan.  Within this framework, the EOC commander must creatively and spontaneously address implementation and mobilization problems of the moment, but the bases of coordination are established in the planning process and crystallized through experience with disaster exercises or drills.

     The second function served by the EOC is policymaking.  Concern here is with the creation of policies that guide the overall emergency response to a particular disaster event.  These tend to be broad decisions that affect the nature of the response itself, rather than specific operational decisions that are made in the field. Once again, the comprehensive emergency plan should specify many such policies for responding to particular disaster events.  Much of the policy, however, may be generated by situational demands (for example magnitude, timing, or specific impact area of the threat) and consequently not be covered in existing plans.  Such policies usually represent managerial and strategy decisions made by the EOC commander.  

     The third function of the EOC is to oversee the management of disaster operations. This does not mean that decisions relevant to on-scene operations are made in an EOC; incident commanders are best positioned for such decisions.  Instead, concern here focuses on devising and implementing a response strategy to deal with agent generated and response generated demands.  Typically the constellation of disaster agent-generated demands changes as time passes from the time of impact; demands associated with initial impact may decline while new demands arise from secondary threats.  Thus in large floods, the initial concern with rescue and evacuation give way to concerns with public health associated with potential overflow of sewer systems and contamination of drinking water systems.  This environment means that response operations change over time and consequently managerial needs also change.  Hence to properly execute the management function, the threat environment must be continually monitored, and response resources (including personnel) continually be reviewed and re-deployed to insure optimum community-wide management of the disaster impact.

     The information needs associated with disaster impact, taken together, form the fourth function of the EOC: information gathering.  The scope of information gathering by the EOC is necessarily very broad.  Some specific kinds of information, such as collection and interpretation of damage assessment data, are so critical that they form functions of the EOC itself.  Outside damage assessment, the EOC requires information on the success of the execution of the overall disaster response.  This includes information on the timing and effectiveness of operational decisions and deployments. These data are useful in the short run to adapt managerial strategy to event demands, but also in the long run (after-action assessments) to provide feedback that might help to improve management of future similar disaster events.  The EOC is also a clearinghouse for information; it collects and collates information on the activity and success of different responder agencies and relays the information to other responder agencies with related tasks.  In terrorist attacks involving chemical agents, agent identification is performed on-scene and the outcome relayed to the EOC.  The EOC then contacts toxicology specialists, gathers information on medical treatments of choice, and relays this data to receiving hospitals.  Although related to the EOC coordination function, such information relay provides different responder organizations with concrete data upon which to make specific deployment and strategy decisions for their units (drawing on the experience of co-responders).  Finally, the EOC is often queried by elected officials, other EOCs and interested parties regarding the nature and progress of community-wide disaster management efforts.  Thus, the jurisdictional EOC must collect and disseminate response-relevant information, as well as preserve it for future use.  This does not, of course, mean that the EOC should become a sort of library; such a move would not be consistent with the role of the EOC.  It does mean that some form of simplified record management should be devised and utilized during emergencies.

     Another important function of the EOC is to disperse public information.  The public information function is sometimes poorly connected to the EOC.  Such arrangements invite difficulties associated with misinformation and ambiguity to the extent that those who disseminate information are not directly connected to the principal source of accurate response data, namely, the EOC.  With regard to public information needs, two audiences are of principal concern: the general public and the public-at-risk.  Another important audience that sometimes serves as a buffer between the EOC and other publics is the mass media.  Indeed, the mass media form an important channel through which disaster managers can disseminate information. Historically, it is also known that the mass media will disseminate information on its own if disaster managers fail to cooperate and provide information. Thus, effective disaster management virtually requires some consideration of the mass media.    

     Forming an information dissemination function connected to the EOC can solve a variety of difficulties that commonly arise in disaster management.  One such difficulty stems from multiple and conflicting messages being disseminated regarding the threat and the progress of the response.  When the EOC forms the principal point of contact with all media, the probability of this happening is much reduced.  It is critical that responder organizations in the field not become sources of independent contact with media.  By centralizing this function in the EOC, and placing it under the supervision of a public information officer (PIO), one insures that consistent and accurate messages are disseminated, and at the same time makes it easier for media to obtain authoritative information. The dissemination of accurate information to the public at large can also reduce demands on the emergency response system.  This reduction is accomplished by insuring that outsiders know where the impact area is located and how to avoid it.  Consequently there is less convergence and outsiders can locate friends and relatives relative to impact, reducing the apparent need to telephone, visit or "rescue" such people. 

     With respect to information dissemination to the population-at-risk, the PIO shares responsibility with managers of organizations charged with such generic functions as warning, evacuation and sheltering.  One key feature of such communication is that response authorities must develop a capacity to disseminate information that permits citizens to determine whether or not they are actually in danger.  This procedure was not well handled, for example, during the l979 reactor accident at Three Mile Island (Pennsylvania), and resulted in large numbers of citizens defining themselves to be in danger when, in technical terms, they probably were not. Inappropriate definition of personal risk or danger creates substantial problems.  For instance, in evacuations, if too many people define themselves as in danger, important exit routes can be clogged (slowing the time needed to establish protection) and victim shelters can be overloaded (taxing the response system further by increasing response-generated demands).  An appropriately coordinated information dissemination effort can substantially reduce such challenges to emergency managers.

     Finally, the EOC must develop a capacity for hosting visitors in a constructive fashion.  EOC managers often do not anticipate that visitors (usually government VIP's and elected officials) will arrive on site.  Sometimes these visitors have legitimate disaster related functions, and sometimes there is no function beyond a desire to show concern for the situation.  In large-scale disaster impacts, particularly those of regional scope, the number of visitors increases.  Since the operational structure of an EOC cannot easily accommodate visitors without a specific response-related function, and VIP's are difficult to turn away, it is important to develop a capacity to receive such visitors.  This is usually not a demanding function, but develops most effectively if planned for in advance.  Usually a PIO can be assigned to escort groups of visitors and explain operations and answer questions.  It is also important to have designated space or a place for visitors near the EOC that allows them to feel supportive and gain information, but at the same time remain a minimum obstacle to operations.

Public information in community disaster management is important and the function extends beyond the EOC. In the jurisdiction’s comprehensive emergency plan, care should be taken to clarify the structure through which information will be communicated to the public, whether the contact will be through the mass media or some more direct channel.  Several issues must be dealt with in particular.   First, a chief jurisdictional public information officer (PIO) should be designated.  Second, all other officials, responders and managers associated with the emergency response should be instructed to direct all media inquiries to the public information officer. Third, the PIO should maintain open lines of communication and be in close contact at all times with the EOC and the emergency director.  An effort should be made to centralize and formalize the public information effort through the assignment of specific space for press briefings and the scheduling of regular briefings.  Also, it should be acknowledged that there are at least five primary audiences for public information: the public-at-risk, the public-at-large, other jurisdictions, other levels of government, and private organizations with emergency relevant resources.  The PIO is the chief contact with the public-at-large, while responsibility for communication with the public-at-risk is shared with those controlling the population warning function.  Responsibility for disseminating information to other jurisdictions, other levels of government and private organizations is shared with communicators at the EOC.  Each audience needs a different type of specialized information.  The public-at-large may be roughly divided into two segments, each requiring a different type of event-relevant information: (1) the geographically nearby public, that may mistakenly believe itself to be in danger; and (2) the geographically distant public, that is not likely to believe itself to be in danger.  This segmentation is very important from the standpoint of managing an emergency since inappropriate definition of risk by citizens can be very problematic.  Having too many people incorrectly define themselves as in danger could, if evacuations were involved, result in unnecessary clogging of exit routes.  Having too few people define themselves as in danger introduces the problem of slow warning response times and general hesitance to comply with suggested protective measures.

The needs of the regulatory and other interested government agencies may conflict with those of the public (both the public at risk and the public at large) since these agencies are likely to want considerable depth of technical information regarding the event (which may require careful coordination among those responsible for all of the generic functions listed here).  However, technical details are likely to be beyond the ability of many members of the public to understand, even if these details are accurately transmitted by the news media (which is itself by no means a foregone conclusion).

Experience in emergencies and exercises have demonstrated that it is desirable to have a broadly knowledgeable spokesperson who can call upon technical specialists to elaborate upon specific questions as necessary (Fink, 1986).  This spokesperson should conduct news briefings on a periodic basis in a location that has been established in advance and disseminate emergency information whose release has been coordinated with spokespersons from other emergency response organizations.  Provisions should be made for the rapid preparation of graphic materials, such as maps, process diagrams, and organization charts to be used in emergency press briefings.  Such materials will describe the location of the hazard impact zone and assist those conducting briefings in describing the organizational response to the emergency.

At an operational level the direction of public information and affairs can take one of two forms, depending upon the size of the incident and whether or not a focused geographic scene is present.  In small, short duration incidents with a defined scene, the public information function is often based at the scene, attached to the incident command, but administered by a public information officer.  In incidents that are large enough to merit activation of the jurisdictional EOC, or where there is no defined scene, public information and affairs can be handled through the PIO Section in the EOC.  The PIOs are responsible for all information needs and demands in the context of any incident.  Incident Command (whether in the EOC or at an incident site) is responsible for initiating the PIO section.  The PIO section supplies information several audiences.  These include the public-at-large (incident status, risks, and mitigation measures), the public-in-quarantine (incident status and quarantine conditions), the public-in-treatment centers or medical aid stations (incident status), and the public-in-evacuation shelters (regarding their confinement and the overall incident).  Any person in any form of shelter, quarantine or medical aid station overseen by the EOC also should be given available information on family members and reviewed by behavioral health professionals.  Finally, as an incident concludes, the PIOs would continue to distribute information to the public-at-large and to those impacted at some level by the incident regarding decontamination and environmental surety issues.    


Effective management of the public information function within a jurisdiction requires systematic training and information sharing among all jurisdictional PIO personnel.  For example, many departments within a municipality maintain PIOs (particularly fire and police), and it is important that formal channels be established linking them during an incident to avoid dissemination of conflicting, incomplete or inappropriate information.  Particularly for terrorist incidents and other specialized threats, many jurisdictions have implemented specialized PIO joint training for all internal department PIO’s, and PIO’s from other relevant governments and private organizations who may participate in an emergency response.  Logistics that should be addressed by such training include the development of guidelines for information release under crisis conditions, development of back-up communications facilities, and creation of “contingency message drafts” for different levels and types of threat agents. It is also a common practice to reserve an area for media representatives near the EOC but that will not interfere with operations personnel.  To make these areas more attractive to media representatives, they can be equipped with multiple phone lines and computer outlets, and also directly linked to the EOC command area by television monitors.  


The Incident Commander (IC) is responsible for the management of public information at the crisis scene and is usually assisted by an on site public information officer.  In some cases, PIOs from multiple departments will also be present.  The PIO at the scene has four principal responsibilities.  First, the PIO keeps incident command informed about the information demands of the media, as well as the overall magnitude of the media presence near the scene.  All media issues must be resolved with the approval of Command.  Second, the PIO conducts media briefings and press conferences on an “as appropriate” basis.  The briefings typically include not only information on action at the scene, but also assessments of changing magnitude of the risk vis-a-vis the larger public.  If there is risk to all or a segment of the public, information can be disseminated to reporters regarding what citizens can expect, what can be done to mitigate the risks, how long the danger will exist, and so on.  If there are specific risks to the non-scene public, other means of direct communication (warning by fire and/or police personnel, Emergency Alert System [EAS], or another mass communication mechanism) also can be instituted.  Third, the PIO facilitates all requests for media orientation tours.  The PIO is responsible for providing appropriate PPE to the scene for media and insuring its proper use.  Finally, the PIO advises incident command when on-scene conditions have reached the point that, either due to the size of the media contingent or scope of information needs, the EOC public information area (away from the scene) needs to be activated. With the activation of the EOC PIO area, all media representatives are moved from the scene to the EOC Media area.  At this time the chief jurisdictional PIO usually assumes control of the public information function.

In very large incidents or situations where no defined scene exists, the jurisdictional EOC is almost always activated; in non-scene events or those with many scenes the EOC personnel assume the command function.  When the EOC is activated the PIOs are usually managed by the jurisdictional PIO. The jurisdictional PIO also determines the level of staffing necessary to support the public information effort (and coordinates callout of these personnel) and is responsible for opening the media area.


The PIO section in the EOC fulfills functions in the non-scene and large incident system similar to those addresses in the small incident system.  A major distinction, however, is the level of demands placed on the PIO system in the former setting, as well as the length of time the PIO section will be active.  The principal PIO functions focus on three general areas of responsibility.  First, the PIO section supports incident command by sharing concerns arising from the media and from citizen inquiries, and by executing directives from command regarding dissemination of specialized information.  Second, the PIO section maintains current crisis information through the development of fact sheets, maintaining contacts with crisis-relevant experts, and developing a planning and record keeping system (and sharing this information within the section through regular section meetings).  Basic background information sheets are especially appropriate for WMD/NBC agent classes; these would be supplemented by incident specific (unique) information that will be generated by the PIO section at the time of the incident.  Third, the PIO section deals with all media representatives by providing guidelines for Media Center operations, regular briefings, special briefings, press releases, and arranging and managing site tours.

Administrative and logistical support is crucial during any community-wide disaster.  The jurisdictional emergency plan should recognize that emergency organizations, like other organizations, require support services.  While secretarial, purchasing, accounting and legal support staff, and routine office equipment and supplies are easily overlooked, they are nonetheless essential to the effective functioning of the emergency response organization.  It is not uncommon to find, especially in small jurisdictions, that untrained office staff have been given assignments as emergency communicators holding open telephone lines to other emergency response organizations.  If existing staff must be used during emergencies,  it is extremely important that these individuals receive specialized training in this role.  Repeated experience in emergency exercises has shown that if communicators are unable to understand the messages they receive, they are quite unlikely to record them accurately.  In many ways, an inaccurate message is more misleading, and ultimately more dangerous, than no message at all.

Documentation is an important function of the EOC and its staff.  It is also important that documentation be established for activities that take place outside the EOC, or that when the EOC is not activated the documentation function is explicitly assigned. Systems for documentation of effort and expenditure are routine practice for local governments.   However, particularly federal reimbursements under disaster declarations (including terrorist attacks), demand special accounting and documentation processes.  In many cases, a federally acceptable format and practice will substantially differ from the normal output of local government systems.  Also, normal documentation systems are designed for normal circumstances, and consequently may be time intensive or have other characteristics not well suited for operation during an emergency.  Thus, it is usually recommended that jurisdictionals—ideally with the help of a finance department--create a documentation system for services expended and materials acquired and used in connection with the emergency response process.

Planning, training, exercising and after action reports represent a sequent of activities that are generally seen as the basis for emergency preparedness and response. Both emergency managers and researchers have devoted much time to understanding and defining disaster preparedness (‘t Hart, 1997).  While it is not possible to exhaustively deal with the myriad aspects of preparedness here, it is possible to provide an overview of the relationships among four critical preparedness components: planning, training, exercising and after action reports.  In this case, concern lies with planning in the narrowest sense of that term.  For this discussion it is assumed that the broader emergency functions such as vulnerability analysis, technical analysis of structural and nonstructural options, and political and technical feasibility reviews, have been completed. Emergency officials have identified a specific threat agent, and an accompanying constellation of measures (representing the state of knowledge and technology) to be undertaken in response have been selected.  In this context, planning involves the construction and codification of strategy and tactics into an executable series of actions or tasks.  Plans address all aspects of the response, including personnel, equipment, contingency issues, policy issues, and inter-organizational and inter-governmental relations.  The plan represents, then, a blueprint for addressing all aspects of a particular environmental threat.

     Once a plan is created, its implementation revolves around the logistics and protocol needed to execute the specified series of tasks.  Implementation usually begins with a detailed assessment of capacity.  Agencies who provide different functions under the plan must be evaluated for their ability to comply.  Personnel compliments and equipment need to be brought to plan specifications.  In connection with or as a product of this assessment, a variety of training needs may be identified.  These include both training and education of personnel regarding the threat, the response processes and procedures, and the use of the equipment called for under the plan. In this context, training is the activity that translates information defined as needed by the plan into a coherent program that can be imparted to responders.

 
Broadly speaking, exercises represent constructed opportunities to test the protocols and equipment specified under a plan and taught in the training phase.  Exercises may be seen as a form of training in the sense that individuals are rehearsing response measures.  Ultimately, however, exercises provide the forum or context to test the effectiveness of both the training program and the plan, as well as the ability of personnel to execute the plan.  The creation of meaningful disaster exercises demands that the event test personnel, protocol and equipment (Emergency Management Institute, 1990).  Thus, developing an exercise requires the elaboration of milestones designed to simulate an event or incident that approximates the threat addressed in the planning and training phases (Hermann, 1997).  A critical initial exercise milestone is to set the objectives for the exercise.  These may be broad or narrow, depending on the scope of testing that is desired.  For example, in exercising a biological hazard plan for a smallpox agent, one might choose to devise an exercise built solely around testing the warning phase activity.  Such an exercise scenario might involve tasks associated with evaluation of medical surveillance data by local emergency managers, making a decision to evacuate or quarantine private homes and businesses, constructing a warning message and notification and mobilization of the agencies involved in disseminating the message to the public. Once testing or exercise objectives have been set, one must devise an event scenario.  Such a scenario must posit an event or series of events that offer an opportunity for plan specifications to be implemented.  In some exercises, the creation of the scenario in particularly intricate involving not only simulation of an event, but also victims and physical damage.  The management of an exercise is somewhat similar to a major stage production in that there must be realistic actors and props, with detailed stage direction (training).  Often the utility of the exercise depends in part upon the extent to which those participating in the exercise find the activity believable or compatible with their knowledge of potential events. Exercises are usually generated with specific goals and objectives that are carefully related to the vulnerability pattern and planning activity of a given jurisdiction.  

When considering exercises as part of community preparedness, it is acknowledged that the detail and extensiveness (scope) of an exercise represent different levels of testing of community-wide capabilities.  Therefore, three general types or levels of exercises are usually identified by trainers and emergency managers (Daines, 1991).  These types are labeled tabletop, functional, and full-scale exercises.  A tabletop exercise is the least complex of all exercises, and focuses upon a primarily verbal recounting of an incident. Participants in these types of exercises are usually gathered in single location, sometimes in the same conference room.  Typically these exercises begin with a simulated event (disaster) narrative after participants have been assigned roles in the emergency response system being exercised.  Often participants verbally respond to event demands by describing the actions they would initiate, since contacts with other responders or agencies are normally simulated.  Exercise managers (usually called controllers) implement the exercise protocol and monitor the responses of participants, sometimes injecting event variations into the exercise process to test specific exercise objectives.  In these types of exercise, evaluation and self-critique may be conducted after the exercise is completed or progressively through the event.  Tabletop exercises are the least formal type of exercise and tend to achieve very generic assessments, but are very cost-effective and particularly useful when new protocols are being introduced into existing response systems or when previously unmanaged threats have been identified.  At best, however, tabletop exercises don’t achieve the realism of simulated execution in the field--the actions tested are actually “action intentions” not operational execution.

     Compared to the tabletop experience, a functional exercise represents greater complexity in testing planning and training.  In keeping with their name, these exercises select one or a small number of functions under a disaster response plan as a focus for exercise.  For example, in the context of a plan to respond to a terrorist generated explosion that dispersed radioactive material (called a “dirty bomb”), one might conduct a functional exercise to test the Emergency Medical Services (EMS) segment of a response plan.  The functions tested might be victim decontamination, triage, scene treatment, and transportation to hospital for extended treatment.  Similarly, a functional exercise could be focused on the Law Enforcement segment using the same scenario but addressing objectives related to scene isolation and control, evidence gathering, and perpetrator identification.  Consequently, depending upon the nature of the plan tested, a functional exercise may involve a single responder agency or many.  Usually, functional exercises are conducted in real time, in the field, with operational personnel executing their functions using appropriate equipment.  This normally demands that the exercise staff include actors, such as simulated victims in an EMS exercise, and that the scenario be supported with appropriate props consistent with the threat.  Unlike the tabletop exercise, realism is important in functional exercises.

Finally, the most complex form of exercise is the full-scale exercise.  The purpose of the full-scale exercise is to test all or a major portion of the functions specified in an emergency response plan.  To accomplish tests of multiple functions by definition requires the statement of many exercise goals (objectives) and sub-goals, the participation of multiple responder agencies, and the requirement for a high level of realism in the scenario.  As a result, full-scale exercises are major enterprises that demand many resources, a full staff of evaluators and controllers, a compliment of actors (victims and other event-impacted personnel), and realistic simulations of the physical damage and other consequences of the event.  Participants at all levels must literally execute their tasks under the disaster plan on the operational field in real time.

After action reports are a source of performance feedback that is an order of magnitude more accurate than exercises.  Exercises test our plans, training and skills under simulated conditions.  An after action report examines performance during a real event and as such is the most critical reflection of how well an emergency response system functions.  Thus, after action reports represent a history of the incident that includes not just the strategy of the emergency managers (the intent and outcomes), but a full and technical elaboration of the actions of all organizations involved in the emergency response.  It should be compiled as quickly as possible after the incident and fully and formally shared with all participants.  Fire departments routinely share after action reports widely as a means of collective learning (Kramer and Bahme, 1992). 

Household Emergency Response

In terms of practical experience and a history of social scientifically sound research, there is more information available on disaster warnings and citizen response to them than on any other topic related to collective stress.   Unfortunately, virtually all of this research has addressed the decision-making behavior of individuals.  It is known that the household contains multiple adults; sometimes related by marriage, sometimes by kinship, some by personal choice.  The calculus by which households—as a combination of adults—make decisions is largely unknown.  It is generally believed that household decisions mirror at least most of the factors considered by individuals.  However, until specific research addresses the connection, it must remain speculative.

The purpose of this section is to review key decision features used by citizens in deciding to comply with warnings or short term disaster advisories, examine the research literature regarding these features and discuss the implications of this model for the practice of warning populations about environmental threats.  Virtually all of this research has been conducted in connection with natural and technological disasters, but much of it generalizes very effectively to the Weapons of Mass Destruction (WMD)—terrorism setting (perry and Lindell, 2003). 

Particularly since September 11, 2001, there has been much discussion among citizens, social science professionals and government officials regarding risk communication.  Generically, risk communication refers to the process through which information about environmental risks is shared with citizens, particularly those residing in areas subject to particular threats.  Risk communication may itself be divided into two general areas of concern: communication aimed at increasing citizens’ long-term hazard adjustment and communication aimed at eliciting specific short-term protective actions from citizens.  The latter communications are referred to as disaster warnings.  Two features of disaster warnings set them apart among other kinds of risk communications.  First, there is the issue of urgency or time constraint.  Disaster warnings are used when a threat is determined to be imminent; there is a short window–either minutes or possibly hours–prior to the impact of a damaging event.  The amount of time available is a function of the state of technology relative to the referent hazard and may vary widely.  For example, it is possible to detect and track potential flood events with reasonable accuracy, so the amount of time available–forewarning–before impact is toward the longer end of the continuum.  Conversely, the technology and geophysical theory to support earthquake prediction is considerably more limited, and foreknowledge–as well as forewarning–may be nonexistent.  The second feature of disaster warnings is that the protective action recommendations (PAR) must focus on quickly and simply implemented behaviors that can be undertaken with whatever material may be available to the citizen.  Often, the PAR is simply to evacuate–put distance between oneself and the threat–or to shelter in place (Lindell and Perry, 1992).  Usually, warning message PAR’s focus on minimizing risks to personal safety, rather than reducing property damage.


This discussion begins by reviewing the nature of warning messages and the emergency management process that produces a decision to warn and concomitant message.  As part of this discussion, factors (variables) important in citizen warning response behavior; this discussion is underlain by the protective action decision model (PADM), a theoretical exposition (Lindell and Perry, 2003) that examines the process of citizen warning compliance.  Once these variables are identified, we will review the empirical research on warning recipient behavior in an effort to make data-based assessments of the utility of the variables as predictors of warning related behaviors. This review is presented in five sections, describing (1) the key decision variables--perceived risk, warning belief, and possession of an adaptive plan; (2) situational factors–physical cues and family context; (3) warning characteristics, including channel, source and message issues; (4) receiver characteristics; and (5) social context issues. The closing section addresses practical problems associated with issuing warnings to a community.

Disaster Warning Systems


A disaster or emergency warning is a highly specialized risk communication usually sent by community authorities, in this case local authorities.  The warning itself is a message that indicates the existence, describes the nature, and suggests protections for some danger in the environment.  Typically, warnings are issued in the immediate context of disaster impact, and are intended to elicit an immediate response from message recipients.  Disaster researchers have found increasing support for conceptualizing warnings from a social systems perspective, wherein warning is a process which is the product of social organization (McLuckie, 1970; Mileti, 1974; Quarantelli and Taylor, 1977).  The process, as outlined by Lindell and Perry (1992), describes the steps, beginning with threat detection, that culminate in the issuance of a disaster warning.


From the perspective of community officials, disaster warning issuance involves executing a series of steps.  The operation of any warning system is dependent upon the ability to accurately predict or detect an environmental threat.  Prediction and detection may be managed by any number of a variety of organizations, usually external to municipal and county governments and sometimes to state government as well.  Further, organizations involved in such hazard monitoring tend to be different for different types of hazards.  For example, the National Weather Service addresses many meteorological threats, the U.S. Geological Survey monitors earthquake and volcano threats, nuclear power plants monitor their own operating status, and so on.  As pointed out above, the state of technology dictates the accuracy of predictions and detection.  To initiate the warning process, communities must be able to accept information from a range of sources (principally government agencies) regarding environmental threats; an ability which stems from disaster preparedness planning.


Once an environmental threat is detected, community officials begin the process of monitoring the threat and making assessments of threat characteristics.  Both the monitoring process and the assessment process are supported by expert advice external to the community.  Monitoring provides the basic information to formulate vulnerability estimates.  Characteristics of the threat that are typically monitored include the speed of onset (immediacy), the certainty and severity of impact, and the likely duration of impact.  These features permit emergency managers to assess the available forewarning and nature of the impending disaster event.  Projections of the impact location facilitate assessment of the scope of the disaster relative to the community.  It is important to note that monitoring and assessment are on-going activities; with some threats–such as hurricanes and tornadoes–impact location and threat intensity and speed can change.  Based upon this information about the threat, managers can estimate the likely consequences for citizens and property in the community.


Projections of consequences structure the decision of community officials to issue warnings to the public.  The level of projected negative consequences needed to justify a warning are specific to the communities impacted; community standards of acceptable risk are interpreted by elected officials and emergency managers (Lowrance, 1976).  If the warning threshold is not reached, emergency managers will continue to monitor the threat.  Once the threshold is reached, two processes begin.  The first culminates in the formulation of one or more actions citizens may take to reduce negative consequences (protective action recommendations).  The nature of these recommendations is influenced by the level of hazard awareness and preparedness in the jurisdiction and among the citizens, as well as the amount of forewarning and likely severity of impact.  When forewarning is short and severity is high, recommendations are likely to focus on personal safety measures.  With longer forewarning, higher levels of community preparedness or lower estimated severity, measures may include suggestions about property protection.  


Once the PAR has been selected, attention turns to message issues.  Message content is formulated to identify the threat (and perhaps its origins), describe likely impact location, timing and severity, and describe the recommended protective action(s).  Decisions also need to be made regarding the channels through which messages are to be delivered.  Different channels with different delivery characteristics are available (Lindell and Perry, 1987).  These include the Federal Emergency Alert System (digital interruption of radio and television), local emergency management agency relay of warning to broadcast media (radio and television), face-to-face message delivery to homes by emergency authorities, telephone ring-down systems, route alert systems (mobile loudspeakers driven through risk areas), and special outlets such as NOAA Weather Radio.  While not considered a warning by some scholars, alerts such as sirens can be used to convey the presence of a threat if previous contacts by emergency managers have taught citizens to associate the alert with specific protective actions (Lindell and Perry, 1980).  Each channel has specific timing limitations and requires differing levels of community preparedness and equipment (Lindell et al., 1985).  Forewarning and message penetration (getting the message to those at risk) shape the channel choices made by emergency managers.  Short forewarning usually demands reliance on channels that reach the largest number of citizens quickly.  Penetration depends upon day of week and time of day issues that govern where citizens are and with what activities they are engaged (Mileti and Sorenson, 1987; Rogers and Sorenson, 1988).  For example, if a threat is detected after midnight with a short time until impact, the channel selected must have the capacity to rouse citizens from bed.  Finally, decisions regarding the frequency of message repetition are influenced by the amount of forewarning, the familiarity of citizens with the threat, and the number of channels available for message transmission.  Research supports the convention approach to warnings that emphasizes frequent repetition over as many channels as possible.  Once these decisions have been made, authorities can initiate warning dissemination.


One can also understand the notion of warning in terms of WMD-terrorism threats.  Some issues need to be sorted out however, before a productive conceptualization can take place.  The issuance of warning is a function of local government.  That is, those authorities closest to the consequences should be issuing the warnings.  The use of the term warning to describe the Office of Homeland Security colored “alert/advisory” system is technically incorrect.  At best this system is a general characterization of levels of societal threats which prevail over undefined periods of time.  While generic activities have been associated with different “levels of alert”, these activities more closely resemble hazard adjustment behaviors than the Protective Action Recommendations normally associated with a warning.


There are conditions under which local authorities may be able to issue population warnings in connection with terrorist use of chemical, biological or radiological agents, or perhaps the use of incendiary explosive devises (the aircraft crashed into the World Trade Center are best conceptualized as extremely large incendiary explosives).  In these cases, the kinds of warnings issued are tied to the state of the warning systems for terrorist events.  That is, detection of terrorist target plans in advance is incredibly intricate and difficult.  Monitoring is also challenging.  Furthermore, in the case of terrorism, detection and monitoring capabilities tend to lie in the intelligence and law enforcement arena, rather than the traditional emergency management arena.  While improvements have been made and continue to be made, communication and liaison between these arenas are challenging. The challenges stem not only from the difference in arena content concerns, but also because the detection and monitoring agencies tend to operate at federal and State levels, while most first-line emergency managers operate at county and municipal levels.  Also, terrorist planning detected in advance can result in apprehension and consequently termination (prevention) of a threat before there is a need to engage classic emergency management.


In this context, most of the warning problems faced by local emergency managers are likely to arise in connection with an incident (rather than the prediction of an incident).  In the case of explosive events, chemical agent events and some radiological threats, there is likely to be a focal scene of emergency operations.  In these cases, warning tasks are likely to be associated with establishing a secure incident perimeter and possibly clearing areas nearby that are potential risks (extensions in fire services lexicon).  From a technical warning perspective, there will be the advantage of visible cues (to citizens) that an event has taken place.  Evacuation and protection in place are likely protective action recommendations.  Slow developing biological or radiological events pose different warning issues.  In these cases, there may be no single or small number of localized “scenes” to which emergency personnel can respond.  Particularly in the case of public health threats, an entire community may be the locus for the threat and consequently for warnings.  In such cases the range of protective action recommendations may be quite wide, potentially involving one or more of the following: evacuation, protection in place, medical prophylaxis, or decontamination.  Furthermore, as the degree and nature of the threat change (perhaps smallpox cases in the community), additional warning messages with different PARs may be necessary.  

Citizen Compliance Decisions


The process by which people undertake protective actions has been approached from two theoretical perspectives. The first of these approaches, deductively derived from the axioms of mathematical economics, has examined the degree of conformity of individual decision making with the tenets of normative theory. Such investigations have generally sought to compare observed decision processes to a theoretical standard of how a perfectly rational individual ought to decide. Most of the studies within this framework have been conducted in laboratory settings (Kunreuther et al 1978 is a notable exception) to probe the limits of decision makers’ cognitive capacities. An alternative second approach has sought to inductively develop empirical generalizations in the form of algebraic or algorithmic representations of the ways in which decision-makers actually do choose a course of action. This latter approach has a less rigorous theoretical foundation but most studies, often conducted within the framework of attitude theory, have been executed in field settings to identify factors that influence actual decisions.  The most recent systematic approach—the protective action decision model--combines several traditions in this second approach and has been more widely tested in the field than similar approaches (Lindell and Perry, 2003).

The protective action decision model (PADM), emphasizes that–like authorities–citizens who receive warnings consider the information through a process marked by risk identification, risk assessment and risk reduction.  The goal of authorities in issuing a warning is to achieve short-term citizen protection through obtaining citizen compliance with the communicated protective action recommendations.  As a framework for understanding adoption of protective measures, the PADM suggests that five classes of variables should bear upon citizen decisions to comply with a warning.  These classes are presented in figure 2 as key decision dimensions,

situational factors, warning characteristics, receiver characteristics and social context.  The discussion which follows identifies specific variables within each class relevant to their impact upon other classes or upon warning compliance.  It remains, however, that the warning compliance decision is driven by the PADM processes of risk identification, risk assessment and risk reduction, so the variables associated with those processes are discussed at the outset. 

Decision Dimensions      


Compliance with a warning message is here conceived as the culmination of a decision process.  It is possible to argue that minimally three variables form the central part of the 
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decision process: belief that the warning message accurately describes a threat, perception that some level of unacceptable personal risk is involved, and possession of an adaptive plan that can be implemented and will be protective.  Many other variables affect these basic ones, but these issues drive the decision process.  This conclusion is derived from the conception of the warning process as one in which the recipient evaluates a message as part of redefining the situation from one of “normalcy” to one requiring special protective actions.  Consequently, once a warning is received the individual must conclude that the message is accurate, perceive that an unacceptable level of risk exists (or will exist), and possess knowledge of a protective action perceived to reduce the risk to a more acceptable level.
In the context of a disaster warning, the factor that initiates a protective action adoption process is risk identification, which stems from the receipt of a warning message reporting that authorities have identified an environmental threat. Specifically, citizens must come to believe that this message accurately describes a threat that demands their attention. Over the years, researchers have described this perception of a real threat under the rubric of “warning belief” (Mileti, 1974; Drabek, 1986).  Warning belief simply means that a warning recipient believes that a message accurately describes an environmental threat.  Considerable research supports the contention that without warning belief, individuals tend to not comply with protective action recommendations (Janis, 1962; Mileti, 1975; Janis and Mann, 1977; Perry, 1979a; Perry, 1985; Lindell and Perry, 1992).  In terms of the PADM, unless the individual accepts that the message accurately describes an impending threat, there is no reason to further attend to the content of the message.  Indeed, a positive relationship has been found between level of warning belief and warning compliance across a wide range of disaster agents, including floods (Mileti, 1975; Perry, Lindell and Greene, 1981), volcanic eruptions (Perry and Greene, 1982; Perry and Hirose, 1991), hazardous materials emergencies (Lindell and Perry, 1992), hurricanes (Baker, 1991), earthquakes (Blanchard-Boehm, 1998),  and nuclear power plant emergencies (Perry,1985; Houts, Cleary and Hu, 1988).     


The process of risk assessment focuses upon the notion of perceived personal risk.  Decades of research has indicated that the perception of personal risk–the individual’s expectation of personal exposure to harm or property damage–is a key variable in a variety of hazard and disaster behaviors (Lindell, 1994).  For the most part, in the disaster warning literature, simple measures of perception of risk have been found to be positively correlated with warning compliance (Drabek, 1999).  There have been inconsistencies in the research however, in that the magnitude–and sometimes the direction–of the correlation between perceived risk and warning compliance varies (Lindell and Whitney, 2000).  Two issues appear to be important in understanding the inconsistencies.   The first deals with the type of protective action whose implementation constitutes compliance.  Much of the empirical record has focused upon evacuation–leaving an endangered area–as the recommended protective action, and it is here that the highest correlations of perceived risk and compliance have been observed (Vogt and Sorenson, 1987).  There is much less data on other types of protective action recommendations and it is not empirically clear that similar correlations are observed for these types of actions.  For example, Lindell and Perry (1992) found differences in correlations of citizen risk perceptions associated with engaging in evacuation, in-place sheltering and expedient respiratory protection. The second issue deals with the definition and measurement of perceived risk.  Some studies have used very global measures of risk, while others have used more precise measures.  Early studies of evacuation compliance that defined risk in terms of three components–certainty, severity and immediacy–of the threat have reported high positive correlations between risk perception and warning compliance (Perry, Lindell and Greene, 1981). 


Ultimately, caution needs to be exercised in making claims about the relationship between risk perception and warning compliance.  It is minimally clear that much more empirical work is required to determine if compliance with recommended protections other than evacuation show the same relationships with perceived risk.  Furthermore, the conceptualization of risk–manifest in its measurement–has a serious impact on how perceived risk relates to warning compliance.  Also, some data suggest that whether the danger from environmental hazards is to one’s person or one’s property or to both, has an impact on the fashion in which individual’s perceive risk.  Perry and Montiel (1997) found that the magnitude of perceived risk associated with environmental hazards varied by whether the probable damage was judged to impact life safety versus property safety, with individual’s reporting lower levels of perceived risk for threats that impacted property alone.  Levels of perceived risk have been found to vary as well among different types of threats–e.g. diseases, natural hazards, technological hazards, radiation, etc.–with some researcher’s identifying “dread” risks whose dangers are perceived to be extremely high (Slovic, Fischoff and Lichtenstein, 1980).  Indeed, in studying adjustments to earthquake hazards (not warnings), Lindell and Whitney (2000) argue convincingly that the individual’s perception of risk may be less important in adopting earthquake hazard adjustments than perceptions of the efficacy of the measure to protect persons and property.  Since the adjustment context is much longer term than that for warnings, it is possible that risk perception may operate differently in the two situations.


In the context of a disaster warning, the protective action decision model alerts one to the idea that once an environmental risk is identified, it is assessed with the objective of determining whether the individual needs to undertake a protective action.  If this assessment culminates in the development of a risk perception, then that perception is formed from a combination of the warning recipient’s view of the certainty, severity and imminence of the threat. It is important to emphasize that these three components define perceived risk and form the basis of citizen risk assessment.  Thus, one would expect that as the perceived certainty that the disaster agent will impact the individual increases, coupled with a perception that impact will bring more serious negative consequences, then the individual’s perception of risk will increase.  At least when dealing with warnings to evacuate in floods, volcanic eruptions, and nuclear power plant accidents (Perry, 1983b), there is empirical support for this assertion.  


The notion of threat imminence or immediacy is also important in two ways.  First, warning recipients must understand that the message describes a short-term threat; one whose likely consequences must be contended with in the immediate present.  Second, imminence is related to the notion of forewarning in general.  Forewarning is the amount of lead time before disaster agent impact constrains both the potential activity of emergency managers and warning recipients.  For emergency managers, this lead time minimally impacts the choice of message content, channels for delivery and frequency of repetition.  For citizens, the perceived amount of lead time prior to impact affects the sense of immediacy of required action; in general, other factors–family context, possession of adaptive plan–being equal, the shorter the lead time, the greater the likelihood of warning compliance.  As citizen perception of lead time increases, however, the decision process elongates and other social processes emerge such as extended property protection and warning confirmation behaviors.  These social processes themselves both generate information and information needs which may affect compliance with recommended protective actions.  For the most part, disaster warnings are issued when impact is close, thereby somewhat reducing the role of collateral social processes.  Such processes are more significant when warnings are (perhaps inappropriately) issued days prior to an impact or when the protective actions are directed to mitigating or preparing for a hazard, rather than responding to a disaster (Perry, Lindell and Greene, 1981; Nelson and Perry, 1991).


Once a warning recipient has determined that their personal risk assessment demands action–that is, a conclusion is reached that the threat is imminent and will result in significant damage with certainty–the process of risk reduction is initiated.  In the warning setting, an appropriately crafted official message will contain a statement of one or more recommended protective actions.  Of course, other sources of potential protective actions include the individual’s personal or vicarious experiences, observation of the behavior of others, or verbal exchanges with others.   In constructing a warning message, however, officials have carefully selected the protective action recommendation and must present it in a way that citizens will view it as a desirable protective alternative.  The time constraints of the warning setting reduce the individual’s time for social interactions that might facilitate consideration or adoption of an alternative to the PAR.  If presented appropriately, the PAR becomes an acceptable, expertly devised adaptive plan for the individual to achieve risk reduction.


Much research has documented that, lacking a ready adaptive plan, individuals tend to experience more negative disaster outcomes (Quarantelli, 1960;  Windham et al., 1977; Perry, 1979b;Drabek, 1986).   A classic example in the literature on floods lies in the Hamilton Taylor and Rice (1955:120) interview with the recipient of an evacuation warning that contained no information on identified safe routes for exit or safe destinations: “We couldn't decide where to go... So we grabbed our children and were just starting to move outside...if it had just been ourselves, we might have taken out.  But we didn't want to risk it with the children.” 


Even with the need for quick action imposed by most warning settings,  a risk reduction plan (PAR) will be evaluated by the warning recipient.  More specifically, the model tells us that the warning recipient must conclude that it is feasible to engage in the recommended protective action.  Whether the PAR is new to the individual or there is some recollection of it from previous hazard communications, the action itself must be perceived to be implementable.  In the case of warnings, the recipient must perceive that there is sufficient time before impact to execute the protective measure, that all materials (if needed) are readily available, and that the action itself will be effective in reducing danger.  All of these issues should be addressed directly in the warning message as a way of reassuring that compliance is possible.

Situational Factors

Three situational factors have been shown to affect the way warning recipients reason through the decision to comply with disaster warnings: family context, physical cues that show evidence of an impending disaster impact, and disaster experience.  Family context refers generally to the extent to which the safety of family member’s is accounted for at the time of warning receipt.  Physical cues are usually visual evidence–detectable with no special equipment or information–that signal that something “irregular” or “dangerous” is taking place.  Disaster experience is somewhat controversial in that some researchers have measured this variable as experience with any disaster event, while others have focused on personal experience with disaster damage (Norris, Smith and Kaniasty, 1999).  Concern here is more with the experience of damage, but both types of definitions are used in the research reviewed below.  All three variables have profound impacts on individual’s risk identification and risk assessment processes.


Knowledge of the safety or condition of family members as a contingency for warning response behavior was systematically addressed by Killian (1952) in his early work on primary groups in disasters.   As disaster studies dating back to the bombing of London during World War II have indicated, the study of human behavior in disaster must take into account the network of family roles in which the individual is immersed (Titmuss, 1950; Bernert and Ikle, 1952).  In particular, families faced with disaster seek to protect members (Quarantelli, 1960) and generally perform as units when undertaking any protective behavior.  Most data deal with evacuation as the protective action recommendation, and it is known that unless the safety of family members is accounted for, evacuation compliance simply does not take place.  Drabek and Boggs (1968: 446) reported that "when they did evacuate, families left as units ... these data provide additional support for the hypothesis that families move as units and remain together, even at the cost of overriding dissenting opinions." Thus, for evacuation, family context is a necessary but not sufficient condition for warning compliance.  


The notion of separation may be important here, but compliance does occur when families are not together, as long as there is knowledge that other family members are safe (Perry, Lindell and Greene, 1981).  Although there are no specific data for other types of protective action recommendations (e.g. protection in place), pending empirical evidence it is appropriate to assume that lack of knowledge of the safety of family members would impair or slow any warning compliance (Lindell and Perry, 1983;1990).  Family context does not serve as direct information for the decision making process so much as it forms a condition associated with the decision to pursue the protective action recommendation.  Family members must identify the risk and at least calculate that the danger demands some response before the notion of context comes into play.  At that point, it appears that engaging in risk reduction demands attention not only to reducing risks for those present at warning receipt, but also considering the welfare or consequences for separated family members.  In extreme cases, individual’s may not only ignore PAR’s but may engage in actions perceived to be protective of separated family members (for example by delivering a warning themselves or attempting to gather others together) which may enhance danger to themselves. 


The second situational factor–physical cues–directly affects citizen processes of risk identification and risk assessment, and sometimes risk reduction behaviors.  Relative to risk reduction behavior for example, the sight of neighbors filling sandbags is likely to stimulate others to take floodproofing actions, while seeing others packing their cars will tend to prompt others to prepare to evacuate (Mileti, 1975; Flynn, 1979; Zeigler, Brunn and Johnson, 1981; Zeigler and Johnson, 1984).  Physical cues then may reinforce for observers the need to comply with PAR’s, or inform the observer of protections previously unknown (innovations), or the observation might prompt the observer to recall relevant protective information communicated previously (Dynes and Quarantelli, 1976; Cutter and Barnes, 1982; Tierney, 1988; Sorenson, 1991). In other cases, physical cues have been the only source advance information about disaster impact.  The sight of funnel clouds or the roaring of the wind has given a number of tornado victims indisputable evidence that protective actions should be initiated (Moore, 1958).  


Environmental cues also serve as visual evidence that a real threat exists and that it should be assessed as a danger demanding risk reduction behavior.  In connection with the eruption of Mt. St. Helens volcano, risk area residents reported that seeing the ash plume and hearing the eruption removed all doubt that a dangerous eruption was under way (Saarinen and Sell, 1985; Perry and Lindell, 1990a).  Similar findings have been reported in hazardous materials incidents associated with train derailments, where evacuees reported that seeing the derailed cars or a plume convinced them that immediate warning compliance was needed (Lindell and Perry, 1992).  The apparent absence of physical cues consistent with a warning message can potentially hamper protective action decision making.  Gruntfest, Downing and White (1978) described a flood in Colorado's Big Thompson Canyon that was caused by heavy, but localized, nighttime rains far up in the mountains.  Shortly after daybreak, people in a restaurant at the mouth of the canyon were warned of imminent flooding but refused to evacuate, observing that the skies were clear and it had not rained where they were located.  Half an hour later, they received an erroneous warning that an upstream dam had collapsed and evacuated immediately.  Warning recipients' acted as they did because the accurate warning was in apparent conflict with the available environmental cues, but the incorrect message was not.


Finally, experience (personal or vicarious) with hazards and disasters has been posited to impact judgments of source credibility, warning belief, risk assessment and possession of an adaptive plan (risk reduction choice).   Unfortunately, empirical studies of the role of experience in risk perceptions (including beliefs about both the characteristics of hazards and also protective actions) have produced apparently conflicting results.  In support of a positive effect, Anderson (1969) found that individuals who had recently experienced a natural disaster were more likely to believe warnings and more likely to attempt some adaptive response.  Moreover, a study of people who left their homes in response to what turned out to be a false warning reported that "few of the evacuees complained about being misled by the false alarm: the vast majority said that they would evacuate again under the same circumstances" (Janis, 1962: 85).  Thus, assuming that a warning has been confirmed, these studies indicate that previous experience with disaster (even with false alarms) enhances warning belief and the probability of an adaptive (as opposed to non-adaptive) response (Tierney, Lindell and Perry, 2001).


On the other hand, some studies of evacuation in response to hurricanes on the Gulf coast would seem to contradict this contention by reporting that a large proportion of people who failed to evacuate were long-time residents of an area that previously had experienced hurricane impact (Windham et al., 1977).  In a review of four hurricane studies, Baker (1979) could find no evidence for a direct effect of experience on warning response; those who had previously experienced hurricanes were no more or less likely to evacuate than those who had no experience with hurricanes.  Subsequently however, Nelson et al. (1989) studied 2,820 residents of the Tampa Bay area following Hurricane Elena and found a statistically significant correlation between years lived in the area (a surrogate for experience) and evacuation compliance.


The apparently conflicting results can be resolved through careful re-examination of some of the conclusions drawn by previous researchers.  Fritz concluded that "the most highly organized preparation exists in communities and societies that have repeatedly and recently experienced the same kind of disaster." (1961a: 659, emphasis added).  Moreover, Mileti, Drabek and Haas observed that “Many persons apparently couldn't conceive of the magnitude of the event because their prior flood experience gave them a less than adequate view of what a 'flood' could produce" (1975: 20).  A reasonable interpretation of the research literature is that the effect of experience depends upon what is learned from that experience.  The first issue is to recognize the distinction between community experience and personal experience.  The community's experience with a hazard is likely to have little effect on individuals if the hazard impact is so infrequent and, especially, remote in time that many residents were not alive (or were living elsewhere) during previous impacts.  Indeed, impacts that are infrequent or remote in time tend to be more difficult to remember, even for those who have been exposed.  A second issue has to do with the perceived relevance of that experience.  Harding and Parker (1974) found that many flood plain residents thought their previous flood experience to be irrelevant because of the construction of an upstream dam.  As these investigators noted, this dam controlled only a small portion of the catchment basin and, thus would have a relatively small effect on the magnitude of a severe flood.  Other investigators have found that many people think their previous experience has somehow made them invulnerable (Slovic, Kunreuther and White, 1974; Burton, Kates and White, 1993).  Some people erroneously believe that disasters don’t recur ("lightning doesn't strike twice in the same place"), while others think that there are long time lapses between events ("We had a hundred year flood ten years ago, so we're safe for the next ninety years.")

Message Characteristics

Research indicates that four characteristics of the warning itself have an impact on citizen decisions to comply with a protective action recommendation: content, channel, source credibility and confirmation.  These factors become increasingly important as the time between warning receipt and disaster impact becomes shorter.  The warning message contains the information officials provide with the hope of stimulating citizen recipients to arrive at a given risk identification, assessment and to decision to conform with a protective action recommendation.  In terms of the variables identified above, warning content, channel, credibility and confirmation each impact risk perception, warning belief and possession of an adaptive plan.


Warning message content reiterates the conclusions of officials about the existence of a threat, it’s seriousness and what should be done in response to it.  Research indicates that protective action decision making is best informed by warning messages that convey precise (and concise) information regarding the likely location, severity, immediacy and duration of disaster impact (Makosky, 1977; Mileti and Harvey, 1977; Mileti and Sorenson, 1988; Lindell and Perry, 1992).  When message content is specific regarding the above factors, warning recipients are more likely to believe the accuracy of the message and to perceive themselves to be at risk (Fritz and Marks, 1954; Fritz and Williams, 1957; Moore et. al., 1963; Drabek and Stephenson, 1971).    Furthermore, as indicated above, when a message contains a recommended protective action it provides the recipient with a specific tactic for risk reduction.  Indeed, much research indicates that messages that are precise in describing a protective action are more likely to generate compliance with that recommendation (Mileti and Beck, 1975; Perry, Lindell and Greene, 1981; Drabek, 1986; Fitzpatrick and Mileti, 1991).


The channel through which a warning message is transmitted impinges on the decision making process in two ways.  First, a sense of immediacy can be conveyed.  Second, channel is related to repetition.  In both cases, the available research suggests that channel has an impact on warning belief.  The warning channel is simply the mechanism through which the warning is delivered: face-to-face or telephone verbal warnings, mass media, FEMA’s Emergency Alert System (official direct access to mass media), mobile loudspeakers, and even sirens and similar signals.  Each mechanism has different characteristics and different abilities to penetrate citizen routines (Lindell and Perry, 1992).  Although not well-researched, the literature generally shows that both penetration and a sense of immediacy (or importance) can be achieved when authorities send warning messages over multiple channels simultaneously.  The presence of warnings via multiple channels simultaneously–television, radio, emergency alert system (EAS), telephone, for example–increases the recipient’s belief that the threat is real and that consequences may be serious (Mileti, 1975).  Furthermore, multiple official channels appears to increase the phenomenon of warning relay through unofficial sources–friends, relatives and neighbors–which provides additional reinforcement for warning belief and assessment of the risk as serious and imminent (Drabek and Boggs, 1968).


While there has been some argument in the empirical literature, it appears probable that repetition of a warning message (even without adding new information) enhances citizen perceptions of danger and increases warning belief.  Lachman, Tatsuoka and Bonk (1961) first isolated this effect in a study of tsunami warnings in Hawaii which showed that after a siren “signal” was disseminated, further warnings via other channels was correlated with evacuation compliance.  Subsequently, Mileti and Beck (1975) replicated these findings for flood evacuation warning recipients in Rapid City, North Dakota; the increases in warning compliance were modest however with each successive warning.  Perry, Lindell and Greene (1981) studied flood evacuation in four communities and qualified the apparent relationship between number of warnings, warning belief and warning compliance.  These researchers found that warning repetition was positively (though modestly) correlated with warning belief, but that the bi-variate correlation of number of warnings with warning compliance was not statistically significant.  This latter finding is consistent with the decision process perspective, in that warning belief (risk identification) is a single element in decision making that is followed by risk assessment and risk reduction choices; these processes introduce additional information into the calculus which impact the warning compliance decision.  Furthermore, message repetition is confounded with other variables (content specificity and warning confirmation processes) whose impacts have to date not been statistically partialed out.  From an applied warning management standpoint, it remains that message repetition across a variety of channels is most likely to enhance warning penetration (Rogers and Sorenson, 1988; Mileti, Fitzpatrick and Farhar, 1992).

           It is proposed that warning source credibility affects risk identification, assessment and reduction decision processes.  The reasoning inherent in protective action decision making is that a warning from a source perceived to be credible is more likely to be accepted as accurate.  Consequently, the threat information conveyed is more likely to draw attention and the protective action recommendation is more likely to be seen as a viable means of risk reduction.  Although attributions of credibility are clearly subjective judgments, disaster studies have identified some of the factors that underlie such judgements.  In particular, Lindell and Earle (1983) reported that laboratory studies have isolated expertise and trustworthiness as factors in individual’s determinations of credibility.  Expertise was characterized in terms of access to special skills and information, while trustworthiness referred to a willingness and ability to communicate information without bias.  Using field data on citizens exposed to volcanic hazards, Perry and Lindell (1990a) found, in addition to expertise and trustworthiness, that citizens used assessments of the past reliability of information communicated by the source as a means of judging credibility. 


It is known that attributions of credibility to different warning sources vary by the disaster agent; friends and relatives are often rated as highly credible in flood settings, formal authorities tend to receive highest ratings in radiation emergencies (Lindell and Perry, 1992).  Such attributions also appear to vary by ethnic group membership (Perry, 1987), and by the individual’s level of experience with a given threat (Tierney, Lindell and Perry, 2001).  The empirical literature is somewhat equivocal regarding patterns of credibility attributions to different classes of warning sources.  In general, it appears that authorities are commonly considered credible (Carter et al., 1977; Christenson and Ruck, 1980; Greene, Perry and Lindell, 1981; Mileti and Sorenson, 1988), but mass media and peer contacts have also been identified as perceived credible sources.    Most important, however, research has indicated that perceived credibility is positively correlated with warning belief and perceived risk (Mileti, Drabek and Haas, 1975; Perry, Lindell and Greene, 1981; Perry and Greene, 1982; Lindell, Perry and Greene, 1983).  Since credibility is a perception developed over time–outside the experience of any particular disaster warning–we will address it further in the chapter dealing with hazard risk communications.


Warning confirmation is related to source credibility and empirically is positively related to warning belief (Perry, Lindell and Greene, 1981).  Drabek (1999) has emphasized that a consistent research finding is that the most common response to any disaster warning is denial; reflecting a normalcy bias in human decision making.  Particularly when one receives a vague message or one from a source of questionable credibility, recipients attempt to verify or confirm the correctness of the message.  These attempts are consistent with the logic of the protective action decision model, which asserts that the process of making a protective action decision entails changing ones definition of the situation from that of “normalcy” to one of threat demanding actions not normally undertaken.  Warning confirmation behavior was first documented in flood warnings (Drabek, 1969; Drabek and Stephenson, 1971; Perry, Lindell and Greene, 1981), and subsequently in volcanic eruptions (Perry and Greene, 1982), Hurricanes (Nelson et al., 1989) and hazardous materials emergencies (Perry and Lindell, 1987).  Lindell and Perry (1992), studied two hazardous materials emergencies and one flood and reported that more than 60% of all warning recipients in each community attempted to confirm the warning, about 25% contacted more than three different confirmation sources, the range of sources contacted included different government offices, mass media and friends and neighbors. 

Receiver Characteristics

Variables captured in figure 2 as receiver characteristics have been shown to impact both basic decision dimensions and the characteristics of the warning received.  Demographic characteristics in particular have an impact on social context variables.  Two categories of receiver characteristics are discussed here: personality traits and demographic characteristics.  


While researchers have speculated about a variety of personality characteristics relevant to warning response (Lifton and Olson, 1976), comparatively few have been subjected to empirical testing (Perry, 1983a).   Sims and Bauman (1972) reported that individuals who believe they control what happens to them (internal locus of control) are more willing to undertake protective actions in response to tornado warnings.  However, those with an external locus of control "... place less trust in man's communal knowledge and control systems; they await the fated onslaughts, watchful but passive" (Sims and Bauman, 1972:1391).  Burton (1972) has pointed out that when citizens believe that a hazard is beyond the control of technology, they seem to ignore the threat and are reluctant to engage in actions to prepare for an emergency.  These studies suggest that those who have an external locus of control, or who are low in self-efficacy (Bandura, 1977), believe that it is not possible to achieve protection regardless what action they take and, therefore, are less likely to believe or act upon a disaster warning.


In examining this issue, it is very important to distinguish between an individual's sense of self-efficacy and the effectiveness of a protective action, as we described it in the previous chapter.  Self-efficacy refers to the individual's expectation that he or she has the knowledge or skill, or can make the effort, to perform a task (for example, develop a family emergency plan), while effectiveness refers to the individual's expectation that successful completion of this task will ensure protection from the hazard.  Thus, it is possible to have a high level of self-efficacy, but believe that a given protective action is low in effectiveness (or vice-versa).  


It is also important to recognize that, when we find some people to be low in self-efficacy (and thus, do not think they control their own fate), this does not tell us who or what they think does control their fate.  Many people believe that their safety in an emergency can be affected by forces such as luck or God's will, as well as a variety of human agents such as themselves, their peers (friends, relatives and neighbors), and government at the local, state and federal levels.  Perry and Lindell (1990a) asked residents near an active volcano to judge the degree to which their safety in an emergency would be affected by different forces or agents.  Their data revealed that citizens felt their safety would be most significantly influenced by themselves and those in their immediate community; the importance of luck or chance was judged to be relatively small while the importance of God's will was considered to be greater than any human agent other than the respondent personally.


Furthermore, self-efficacy may be confounded with other personal attributes.  In fact, two studies have found ethnicity to be correlated with locus of control.  In a study of flood response in Charlotte, North Carolina, Ives and Furuseth (1980: 14) reported that "a significant subgroup of African Americans, however, view flooding as an uncontrollable natural event and are less confident in their ability to deal with the hazard."  Likewise, Turner et al., (1979: 3) found that African Americans and Mexican Americans "were more fatalistic about earthquake danger, skeptical about science and the predictability of earthquakes" than Whites.  In terms of the warning response model, these studies suggest that there are links between ethnicity and locus of control, and between locus of control and both the likelihood of having an adaptive plan and the probability of undertaking a protective response.  Since variations may exist not only between majority and minority groups, but also among different minority groups, it is clear that considerable research is needed to assess the relationships among demographic characteristics such as ethnicity, personality characteristics such as locus of control and warning response .  Ethnicity is treated here in terms of ethnic subcultural identity under social context variables. 


Demographic characteristics of warning recipients have been identified by a variety of researchers as influencing different aspects of warning response behavior (Mileti, 1974).  In some cases it has been argued that income and education (combined as socio-economic status), age, gender and ethnicity directly impact decision dimensions (warning belief, risk perception, possession of adaptive plans), as well as warning characteristics (particularly source credibility and confirmation behavior) and social context issues (kin networks and community participation).  Indeed, it has been reported that women are more likely to believe warning messages than men (Mack and Baker, 1961; Turner et al., 1981), that older people are less likely to believe warnings (Friedsam, 1962; Windham et al., 1977) and less likely to adopt protective measures (Mileti, 1975), that there is a curvilinear relationship between socio-economic status and warning belief (Mack and Baker, 1961), and that minority citizens are less likely to attribute credibility to messages from authorities (Perry, 1987).


For the most part, the utility of demographic variables in warning response models has been limited (Zeigler, Brunn and Johnson, 1981; Drabek, 1986).  After an exhaustive review of research, Quarantelli (1980: 43) concluded that “studies dealing with demographic characteristics and evacuation are simply not conclusive.”    An important theoretical qualification should be made any time demographic variables are argued to be causes of disaster behaviors.  Particularly variables like age, gender and ethnicity are set at (or counted from) birth; far outside the context of present-day disaster responses.   That is, they are temporally antecedent to other variables that may also explain response to warnings, and tend to appear early (exogenous) in multi-stage models of warning compliance behavior.  When differences in disaster behavior appear for people in different categories of a given demographic variable, it is necessary to identify intervening variables which may be related to the demographics, but have a stronger theoretical or logical relationship to the target disaster behaviors.  Many early studies in particular used very simple models (often bi-variate) to document variation by demographic characteristics in any of a variety of disaster responses.  Modern multi-variate, multi-stage statistical models indicate that when “intervening” or control variables are introduced into analyses, some apparent direct relationships between demographic variables and warning response behaviors disappear (Perry and Lindell, 1991).  Aguirre’s (1991) multi-variate analysis of hurricane evacuation compliance found that socio-economic status, gender, age, and marital status were not statistically significantly related to warning compliance.   


Two other complications arise in interpreting the importance of demographic variables.  First, there is simply little meaningful data on some demographic variables in warning settings.  Studies indicating differences by gender in the warning setting are probably important, for example, but little is known about the relationship of gender to warning characteristics or to the calculus of risk identification, assessment and reduction.  It is possible too that family decision-making processes balance gender issues, but virtually all of the data on gender in warnings uses the individual, not the family, as the unit of analysis.  Second, demographic variables tend to be highly inter-correlated and their effects are difficult to separate in most of the warning response literature.  Thus, unless all four variables are included in an analysis, it is difficult to determine whether age, ethnicity, income or education is responsible for a particular pattern of warning belief, credibility attribution or risk perception.  Most of the available literature is simply not analyzed in a way that permits one to draw reliable inferences.


In light of these concerns regarding the use of demographic variables in warning response models, attention here will focus on two demographics that have received some empirical attention: age and socio-economic status.  Ethnicity has also received some research attention in the past two decades, but will be addressed under social context issues rather than as a demographic characteristic.  While ethnicity is in fact an attribute of individuals, our interest lies more in identify with an ethnic sub-culture, which entails social variables and experience.


The age of warning recipients has been sporadically cited as a limitation on response behaviors for decades.  Research indicates that elderly citizens are more likely to be killed (Perry and Lindell, 1997a), more likely to experience serious monetary loss (Bolin and Klenow, 1983), less likely to have adequate insurance (Kilijanek and Drabek, 1979), and more likely to experience negative emotional and physical health consequences (Logue, Melick and Struening, 1981).  The data available on elderly citizens in the warning phase of disasters is more sparse and less consistent than other studies.  A number of early studies reported that as age increases the propensity to comply with an evacuation warning decreases (Friedsam, 1962; Moore et al., 1963; Mileti, Drabek and Haas, 1975; Windham et al., 1977; Steele, Lyons and Smith, 1979; Sorenson and Richardson, 1984).  Difficulties in interpretation arise, however, because these studies tended to confound factors such as physical health and social participation with age.  Failure to include intervening variables probably accounts for competing findings that elderly are no less likely to engage in warning compliance than other age groups (Drabek and Boggs, 1968; Quarantelli, 1980; Drabek, 1983).  Perry and Lindell (1997a) conducted a review of age and evacuation compliance in nine disasters, including floods, volcanic eruptions and hazardous materials emergencies.  These data revealed that for all events there was no statistically significant relationship between age and evacuation compliance: when dealing with healthy people who live independently, compliance with an evacuation warning does not appear to be solely a function of age.  


Perry and Lindell (1997a) did emphasize that age is important in the warning phase to the extent that it influences other factors such as social context issues, which themselves may influence still other factors more closely impinging on decision dimensions.  Specifically, warning response research indicates that age has an impact on two social context variables. As age increases, levels of community participation (involvement in voluntary associations) and immersion in kin and friendship networks appear to decrease (Perry, Lindell and Greene, 1981; Perry, 1985).   


Like age and other demographic variables, the influence of socio-economic status on warning phase variables is equivocal.  For example, while Lachman, Tatsuoka and Bonk (1961) found education unrelated to evacuation compliance, Flynn and Chalmers (1980) reported a positive relationship between formal education and evacuation.  Moore (1958) found that income (confounded with ethnicity in his data) was inversely related to warning belief, while Mileti (1974) did not find a correlation between warning belief and income.  Mack and Baker (1961) reported that a curvi-linear relationship existed between warning belief and combinations of education and income: low education and income citizens and those with high education and income were less likely than those in the middle to develop warning belief.  Two points are important in interpreting these data.  First, among studies that did show relationships between income and education and any warning variable, the magnitude of the correlation was low.  Second, a compelling theoretical logic for why either education or income should be directly related to warning belief or warning compliance has not yet been presented.  The protective action decision model suggests that the theoretical role for socio-economic status in warning settings lies in the influence it may have on social context variables. While even these relationships also are less than empirically clear, there is evidence that socio-economic status is positively correlated with participation in voluntary associations and other community organizations (Tomeh, 1973; Alvirez and Bean, 1976).  This finding was replicated by Cohen and Kapsis (1978) who determined that lower socio-economic status is associated with lower rates of participation even when ethnicity is controlled.

Social Context

Relative to the protective action decision model, social context variables are intended to capture the effects of social relationships in the warning process.  From the general perspective of social context effects, three variables are relevant to the problem of warning compliance: immersion in kin and friendship networks, participation in community organizations, and ethnic sub-cultural identification.  While each of these variables has been sparsely studied in the warning literature, there is some evidence of relationships with other factors in warning compliance.  A theoretical complication in discussing the social context variables identified here is that in social settings they are related to one another (confounded).  Thus, ethnic sub-cultural identification may shape both kin and friendship patterns as well as community participation.


The concepts of kinship and friendship networks capture the extent to which an individual is socially isolated or socially active.  In a warning context, the presence of many social contacts appears to influence situational factors and warning characteristics.  Immersion in kin networks in particular may influence the structure of the household, and consequently the family context in which warnings are received (Gruntfest, 1977; Worth and McLuckie, 1977; Quarantelli, 1980; Livermore and Wilson, 1981; Sorenson, 1986; Mileti and Sorenson, 1988).  High levels of kin involvement may be correlated with the presence of multi-generational households or at least extended family households; the larger the household, the greater the number of people whose safety must be accounted for when a warning is received.(Lansing and Kish, 1957; Hill and Hansen, 1962; Drabek and Boggs, 1968).   

People's interaction and exchange patterns with their friends and kinsmen also can play an important role in the warning dissemination process and, consequently, in the promotion of successful adaptation to disaster warning (Clifford, 1958).  When officials deliver a warning message, it tends to be reactive in that it initiates social activity–information sharing--in communities (Drabek, 1969).  One's interaction patterns with kin and friends and neighbors have an impact upon the amount of content, the number of sources (repetition) and the opportunities for warning confirmation.  For example, Drabek and Stephenson (1971: 199) report that "extended family relationships were crucial as warning message and confirmation sources ... telephone conversations with relatives during the warning period were usually a key factor."   Kin and friendship networks also serve as reservoirs of contacts with whom warning recipients can confirm and evaluate messages (Bates et al., 1963; Mileti and Beck, 1975; Perry, Lindell and Greene, 1981; Lindell and Perry, 1992; Blanchard-Boehm, 1998).  These contacts serve as additional warning sources, supply additional information (warning content), and perform a confirmation function.  Drabek and Boggs (1968) have pointed out that kin and friends tend to relay messages, which has the effect of enhancing message repetition, thereby increasing the penetration of warnings.


Community involvement or participation refers to people's membership in voluntary associations and other community organizations.  In the disaster warning setting, community participation operates much like kin and friendship networks, enhancing the individual’s social contacts and access to information.  Research suggests (Barton,1969; Baker, 1979; Perry, Lindell and Greene, 1981; Aguirre, 1991) that the extent of people's integration into the community affects the content, source, number of warnings received, and opportunity for confirmation.  It has also been argued that community contacts are less important sources of evacuation information than kin relationships (Drabek and Boggs, 1968).  Community involvement becomes important when kin bonds are weak or absent, since ties to the community can substitute for kin relations in response to evacuation warning.  The empirical record on the relationship of demographic variables to community involvement is not consistent.  Although it is generally argued that the elderly have higher levels of social isolation--shrinking friendship networks and decreased affiliations with organizations (Watson and Maxwell, 1977)–other studies have found only weak relationships between age and social participation (Kent, 1971; Cottrell, 1974).  As discussed below, ethnic group membership also appears to be related to the nature, but not necessarily the level, of community involvement.


Community participation also has special relevance to community programs for hazard awareness, and through knowledge gained from these programs for warning behavior.  A major aim of hazard awareness programs is to create knowledge of mitigation measures, but also to inform citizens of preparedness measures.  Preparedness measures include information on what actions can be taken when disaster strikes, how warning systems work, what messages mean, and so on.  Much of the risk communication undertaken in hazard awareness programs is disseminated through community organizations, and active membership in such organizations therefore exposes citizens to warning relevant knowledge (McPherson and Saarinen, 1977; Prater and Lindell, 2000).  When warnings are issued, citizens with this type of “pre-event” information can be called upon to provide information that puts the warning into local context, thereby enhancing the probability of warning belief and informing the process of risk assessment and choice of risk reduction (Fitzpatrick and Mileti, 1991; Streeter, 1991).


Membership in an ethnic minority group is a significant feature of risk communication generally, and should be considered in models of warning response behavior.  In a theoretical sense, interest probably more appropriately lies in a person’s assertion of ethnic identity and their consequent immersion in the values, norms and activities of an ethnic subculture.  Unfortunately, none of the research on disaster behavior to date has directly included ethnic identity, and only sporadic studies since the mid-1980s have measured ethnicity at all (Perry, 1987).  Faced with this empirical record, it is simply noted that studies reviewed here deal with self-reported ethnicity; it is assumed that there is variance in the extent to which ethnicity is correlated with adherence to ethnic sub-cultural activities.  The protective action decision making perspective suggests that ethnicity will influence family context and warning characteristics.  It has been pointed out above that ethnicity is related to immersion in kin and friendship networks and community participation (Bianchi and Farley, 1979).


Ethnicity has a pronounced effect upon the individual's relationship to kin, particularly in the context of disaster.  In his study of a Mexican community during a flood of the Rio Grande, Clifford (1958:116) observed that  "people were oriented so strongly toward the extended family that they almost completely neglected neighbors and friends." Staples (1976: 123) reported that  "the Black kinship network is more extensive and cohesive... a larger proportion of Black families take relatives into their households."  Similar observations have been made regarding Mexican Americans and Asian Americans (Wilkinson, 1999). Hence, family structure and role responsibilities vary both among minority groups and between minority and majority groups (Bianchi and Farley, 1979; Staples and Mirande, 1980): minority households are more likely to be extended families, to involve multi-generational depth, and to have more than a single family in the same household. For disaster warnings, one result of a propensity toward nontraditional households is an expansion of the number of individuals whose safety must be accounted for at the time of warning receipt.  Consequently, there is a greater probability among minority families that some family members may not be present or accounted for, thereby slowing or stopping family warning compliance.  Indeed, it may be this difficulty in achieving family context, rather than any inherent issues in risk assessment, that has been detected by researchers who report that minority citizens fail to comply with disaster warnings (Moore, 1958; Sims and Baumann, 1972).


Studies that report differences in warning compliance by ethnic group membership tend to not use sophisticated models of warning behavior (Drabek, 1986).  In contrast, Perry and Lindell (1991) tested a multi-variate model of warning compliance that included three American ethnic groups–whites, African Americans and Mexican Americans–reacting to a flood and a hazardous materials accident.  A key finding of this study was that the effects for ethnic group membership produced small partial regression coefficients that were not statistically significant.  Instead, evacuation compliance was more a function of perceived risk (measured as certainty and severity), possession of an adaptive plan, and warning characteristics including source credibility, warning confirmation and warning content.  These findings were interpreted to mean that, without regard to ethnicity, people made evacuation compliance decisions on the basis of risk assessments (with a protective action recommendation), informed by warning content, credibility and confirmation.  The authors argued that the data supported the basic idea that whether a person is white, African American or Mexican American, if they are convinced that the warning is accurate, risk is high, and possess an adaptive plan, the probability is that they would evacuate.  Thus, the basic decision-making issues (variables) are similar across these three ethnic groups; implying that the principles of the protective action decision model are empirically tenable.  


Perry and Lindell (1991) did not argue that ethnicity was consequently not an issue for warning compliance.  Instead, they used their data to identify principal differences among the ethnic groups that do have implications for behavior within the PADM.  These analyses revealed that ethnicity was related to warning characteristics: source credibility and confirmation behavior.  In a more general way, this observation was also made by McLuckie (1970).  Perry and Lindell (1991) found that in a flood setting Mexican Americans from Texas cited social network contacts (friends, relatives, neighbors) as highest credibility sources, followed mass media and then uniformed authorities (fire and police officers).  In Washington, Mexican Americans warned of a hazardous materials emergency most often identified authorities as the source of with highest confidence, followed by mass media and social networks.  African Americans in the Texas flood had highest confidence in authorities, followed by social networks.  Whites who were warned of the Texas event felt most confidence in mass media followed by authorities, while those in Washington rated authorities most credible, followed by social networks.  The important point here is that attributions of source credibility are idiosyncratic (within and between ethnic group variation is present) and appear to vary by type of disaster agent and probably by geographic location.  As argued in the next section, this finding suggests that the appropriate strategy for emergency managers seeking warning compliance–rather than attempting to determine precise credibility attributions--may be to establish (as part of more routine risk communication) the credibility of a given source across the entire community.


We have already seen that the most common response to disaster warning receipt is denial and a search for further information.  The data gathered by Perry and Lindell (1991) indicate that there are ethnic variations in both the level of warning confirmation behavior, and the types of sources contacted by warning recipients.  It was found that slightly smaller proportions of whites attempted to confirmation warning messages than either African Americans or Mexican Americans.  Furthermore, when examining the first additional information source contacted, whites were more likely in both the flood and hazardous materials emergency to contact the mass media (radio or television station), followed by social networks.  Mexican Americans confronted with the flood threat followed the same pattern as whites, although when faced with a hazardous materials emergency, Mexican Americans were most likely to use a social network contact first, followed by mass media.  African Americans, on the other hand, were most likely to use a social network contact, followed by contacting an authority.  Again, the important conclusion is that, left to their own devises, members of different ethnic groups contact different categories of sources for warning confirmation.  There is also variation within the same ethnic group and across types of disaster agent.  Rather than sort out all possible patterns of contact, emergency authorities are probably better advised to acknowledge the need for warning confirmation by many diverse elements of communities and facilitate that process, perhaps by establishing warning confirmation centers.

Practical Issues in Community Warning


The protective action decision model has a variety of implications for the issuance of warnings to communities threatened by disasters.  It is important to remember that community officials’ actually develop warning strategies and tactics as part of the preparedness function of emergency management.  This means that the support functions for implementing the decisions described in figure 1–as a community warning system--are executed outside the context of (before) any disaster agent threatens.  Consequently, arrangements to receive and monitor threat information, software (or other decision guides) for threat assessment, and mechanisms for delivering warnings are in place when decisions to issue community warnings are made by authorities (see Lindell and Perry [1992] for details of such arrangements).  Furthermore, disaster researchers have long contended that warning related issues should be disseminated to citizens as part of routine risk communication; usually embodied in hazard awareness programs (McLuckie, 1970; Dynes, Quarantelli and Kreps, 1972; White, 1972; Greene and Gori, 1982; Fowlkes and Miller, 1987).  Through such programs, emergency managers can “sensitize” citizens in advance of probable channels for messages, likely protective action recommendations, possible logistical concerns in compliance, and means of confirming warnings, among other relevant issues for hazard education (Kartez and Lindell, 1987).  If this information is communicated effectively, the warning message is less likely to seem surprising, easier to confirm, consistent with knowledge of the greater hazard process, and serves as a cue to implement protections that have at least been previously suggested by authorities.   


We emphasize that disaster warnings and warning systems should not be conceptualized apart from the larger context of the hazard and its management.  A disaster warning is a signal to initiate protection from some consequence of a hazardous environment that is not subject to mitigation or has not been mitigated.  The following discussion links the tenets of protective action decision making with empirical data on citizen response to warnings and derives measures based on these linkages that emergency managers can use to enhance the effectiveness of issuing warnings to diverse communities.  The community is seen as a multi-ethnic environment composed of people with differing experiences, values and norms.  The challenge is to determine how to effectively gain short-term compliance with protective action recommendations in this environment. 

Vulnerability Assessments and the Community    


Thorough community hazard management is founded upon vulnerability assessments.  At the most general level, these analyses identify and map environmental threats.  This enables identification of which risks will be managed and sets the stage for how that management will be executed.  Vulnerability assessments, in mapping how the community will address threats, take into account the resources of the jurisdiction and it’s social characteristics to assess possible consequences.  In this way, the results of vulnerability assessment–through identification of which environmental threats to manage and through what mechanisms–is directly connected to the formation of warning systems.  Furthermore, both the structure of warning systems and the conduct of vulnerability assessment take place within the context of the local emergency management system.  The local system operates such that assessments of social characteristics of the community–such as housing patterns and density and demographics like ethnic composition–are accounted for in the design of warning systems. 

Constructing Warning Messages

The warning message is the vehicle which carries the results of authorities risk decisions (based on vulnerability assessments and the results of hazard monitoring) to endangered citizens.  It is known that citizens assess risks themselves, and an important warning objective is to insure that citizens reach decisions similar to those of emergency managers.  It is known that people tend to disbelieve messages describing danger; attempting to interpret messages to indicate that no real deviation from routine is necessary.  Thus, unclear or imprecise messages leave much room for such interpretation and may encourage delays in constructive protective action or stop it altogether.  It is also known that if sufficient time before impact exists, citizens may hear official warnings from multiple channels and those messages may intermixed with warning messages from other sources including mass media interpretations and communications from friends, relatives and neighbors.  Consequently, the opportunity for inconsistency across a range of messages is high.


To maximize the chance that citizens will comply with official messages, there is a need for clear, concise construction.  Furthermore, the content of the message should contain information that is known to address issues important to risk assessment and protective action decisions.  There is much agreement among disaster researchers that warning content needs to include at least seven elements (Drabek, 1999).  These elements may be expressed as questions that the message should answer:


Who is issuing the warning?  This information identifies the authority under which

risk information was collected and whose responsibility it is to engage in public protection.

What is threatening?  The message should identify the environmental force that poses the threat.  If the threat presents no observable cues or existing cues appear inconsistent with the presence of a threat, it should be briefly explained.

Exactly what geographic area is threatened?  This information permits citizens to determine unequivocally whether they are in an impact area.  In some threats, citizens are conservative about the impact area; the reactor accident at Three Mile Island witnessed a large evacuation of people not in danger (Perry, 1985).  In others, such as some hurricanes and floods, citizens are more reluctant to define themselves as inside impact areas (Drabek and Stephenson, 1971; Baker, 1993).  At least by providing detailed information, authorities can reduce some of the consequences of potential over- and under-compliance.

When is the anticipated impact?  If time allows and the information is available, the presence of progressive impact times over large impact areas should be noted.

How probable is the event?  The warning message should clarify the probability that the event will take place.  In most cases if authorities have made the decision to warn and suggest protective action, the impact is absolutely certain, and should be conveyed as such to eliminate doubt or interpretation.  Since the “cost” of responsible false warnings in terms of future citizen responses has been found to be low, it is difficult to over-emphasize certainty.

 Are there very high risk locations that require special actions?  This information identifies areas and actions that are especially dangerous, such as residence in mobile homes during floods or tornadoes, or driving an automobile in the presence of high winds, hazardous plumes, or fast moving water.

What specific protective actions should be taken?  Usually in the warning setting, protective action recommendations are selected with the goals of providing maximum safety, quickly, without placing elaborate demands on warning recipients.  Ideally, such recommendations have been addressed previously in other risk communication.  PAR’s should not assume previous exposure, however, and should represent simple actions that are easy to implement.


At first glance, this may seem to be a great deal of information to attempt to condense into a brief message.  However, the logic for the content has a theoretical basis in the PADM and has been empirically demonstrated in decades of research.  Federal warning guidance suggests that emergency managers devise “model” warning structures that contain open spaces where event-specific information is inserted.  Such message formats are useful and permit careful crafting of message structure to insure that all relevant information is included.  At the same time, one can eliminate extraneous information to keep the message as brief as possible.


Certainly in some communities a simple message like “the river is flooding–evacuate” can elicit reasonable responses from warning recipients.  But short messages assume much information on the part of the recipient.  For example, the above message assumes that the citizen knows the location of the river, can correctly estimate the impact area, can correctly place his/her location in that area, knows where a safe (high ground) location is, and knows how to reach that location.  With jurisdictions more frequently being held legally liable for failures to adequately protect public safety (Mileti, 1999), as well as in the interests of actually reducing human and property loss, communicating an adequately informative message that minimizes assumed knowledge is highly desirable.  Drabek (1999) points out that poorly functioning warning systems and imprecise messages during Hurricane Mitch (1998) produced a death toll in excess of 10,000 throughout several South American countries. 

Maximizing Coverage of the Warning Net

Disaster warnings are effective only to the extent that all people within the risk area actually receive the message.  Coverage can be discussed in terms of the channels through which warnings are disseminated.    In selecting channels for official warning dissemination, four issues demand consideration: direction, penetration, distortion, and ethnicity.


Warning channels tend to be directional in that the control of the level of coverage varies with the channel.  Some channels, such as face-to-face warnings or mobile loudspeakers, are subject to high levels of control in that recipients of the warning tend to be exclusively those identified by authorities as in a risk area.  Other channels, such as mass media, are less subject to control in that the broadcast area may not precisely coincide with the risk area.  While it seems obvious that the failure to deliver a message to those who are at risk is a problem, it is also the case that compliance problems are created when messages go to those not at risk, or when messages designed for one group of recipients go to another group.  This situation most commonly arises in connection with warnings disseminated over the broadcast media via the Emergency Alert System in large scope threats such as hurricanes, volcanic eruptions, significant riverine flooding or tsunami.  Radio or television stations broadcast messages intended for reception in the community where they are located, but only a part of that community may be at risk and other communities may also receive the broadcasts.  When the message fails to identify the area to which the hazard description and recommended protective actions apply, the potential arises for those in less severely threatened (and even unaffected areas) to initiate protective response.  This phenomenon underscores the need to carefully select such broadcast channels and to carefully specify the risk area in the message.


Penetration of normal activities is important for similar reasons.  A warning message is useless unless the method of delivery can seize the attention of those at risk.  In most instances, the affected population is unaware of the pending disaster and will be engaged in routine activities.  Rogers and Sorensen (1988) have identified seven fundamental location-based activities of interest to emergency planners:  (1) home asleep, (2) indoor activities, (3) outdoor activities, (4) in transit, (5) working or shopping, (6) watching television, and (7) listening to radio.  These activities differ in the ease with which they can be interrupted by different warning mechanisms.  Clearly, warnings transmitted over the broadcast media are more likely to be received and attended to when the population at risk is watching the television or listening to the radio.  Conversely, such warnings transmitted over this channel are least likely to be effective when those in the impact area are home asleep; in such cases telephone alerts or face-to-face warnings are more likely to penetrate.  Lindell and Perry (1992) provide a detailed discussion of the penetration characteristics of different warning channels.  


Susceptibility to message distortion introduces two challenges in warning dissemination.  First, emergency managers must appreciate that in many cases official warnings will be “relayed and possibly elaborated” by a variety of sources.  This creates a situation in which warning recipients may hear official warnings and also unofficial messages from mass media, friends, relatives and neighbors.  To the extent that official warnings are elaborated by unofficial sources, there is potential for omission and changes in information. A second related challenge is that an environment is created wherein multiple messages may either appear to be or actually be inconsistent and contradictory. be relayed in order to achieve complete dissemination over the entire population at risk.  Both challenges are conventionally addressed using the same tactics. 

In constructing messages, emphasis should be placed on identifying the official nature of the communication.  Such identification allows recipients to appreciate the credentials and authority of the source and its claim to access to specialized knowledge, skill and equipment that make the message meaningful.  Especially in technological disasters or natural events with which the public is not familiar, research indicates that such credentials are respected by warning recipients.  The impact of distortion and conflicting messages also can be reduced through repetition of official messages and by issuing messages across multiple channels simultaneously.  This approach has the effect of increasing the “availability” of official messages for intended recipients, while the repetition also emphasizes the seriousness with which officials view the threat.  The use of “warning confirmation centers,” discussed below, also serves as a means of reducing message distortion.  


Finally, the presence of diverse ethnic groups also demands attention in the choice of channels for warning dissemination.  Two issues are important here.  One is the notion that some channels carry more directly to some ethnic groups than others, while the second relates to possible differential language mastery that may affect message understanding. In practice, the two issues are intertwined, since the channels that attend to particular ethnic subcultures often do so in a referent language other than English. With regard to differential channel preference, it is well known that radio and some television stations select or serve highly specialized audiences, including some ethnic groups.  Especially in the southwest, California and Florida, Spanish language radio, television and newspapers are common.  Asian and European language stations may also be found in communities, depending upon the presence of a relevant audience of adequate size. Such channels are useful in that they mitigate the problem of targeting messages and the issue of language at the same time.  When issuing warnings via EAS or less formally passing on a warning to mass media with a request that it be relayed to listeners, it is important that the translation from English to another language be accomplished in a way that involves emergency manager interaction with the translator.  This practice can reduce problems of message distortion significantly; the possibility of distortion is increased if an English message is simply passed on, allowing free translation by those operating the channel.  Identification of such relevant channels that are ethnically targeted should take place as part of community emergency preparedness activities, reviewed annually for currency and changes, and included in standard operating procedures for warning dissemination.


In summary, maximizing the coverage of the warning net rests upon three principles.  First, issue warnings using a range of channels, including mass media.  Care must be taken when using mass media that either the warning is direct from authorities (using the Emergency Alert System) or that the message “relayed” by media is in fact the full message prepared by authorities.  Furthermore, the channels selected should take advantage of any available community-specific ethnically targeted channels.  Second, penetration is an important issue in every warning event.  The mix of channels used for dissemination may require more individualized techniques–telephone, face-to-face, or mobile loudspeaker–to achieve penetration at night, early morning, or when those at risk are recreating.  It should be remembered that individualized warning techniques require more time (or more personnel) than blanket–mass media–techniques, but have a much higher probability of residential penetration.  The third principle is that message repetition (by authorities) tends to reduce the probability of distortion and create an opportunity to update warning information.  Messages are routinely relayed through communities through contacts among friends, neighbors and relatives, and in addition to repeating an official message, mass media commentators may elaborate and comment on a message. While such message relay doesn’t necessarily involve distortion,  repeating official messages at least insures that accurate information is regularly inserted into communication nets.  Furthermore, each repetition of a warning message serves as “official” confirmation that the warning is accurate and the situation is serious.    

Managing Credibility and Confirmation

Research has shown that (1) the most common initial reaction to a warning is disbelief, (2) people attempt to confirm warnings with multiple sources, (3) warnings from credible sources are important in compliance decision-making processes, and (4) there appear to be differentials by ethnicity and possibly socio-economic status among the levels of credibility attributed to the same sources.  For emergency managers, these four pieces of information underscore the importance of building source credibility, disseminating warnings in convincing fashion, and systematizing warning confirmation opportunities.


Authorities generally achieve credibility over time.  Thus, both performance over time in disaster settings and in more routine risk communications is accumulated as citizen observations.  While greater attention is given to this issue in the next chapter, hazard awareness programs form an important opportunity for credibility enhancement.  Such programs allow officials to engage citizens on hazard issues, demonstrate their expertise and access to specialized information, deal directly with disaster warning processes and objectives, and address official commitment to community safety.  To the extent that these objectives are achieved, it is more likely that authorities themselves will be seen as credible information sources when disaster warnings must be delivered.


While much credibility building takes place outside the context of a given disaster event, there are aspects of warning delivery that impact perceptions of credibility.  Specifically, one needs to be certain that the channel or mode of warning delivery impacts the idea that the situation is serious.  Research documents that credibility attributions (and seriousness definitions) differ at least slightly across ethnic groups. We have argued that the appropriate strategy for addressing such variation is not to attempt to estimate which source is best for whom.  Instead, three principles may be invoked.  First, attempt to build credibility for emergency management organizations specifically in the performance of disaster warning.  This is accomplished through risk communications and activities that include hazard awareness programs.  Second, remember that simply using multiple channels communicates a vision of seriousness and reinforces the message in that it is present in the same form across multiple sources.  Third, when delivering warnings, emphasize the seriousness with which authorities take the threat.  This can be accomplished in the way messages sent via mass media are worded, or in the appearance of individuals delivering messages in one of the more individualized forms.  


This latter principle can be effectively used in face-to-face warning situations.  Research has shown that fire departments generally enjoy high levels of credibility in American communities (across the demographic spectrum), and consequently they represent positive choices for face-to-face dissemination.  The Phoenix, Arizona Fire Department is specifically charged with delivering face-to-face warnings to citizens endangered by hazardous materials incidents.  As a credibility enhancing mechanism, the Department’s Standard Operating Procedure requires that firefighters delivering warnings wear bunker gear (a response uniform), helmet, and have their self-contained breathing apparatus in view on their person.  When a risk area resident refuses to evacuate, the firefighter is instructed to ask for and write down the name and contact phone number of a “next of kin” for the individual.  The evacuation compliance rate for hazardous materials emergencies in Phoenix has remained extremely high over the years.    


Systematizing warning confirmation opportunities is an important way to enhance citizen beliefs that the message is accurate and that the threat is real.  For decades, disaster researchers have documented that warning recipients from all ethnic groups (time permitting) proactively make contacts with social peers, mass media organizations and authorities in an attempt to confirm that warning information is accurate. By creating or adapting citizen “hotlines” or information centers to a warning confirmation function in disasters, authorities can achieve both a degree of rumor control and facilitate the confirmation process.  Ideally, the availability of such hotlines would be disseminated as part of risk communication or hazard awareness programs, but it can also be given as part of the officially disseminated warning message.  In most disasters, a hotline provides a relatively easily and quickly accessible confirmation source, thereby increasing the speed with which protective action recommendations can be implemented.


There are, of course, cautions that must be considered when advising citizens to use telephones as a mechanism for obtaining disaster relevant information.  Researchers dating back to Fritz and Mathewson (1957) have documented that snarled communications can arise from telephone convergence in disasters.  For many years, disaster planning handbooks (Healy, 1969; Leonard, 1973) warned that authorities should never advise citizens to use telephones.  During the Northridge earthquake in Greater Los Angeles, even cellular telephone traffic was over-loaded, prompting some emergency management agencies to switch to satellite-based telephones.  It is widely known, however, that citizens routinely continue to use telephones to obtain information (Lindell and Perry, 1996).  Quarantelli and Taylor (1977) argued that technological innovations of the 1970s and the fact that citizens rely on telephoning anyway was sufficient to suggest that hotlines were feasible as ways of at least channeling some of the calling into constructive directions.  By the late 1990s, the practice of discouraging telephone use remained an ideal, but it has become commonplace to operate confirmation centers as well.  


Predisaster planning is clearly a prerequisite for successful design and implementation of a confirmation center.  It is important, to maximize use, that citizens be told of  the existence of the center as part of hazard awareness programs.  For example, the San Francisco Fire Department, as part of it’s web site for earthquake preparedness, reminds citizens to refrain as much as possible from telephone use during earthquakes, but also includes information center telephone numbers.  An awareness program would of course use multiple channels for disseminating the existence of hotlines.  Many large municipalities and counties use designated telephone numbers routinely as citizen hotlines so that citizens can obtain information about a variety of issues or express concerns.  Such arrangements typically are developed to handle large call loads (limited usually by available operators) and may be easily converted to warning confirmation functions.  Sophisticated equipment to manage significant call loads and either permit interaction with an operator or play recorded messages are available.  Also, some smaller and rural communities have developed innovative approaches such as advertising several different numbers (emergency management, fire, police, public works, city management offices) in an effort to spread calls across multiple exchanges (Lindell and Perry, 1992).  In either case, adequate measures must be taken to insure that the system is responsive to the community served.  A system that overloads quickly is likely to create significant frustration among warning recipients.  The load issue can also be placed in the perspective of the larger efforts of a jurisdiction to enhance warning compliance.  If messages are constructed appropriately, delivered across many channels, repeated frequently, and the authority has established reasonable credibility in the community, the demands on a warning confirmation line are likely to be reduced.            

Creating Specific Warning Compliance Incentives 

Disaster researchers have advocated creating incentives for citizens to comply with protective action recommendations for many years (Perry, 1979b).  While measures such as message construction, dissemination channel management and confirmation centers are generic and have positive functions across events and protective actions, warning compliance incentives usually focus on a particular type of protective action recommendation. In this context, an incentive is any measure that increases the probability that citizens will be able to successfully adopt a suggested protective action.  


The majority of available research has focused on the creation of incentives for citizen evacuation from endangered areas (Lindell and Perry, 1992).  The provision of transportation out of the risk area by authorities constitutes one incentive for citizen compliance with a request to leave.  Two approaches are usually undertaken with regard to transportation incentives.  First, since most evacuees leave in private vehicles, problems of safety, speed of clearing an area, and safety arise.  Thus, some jurisdictions devise and disseminate evacuation traffic management plans, including route information and designation of safe destinations–often in the simple form of a labeled map.  Such plans are routinely used in connection with nuclear power plants and similar hazardous facilities, and can also be developed for natural disasters such as riverine flooding and hurricanes where it is feasible to identify impact areas in advance.  Another transportation incentive involves provision of transportation in high occupancy vehicles.  While most evacuation plans assume the use of private vehicles, some forms of mass transport are usually available for those without access to cars.  An incentive can be found in systematizing and publicizing the availability of such transportation.


Remembering that families rarely evacuate if the welfare of members is not accounted for, facilitation of communication among family members has also been used as an incentive to promote evacuation compliance.  While families prefer to be united at the time of evacuation, some studies (Haas, Cochrane and Eddy, 1977; Lindell and Perry, 1992) have indicated that uniting families is less important that simply having a means of obtaining information on the whereabouts and welfare of family members.  The establishment of centralized family message centers and the promotion of human accountability capabilities in congregate care facilities reflect measures to enhance family communications.  For decades, congregate care facilities operated by the Red Cross and Salvation Army have accounted for who is in a given shelter and their condition; the incorporation of personal computers in the 1990s greatly enhanced the speed of information retrieval.  Both organizations typically aggregate their information for a given disaster, providing a relatively comprehensive accounting that can be accessed, both by concerned citizens from outside the impact area and by evacuees seeking separated family.  The Red Cross site on the World Wide Web offers an innovative system for distant relatives to locate information on families as well.  Some larger municipalities undertake the aggregation themselves as part of an emergency operations center function.  By sharing knowledge that such contacts can be made in hazard awareness programs (or less desirably at the time of warning), officials enable citizens to either preplan communications (if separated, we both go to shelter) or locate family members after the fact.


The mention of congregate care facilities where evacuees may stay during a period of absence from homes raises the issue of their use.  For years, disaster researchers and emergency managers have noted that evacuees prefer to house with friends or relatives and tend to eschew so-called public shelters.  In most cases, utilization of congregate care is likely to run in the range of 5-15 percent of evacuees, depending on the characteristics of the evacuees, the situation and the community (Lindell et al., 1985).  Specifically, evacuees are more likely to rely on public accommodations if they are less integrated into the community, have lower incomes, and rely on public transit.  Situational factors that increase use of public facilities include night time evacuations, bad weather, evacuation of an entire community, and an anticipated short period of evacuation.  Finally, characteristics of the community that promote shelter use include isolation from other communities and high levels of community emergency preparedness; factors which suggest that facilities will be better equipped and better known to evacuees.


Two important points for developing evacuation incentives can be derived from these data.  First, when given a choice evacuees prefer the homes of friends and relatives for sheltering.  Second, although warning messages need to identify congregate care facilities, it should not be the place where evacuees first hear about the existence or location of the facilities.  Even if public facilities are used only by a small proportion of evacuees, they are critical for those with no other place to go.  Furthermore, it is possible that use may increase somewhat if hazard awareness programs explicitly address such facilities and emphasize advantages of shelter use–not the least of which is the family accountability achieved through shelter management.  An incentive for those who may not normally choose public care lies in emergency managers development of flexible plans for temporary lodging of evacuees.  Such a plan may involve creating an evacuation reception center where families could check-in to a database and stay or depart for an alternate location such as friends or relatives, a motel or hotel, or some other personal arrangement.  Such a plan incorporates more evacuees into family status databases, but permits a choice of accommodations.  Note that reception centers should be co-located with shelters in safe areas and not confused with traffic snarling roadside checkpoints.           


Finally, these incentives represent only a few possible incentives that could be created for evacuation compliance.  Different incentives might be used for threats in which the protective action recommendations centered upon “sheltering in-place;” for example, staying inside the house and using breathing protection for nuclear power plant threats, or moving into a structurally sound high rise building for hurricane threats.  The nature of incentives actually implemented in a jurisdiction would depend upon the threat, citizen concerns and response proclivities, and the resources of the jurisdiction.  The important point is that incentives form another means of enhancing citizen compliance with protective action recommendations.  An equally important point is that the successful use of incentives demand much jurisdictional planning and citizen outreach before the disaster strikes, in the broader context of hazard management.  
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