
CHAPTER 9


PREPAREDNESS FOR EMERGENCY RESPONSE 


Emergency preparedness refers to the readiness of an organization or jurisdiction to constructively react to threats from the environment in a way that minimizes the negative consequences of impact for the health and safety of individuals and the integrity and functioning of physical structures and systems.  The achievement of emergency preparedness takes place through a process of planning, training and exercising accompanied by the acquisition of equipment and apparatus to support emergency action (Gillespie and Colignon, 1993).  Chapter 1 introduced the local emergency management system as a collection of roles and offices that reach across a jurisdiction and are interdependent with roles and offices in other jurisdictions.  The objective of this chapter is to examine the emergency planning process, review the content of an emergency plan and describe the organizational structures—the incident management system and emergency operations center—through which emergencies are managed.  

Principles of Emergency Planning

Often, there is a tendency to equate emergency planning with the presence of a written plan and similarly believe that a written plan is evidence of jurisdictional preparedness.  In practice, it is important to avoid confusing planning with a written plan; planning is a never-ending jurisdictional process, while the plan itself represents a picture of that process at some specific point in time.  Similarly, a written plan does not guarantee preparedness; preparedness is dynamic and contingent upon ongoing processes.  Thus, possession of a written plan is an important part of, but not a sufficient condition for, community emergency preparedness.  Preparedness, as a state of readiness to respond to environmental threats, results from a process in which a community examines its susceptibility to the full range of environmental hazards (vulnerability analysis), identifies its human and material resources available to cope with these threats (capability assessment), defines the organizational structures by which a coordinated response is to be made (plan development), and conducts training, drills and exercises (preparedness maintenance).  Because vulnerability, resources and organizational structures change over time and performance skills disappear when not exercised, planning and training must be continual processes in order to establish and maintain emergency preparedness (Daines, 1991).  It is consequently important to carefully examine the emergency planning process, making explicit its relationship to preparedness and examining both the elements and products of planning.  Our focus is upon the planning practices within a county or municipal unit and the level of preparedness that results from these planning practices.  In a subsequent section we will address the concept of inter-jurisdiction emergency response.

Emergency planning is most accurately conceived and implemented as a process.  It is a continuing sequence of analyses, as well as opportunities for the development and maintenance of individual and team performance skills achieved through training, drills and critiques (Kartez and Lindell, 1987, 1989; Lindell and Perry, 1992; Peterson and Perry, 1999; Tewdwr-Jones, 2002).  Emergency planning as an approach to dealing with environmental hazards is driven by two objectives:  hazard assessment and risk reduction.  Hazard assessment involves not only identifying threats that have previously affected the community, but also employing technology that leads to prompt identification of new or potential threats.  In the case of geophysical hazards, these may take the form of U.S. Geological Survey reports, while for technological hazards--especially toxic chemicals hazards--the data filed with State Emergency Response Commissions and the U.S. Environmental Protection Agency are useful.  Once the hazards are identified, the planning process should produce an assessment of their risks.  The process of identifying and monitoring most risks involves inter-governmental partnerships.  The most costly and complex identification and detection technology is usually based with federal government agencies, who operate formal programs for sharing information with state and local jurisdictions.  As one moves from municipal through county and state to federal levels, the technology and expert resources increase.  As one moves down the intergovernmental structure, knowledge of local circumstances and capabilities increase.   The assessment of risks includes a technical investigation of the magnitude of the undesirable consequences to the community's safety, health, property, and social and economic activity and can, in some instances provide information about the probability of occurrence.  For example, FEMA flood maps indicate the areas affected by floods of a given recurrence interval (e.g., "100 year flood"), while local geographic information plots can identify specific parts of a county or city that are likely to be affected and estimate the social and economic impacts of the effects.  

Risk reduction involves an examination of the actions necessary to decrease the detected or projected levels of danger and to identify the resources required for implementing those actions.  Since the available resources are rarely equal to the threat, this process implicitly defines the remaining level of danger considered to be acceptable (Dynes, 1993).  Thus, the decision to manage a particular hazard and the level of protection to be sought draws upon technology but has a political (community resource distribution) element.  Hazard identification and assessment can be thought of as procedures through which environmental threats to the community can be measured, monitored and evaluated, while risk reduction may be viewed as the development and implementation of activities aimed at mitigation, preparedness and response (Mileti, 1999).

Even within the context of achieving protective objectives, the practice of emergency planning varies considerably among communities and organizations.  Whether or not such variation is desirable, it is a fact of the profession.  Like any other human activity, planning depends upon resources, skills and motivation of those that engage in that activity.  The extent to which knowledge, resources, and personnel are available may differ significantly from one jurisdiction to the next.  In large part, it is the efforts at state and national levels that disseminate information and expertise that are designed to “level the playing field” across local governments to obtain a more even level of protection across the nation (Federal Emergency Management Agency, 1993).

As a process, planning may be quite formal--with a specific assignment of responsibility to an office having an identifiable budget--or largely informal--with responsibility poorly defined and the limited budget available dispersed among many agencies within a jurisdiction (Dynes, 1998).  Typically, the levels of jurisdiction resources drive threat awareness and the nature of planning processes.  Similarly, the products associated with planning may be mostly written or mostly unwritten.  To a certain extent, the nature of the emergency planning process will correlate with the size of the community in which it takes place.  Larger communities--characterized by an elaborate structure of governmental offices, many resources and personnel, and perhaps higher levels of staff turnover--tend to evolve formalized processes and rely more heavily upon written documentation and agreements.  In smaller communities the planning process may generate few written products and be largely reliant upon informal, personal relationships for risk identification, assessment and reduction.  Formalization of the planning process is also likely to vary with the frequency of hazard impact.  In communities subject to frequent threats, response to the hazard may be a practiced skill rather than a hypothetical action.  In a frequently flooded community, the fire department may evacuate residents of the low-lying areas (in the usual manner, to the usual safe location) when the water reaches a certain street.  There is considerable value to formalization, however, even for the smallest jurisdiction.  With formalization comes stabilization of response and increased likelihood of backup safety systems, decreased likelihood of system breakdowns due to forgetting and increased probability that a successful response will be mounted to a given threat.  Furthermore, as citizens hold jurisdictions responsible in courts for inadequate emergency response, written procedures form a baseline of information regarding exactly what a jurisdiction did do to abate a danger (Lindell and Perry, 1992).   

While the degree of formality of the planning process does not necessarily provide an adequate indication of the level of emergency preparedness, it is possible to identify other aspects of planning that do appear to be empirically correlated with high levels of community preparedness.  Ten such practices, which can be described as fundamental principles of emergency planning, have been gleaned from the research literature and represent recommended orientations to the emergency planning process.

The first principle of preparedness planning is that it should be based upon accurate knowledge of the threat and of likely human responses.  Accurate knowledge of the threat comes from thorough hazard assessment and vulnerability analysis.  Once the hazards to the jurisdiction have been identified, planners and public officials frequently recognize the limits of their expertise.  When accurate knowledge about the behavior of a geophysical (earthquake and volcano), meteorological (tornado and hurricane), or technological (hazardous materials) threat is lacking, the need for contacting an expert to obtain it is readily recognized.  Similarly, there is little difficulty in convincing planners and jurisdictional authorities that highly specialized experts need to be consulted in preparing for WMD terrorist threats.  

Unfortunately, the same cannot usually be said about accurate knowledge regarding likely human behavior without regard to the threat agent being addressed (Dynes, 1994).  As a familiar saying goes, the problem is not so much that people don't know what is true, but that what they do "know" is false. Long ago Quarantelli and Dynes (1972) and James and Wenger (1980) succinctly described a number of common myths regarding citizen disaster response behaviors that seem to persist in spite of much research that shows otherwise.  Contrary to the beliefs of the general public, and, more distressingly, public officials and even residents of communities that have previously experienced disasters, disaster victims typically act rationally, given the limited information they have about the situation.  They do not flee in panic, wander aimlessly in shock, or comply docilely with the recommendations of authorities.  Instead, victims are likely to make their own decisions about whether and when to evacuate.  Following impact, they are the first to search for survivors, care for the injured and to assist others in protecting property from further damage.  When they seek assistance, victims are more likely to contact informal sources such as friends, relatives and local groups rather than governmental agencies or even such quasi-official sources as the Red Cross.  Moreover, looting in evacuated areas is extremely rare, while crime rates tend to decline following disaster impact, and martial law has never been declared as a response to natural disaster in the United States.  Finally, in keeping with the typical problem of convergence on the disaster scene, the general public believes that concerned citizens can best help the victims by sending money and supplies or going into the impact area to provide assistance (Wenger and James, 1994).

These disaster myths are not inconsequential; they hamper the effectiveness of emergency planning by misdirecting the allocation of resources and the dissemination of information.  For example, concerns about looting lead to an overemphasis on perimeter security of evacuated areas, while expectations of panic are often given as justification for giving the public incomplete information about an environmental threat or withholding information altogether.  This response to the myth of panic is particularly troubling since it has been shown repeatedly that people are more reluctant to comply with suggested emergency measures when they are provided with vague or incomplete warning messages.  Ironically, the misconception that accurate information will cause panic can lead officials to take actions that frustrate their own attempts to protect the public.  Therefore, the planning process must be firmly grounded not only on the physical or biological science literature on the effects of the hazard agent on human safety, health and property, but also of the behavioral literature describing the response patterns of affected populations and emergency organizations.  Local emergency planners should strive to make their information searches about specific hazards cast a wide net; over federal, state and private resources (Anderson, 1995; Quarantelli, 1998).  Furthermore, at this level of planning each hazard agent needs to be approached individually.  There is no “one size fits all” description of agent-generated and response-generated demands for all hazard agents.

A second characteristic of effective planning is that it should encourage appropriate actions by emergency managers.  Particularly with regard to disaster operations, much emphasis has been given to the idea that careful planning promotes quicker response.  While quick response is important, it is not the only objective of emergency planning.  Quarantelli (1977: 106) has argued that appropriateness of response is much more crucial than speed:

It is far more important in a disaster to obtain valid information as to what is happening than it is to take immediate action...planning in fact should help to delay impulsive reactions in preference to appropriate actions necessary in the situation.

Two points are important here.  First, threat assessment is critical and must be performed continuously, even during periods of disaster impact.  Emergency planning has too often been equated with evacuation planning or some other subset of emergency response functions and focused upon issues too narrow to achieve real hazard management.  Emergency plans must address the logistics of threat assessment as well as response.  Second, quick reactions based upon incorrect assumptions or incomplete information can lead to inadequate protective measures.  For example, Perry, Lindell and Greene (1981) studied a Platte River town where previous floods approached from the north, causing highest levels of damage in the north and east sections of the community.  As the height of the river steadily rose, there was pressure on the primary emergency manager to "get a jump on the situation" by setting up his emergency operating center (EOC) and evacuee shelter in the usually dry west end of town.  The emergency manager resisted, opting to follow the flood emergency plan that provided for radio-equipped patrols along the river levees to determine the direction of approach of the water.  Routes of egress for evacuees, shelter locations, and EOC location were to be determined after establishing the direction of approach of the floodwaters.  When the levees finally failed, those that were downstream went first.  This caused flood waters to approach town from the west and inundating the south and west parts of the community first.  In this case, the emergency manager acted appropriately by following the plan for assessing the threat and making response decisions based upon the best available data.  Precipitous initiation of protective actions would have generated more danger than continued monitoring of the situation to determine what additional actions would be required.  In the high-pressure atmosphere that accompanies a community disaster, it is undoubtedly difficult for an emergency manager to appear to be "doing nothing."  As this example and many others show, it is important to recognize when the best action is to take is to mobilize emergency personnel and actively monitor the situation for further information.  Under these circumstances, the discipline created by the planning process may save both lives and property.  It is axiomatic to point out that accurate knowledge—both of the hazard and response principles--is required for emergency managers to take appropriate action.

The preceding example also serves to highlight another guideline for effective planning.  The unexpected direction of approach of the water from the Platte constitutes a reminder that it is impossible to cover every contingency that might arise in connection with a given disaster event.  Hence, the planning process should emphasize response flexibility so that those involved in operations can adjust to changing disaster demands, both agent-generated and response-generated.  The planning process should focus upon principles of response rather than trying to elaborate the process to include many specific details.  The incorporation of great detail is problematic in at least four ways.  First, the anticipation of all contingencies is simply impossible (Lindell and Perry, 1980; Frosdick, 1997), even local conditions change too rapidly to depend completely upon a fault tree or checklist response.  Second, very specific details tend to get out of date very quickly, demanding virtually constant updating of written products (Dynes et al., 1972; Hoetmer, 2003).  The updating process is both time and resource consuming and when done too frequently diverts energy from other activities.  Third, very specific plans often contain so many details that each emergency function appears to be of equal importance, causing response priorities to be unclear or confused (Tierney, 1980; Carter, 1991).  Finally, as more detail is incorporated into written planning documents, they become larger and more complex.  This makes it more difficult to use the plan as a device for training personnel to understand how their role fits into the overall emergency response and consequently makes it more difficult to implement the plan effectively when the need arises.

From this perspective, planners should recognize realities of the setting in which disaster operations take place by focusing upon the fundamental principles of response, clearly specifying priorities, and minimizing the amount of operational detail that restricts flexibility.  The place for operational detail is the standard operating procedures of agencies and organizations that execute emergency response functions, not in the jurisdictional plan. The jurisdictional emergency management system should strive to assure that emergency response personnel are thoughtful professionals trained to evaluate situational contingencies and act in accordance with those assessments.  The alternative, attempting to identify all or even most of the situations to which emergency personnel would have to respond, is quite unlikely to be successful.  Even in the unlikely event that it were possible to identify all emergency scenarios, the number of different contingencies would be so large that it would be difficult to locate the right "script," thus leading responders to forego predetermined assessments in favor of their own evaluations.  Finally, heavily elaborated plans run the risk of becoming "sacred documents" that are perhaps more likely to be revered than to be questioned, changed and adapted.  Such a state of affairs can ultimately hinder response capability.

A fourth principle is that emergency planning should address inter-organizational coordination.  In the twenty-first century, emergency response is inter-departmental within a jurisdiction and at the same time inter-governmental.  Although the need has been present for decades, the recent federal emphasis upon preparing for terrorist threats—chemical, biological and radiological agents—shows that planning involves emergency managers, law enforcement, hospitals, public health departments, the military and a host of other organizations embodying a wide range of threat-relevant expertise.  Furthermore, it has long been known that the success of disaster response operations is substantially affected by the achievement of effective inter-organizational coordination among responding groups and organizations (Perry, 1991).  Ideally such organizations work in concert to accomplish a variety of disaster-relevant functions: emergency assessment, warning dissemination, population protection, and so on.  To accomplish the full range of emergency response functions requires that organizations be aware of one another's missions, structures and styles of operation, the capabilities and limitations of the communication system and the mechanisms for coordinating the allocation of scarce resources to different functional areas of the emergency response.  All of this knowledge has its roots in the planning process, is conveyed through training, and is tested in joint exercises (Shelton and Sifers, 1994).  

As an illustration of the problems that can arise when individual agencies are unaware of the roles of other organizations, consider the case of a flood-stricken community (Perry, Lindell and Greene, 1981).  Citizens who were warned to evacuate, but had no personal transportation were advised to congregate at their neighborhood fire station.  The firefighters at the station were unaware of the emergency plan providing that such people would be transported to a reception center at a nearby school and, in a misguided humanitarian gesture, began to make arrangements for the evacuees' temporary food and lodging.  This needlessly duplicated a response function being performed more efficiently elsewhere, and also diverted fire service personnel from the specialized duties that they were assigned by the plan.

The emergency planning process is probably the most effective place (and certainly the most desirable) for developing the coordination that response teams will need during an actual emergency.  There are two ways in which such issues can be resolved.  The first of these is in careful review of the emergency plans of individual agencies, while the second is in repeated drills, exercises and critiques of the plan (Shaprio, 1995).  Much time and frustration can be saved if the planning process is conducted in such a way that assumptions about response performance may be scrutinized even before the plan is tested. For example, consider the southwestern city that wanted to upgrade its capacity to respond to hazardous materials incidents initiated by airplane crashes.  The city bordered a large regional airport and, while the police department had plans for responding to airliner crashes and the fire department maintained a hazardous materials response plan, there was minimal integration of the planning efforts of these two agencies.  The newly created emergency management office was given the task of developing a comprehensive plan for crashes involving hazardous materials.  Fortunately the planning process established by the new emergency manager included a careful review of all resources to be used by each organization responding to an emergency.  It was in reviewing these lists that the emergency manager discovered that the police and fire department radio equipment was such that neither department could pick up a signal from the other's equipment.  Yet, the police were charged with protective response for the public and the fire fighters with mitigating the hazard in the same event.  Had the emergency manager simply merged the two plans instead of providing a critical review as part of the planning process, this discrepancy would probably not have been discovered until the plan was tested, or worse, until an actual emergency activated the plan.  Just such a problem did occur during a fire at the Brown's Ferry Nuclear Power Plant, where it was found that the hoses for the local fire department could not be coupled to the water supply from the plant due to incompatible hose fittings.  Certainly, the operational problem would have been discovered in an exercise, but simple reviews of plans in progress by responder organizations eliminates the difficulty early and reinforces the teambuilding atmosphere.   

Of course, drills should be viewed as a setting where problems are expected and conflicts can be resolved.  Like a test on which all students achieve a perfect score raises the suspicion that it is too easy, a drill or exercise that identifies no problems is probably one with either a trivial scenario or an inadequate evaluation.  It is also clear that the repeated experience of dealing with disaster events will inevitably help organizations to devise workable coordination strategies.  Although the notion of repeated disaster impacts with severe negative human or structural consequences calls into question the effectiveness of hazard management.  For example, if the same area of the same community floods each year destroying dozens of homes, one wonders if the local hazard zoning system is working (May and Deyle, 1998).  Furthermore, building inter-organizational relationships primarily by responding to disaster impacts is likely to carry with it an unnecessarily high cost.  An effective planning process, characterized by careful plan reviews and thoughtfully critiqued emergency exercises, provides alternatives to learning from experience (Kartez & Lindell, 1987, 1989).

The emergency planning process should also integrate plans for each individual community hazard managed into a comprehensive approach for multi-hazard management.  In chapter one we discussed the old “dual use” policy that identified emergency functions that were useful in some natural or technological disaster and a nuclear attack. From its creation FEMA has defined the planning process in terms of comprehensive emergency management and integrated emergency management systems.  All of these approaches depend upon the assumption (often demonstrated in practice) that different disaster agents may create similar agent-generated and response-generated demands.  At this intersection of similarity, the same emergency response functions can be effectively used to address different hazard agents (Quarantelli, 1992). Thus, the movement of citizens away from the impact area—evacuation—is a useful function in response to hurricanes, floods, hazardous materials incidents, nuclear power plant accidents and volcanic eruptions.  Commonality of emergency response functions provides multiple use opportunities for personnel, procedures, facilities and equipment.  The concept of generic functions is often cited as one of the strongest arguments for comprehensive emergency management, but requires careful attention as part of the planning process before management benefits may be realized.

A sixth disaster planning principle rests on the idea that it should have a training component.  The planning process has many audiences, in part because many different individuals and organizations are involved in implementing emergency plans.  Audiences even extend beyond the types of organizations that directly respond; for example, government bodies that fund emergency management programs and evaluate plans and incident response are a critical audience.  Thus, effective planning requires explaining the provisions of the plan to the administrators and personnel of those departments that will be involved in any phase of the emergency response.  Also, elected officials and citizens need to be informed about community disaster plans, preparedness and response operations.  The public-at-risk must also be involved in the planning process, especially if they are expected to undertake personal protections in an emergency.  Minimally, all citizens and officials should be aware that planning for community threats is underway and what is expected of them under the plans.  Moreover, they need to know what is likely to happen in a disaster, and what emergency organizations can and cannot do for them.  

Consequently, the training component of a plan has at least two tiers.  One is an information function and is primarily aimed at elected officials, public administrators who do not have a specific emergency role, and citizens.  Traditionally, sharing plan information with these audiences is called risk communication and is oriented to educational exchanges.  In some very special cases, communications to the public-at-risk may include specific training and equipment.  In some cases, residents close to nuclear power plants may be given potassium iodide tables and instructed on their use.  Similarly, residents near the U.S. Army center in Alabama charged with incinerating chemical warfare agents have been given gas masks and other special training by the County emergency management agency.  When plan information is shared with personnel of emergency response organization, it is usually more formal and captured under the rubric of training.  Such training is distinguished by the fact that it tends to be administered by technical specialists and focus on specific protocols and processes. For example, many terrorist response plans assume that fire and police department dispatchers will screen all calls for signs that the emergency being reported is really a WMD attack.  Even if the elements of call screening protocols are explicitly developed in the plan, initial training (and refresher training) by WMD specialists will be needed to insure that dispatchers can effectively use the protocol.  Training is consequently an integral part of the disaster planning process, and when carefully attended to, is likely to yield high dividends in terms of the effectiveness of emergency response.  As an added benefit, the training process can also become an important source of feedback regarding potential problems with the plan.

Another guiding principle for an effective planning process is that it should provide for testing proposed response operations.  Emergency drills and exercises provide a setting in which operational details may be critically examined (Ford and Schmidt, 2000).  Testing of plans also serve other important functions.  They bring responding organizations into contact and allow individuals to develop personal relationships with one another.  Furthermore, drills constitute a simultaneous and comprehensive test of emergency plans, staffing levels, personnel training, procedures, facilities, equipment and materials. In the case of planning for terrorist attacks, an inter-organizational testing process is complicated because it involves types of organizations that may not normally deal with one another.  These can be organizations that cross public and private sectors, cross emergency disciplines, and different types and levels of government.  For example, in developing a Metropolitan Medical Response System for terrorist events, planners proposed that during a chemical agent incident, firefighters and apparatus be dispatched to local hospitals receiving victims to set up technical decontamination lines and supplement hospital personnel.  When the plans were initially reviewed, fire personnel pointed out that during a chemical agent attack of any size, all firefighters and apparatus would be needed at the scene or to handle the community emergencies elsewhere that would be expected in a normal day.  Fires, vehicle accidents, hazardous materials spills and other routine emergencies do not stop during large crises.  The compromise adopted was that the hospitals would prepare to operate their own decontamination lines initially and that as the victims at the scene were cleared (transported to hospital or released), fire crews would assist at hospitals receiving patients. Drills also serve a training function for the personnel involved.  Finally, drills are one form of publicity for the larger emergency planning and management process.  Publicizing drills informs both the public and community officials that planning for disasters is underway and that preparedness is being enhanced.

One of the most important attributes of effective emergency planning is that it is a continuing process. No effective plan process is static.  Change should be into every aspect of the emergency management system.  In general, the plan should change to accommodate changes in the threat environment and with the introduction of new and/or improved equipment (including personal protective equipment, testing equipment, and communications) for responding to incidents.   It is expected that after every incident and every training cycle and every drill the plan will improve.  For all response agencies, as their experiences, capabilities and equipment change, these changes will impact the larger system.  Indeed, an important benefit of the MMRS is the mutual recognition and acknowledgment that there is a local medical response system and that those involved are mutually dependent (Tierney, Lindell and Perry, 2001). 

Clearly, if planning is conceived as an approach to dealing with environmental emergencies, there is never a time when planning is "completed."  Hazard vulnerability, organizational staffing and structure, and emergency facilities and equipment have the potential for changing over time and the emergency planning process is the means of detecting, monitoring and responding to these changes.  A piece of written documentation, or a particular plan, may be generated through the planning process, but as conditions change the written documentation must also change.

Unfortunately, this point is frequently not recognized.  Wenger and his colleagues (1980: 134) have found that "there is a tendency on the part of officials to see disaster planning as a product, not a process."  Such research documents the problem of equating tangible products with the activities that produced them.  Of course, planning does require written documentation: definition of the nature and probability of threats, procedural checklists, lists of resources, and records of agreements.  But effective planning is also made up of elements that are not realized in hardware and are difficult to document on paper.  These include the development of managers' knowledge of the resources of governmental and private organizations, the sharpening of their conceptual skills in anticipating emergency demands and balancing these against available resources, and the establishment of linkages across organizational boundaries between emergency planners and operations personnel.  To assume that tangible hardware and documentation provide a sufficient representation of the emergency planning process is simply not correct.  Furthermore, by treating written plans as a final product, one risks creating the illusion of being prepared for an emergency when such is not the case (Quarantelli, 1977).  As time passes, the emergency plan sitting in a red three-ring binder on the bookshelf looks just as thick and impressive as it did the day that it was published.  Unfortunately, many changes are likely to have taken place in the meantime.  New hazardous facilities may have been built, and others decommissioned.  Changes in zoning ordinances may have altered population densities in different neighborhoods.  Reorganization may have been taken place within different agencies responsible for emergency response. In short, the potential for changes in the nature of the hazard, the nature of the population at risk, and the staffing, organization and resources of emergency response organizations dictates that emergency plans and procedures be reviewed periodically, preferably on an annual basis.

Still another principle of emergency planning is that it is almost always conducted in the face of conflict and resistance (Quarantelli, 1982b).  Among the truisms about emergency planning is that citizens don't like to think about the negative consequences of potential disasters.  Regrettably, this attitude generalizes as well to public officials: mayors, county executives, city and county managers, and city and county councils.  A common objection to planning raised by such officials is that it consumes resources, and resources spent on planning cannot be spent on what--at the moment--may seem like much more pressing community issues.  Administratively and legislatively mandated planning requirements alone (involving, for example, nuclear power plants following Three Mile Island and chemical facilities under SARA Title III) are not sufficient to overcome this formidable resistance and the initiation of planning activities requires strong advocacy.  Nor does the acceptance of the need and allocation of resources to emergency planning ensure the elimination of conflict.  Emergency planning involves the allocation of power and resources (especially personnel and budget) and every department within the jurisdiction wants its "proper role" recognized and a budget allocation commensurate with that role.  No level of government is immune to such conflict, and there is no evidence that the private sector and public sector differ significantly in this regard.  

The development of designs for emergency operations centers produced intense "turf battles" among emergency response-relevant units in two federal agencies for control over the definition of the functional capabilities of the EOCs.  At the same time the administrative units fought to assert traditional authority over the allocation of space and the purchase of equipment.  In another case, a major corporation decided to hire a consulting firm to develop an emergency plan for a subsidiary that used large inventories of hydrogen sulfide to produce other chemicals.  Since the corporation had previously constructed the research laboratories of a major pharmaceutical subsidiary on an adjacent site, the staff of the latter organization also became involved.  The emergency planning process had to be coordinated with approximately a dozen departments at company headquarters (including the Corporate Risk Management, Legal and Public Relations departments, as well as the more obvious Environmental, Occupational Safety and Health departments).  Over a period of months, the planning process provided a new forum in which the pharmaceutical subsidiary could punish the chemical subsidiary by selectively providing or withholding emergency response relevant information, and by criticizing all plans and procedures drafted by the emergency planning consultant.  Ultimately, the conflict between the two subsidiaries reached an impasse that the fragmented authority at corporate headquarters could resolve only by shutting down the chemical production process--even though it had been operating less than one year.  Needless to say, this action prevented the corporation from recovering the millions of dollars it invested in construction and process startup costs.

Finally, a tenth principle for emergency planning is that the emergency plan should recognize that planning and management are different functions and that the true test of a plan rests with its implementation during an emergency (Quarantelli, 1985).  Planning is a part of preparedness--it requires identifying the hazards to which the community is vulnerable, the nature of the impacts that could occur, and the geographical areas at risk.  Planning also requires identifying the demands that a disaster would impose upon emergency response organizations and the resources (personnel, facilities, equipment and materials) that are needed by those organizations in order to meet the emergency demands.  Management of the emergency response, on the other hand, involves performance--meeting the emergency demands by implementing the assessment, corrective, protective and coordinating actions identified in the planning stage.  One can draw the analogy that planning lays out the design for a building while management of the emergency response involves sawing boards and pounding nails.  Confusing the two functions leads to poor performance of both.

The Systems Approach to Emergency Plan Development

Emergency planning is most likely to be successful when it is viewed, either explicitly or implicitly, from a systems perspective (Lindell and Perry, 1992).  This entails an understanding of the goals of emergency planning, the resources of the community as a system, and the functional interactions of the different units within the system.  The goals of the emergency response are principally the protection of the public health and safety and, to a lesser extent, the protection of property and the maintenance or restoration of normal social and economic activity.  The resources of the community include trained personnel, and emergency relevant facilities, equipment and materials.  The units of the system are the elements that take action (households, governmental agencies, private organizations), while functions are defined as the "most general, yet differentiable means whereby the system requirements are met, discharged or satisfied" (DeGreene, 1970:89).  In the case of emergency response organizations, the description of system functions can then be elaborated into operational event sequences and component processes that include the identification of job operations, together with personnel positions and their associated duties (Kidd & VanCott, 1972; Buckle et al., 2000).  In the conceptual design stage of a system, analysts can define broad constraints that human limitations are likely to exert on system operation.  As the system design develops in detail, the analysts can develop correspondingly more detailed statements of the requirements for personnel qualifications and training, workgroup organization, workspace layout and equipment design, and job performance aids (Chapanis, 1970; Lindell et al., 1982).

Such analyses are typically applied to the normal operations of complex technological systems such as high performance aircraft, naval vessels, and the control rooms of nuclear power plants, but they also can be applied in similar form to the problems of community emergency planning.  Whether a novel technological system is being developed for use in a normal environment or a novel social system such as an emergency response organization is being developed to respond to an unusually threatening physical environment, the rationale for systems analysis is the same--the opportunities for incremental adjustment through trial and error are extremely limited.  The analysis of a social system conducted for an emergency preparedness program must first identify the range of hazards to which a given community is vulnerable and the demands that the hazards would place upon the community.  Although the opinion is sometimes expressed that "every emergency is unique and emergency planning is wasted effort," much research consistently has indicated that there are regularities in the demands that emergencies place upon organizations (Dynes, 1970; Dynes, et al., 1972; Perry, 1985; Lindell and Perry, 1992).  Thus, the second step is to identify the functions that must be performed to respond to these demands and the resources required to accomplish the emergency response functions.  The additional resources required for emergency response can then be compared with those maintained within the community, and any special actions required to ensure the continued availability of the emergency response resources can be made an integral part of the emergency preparedness program.

One very important aspect of the systems assessment for emergency operations hinges upon the environmental conditions during community-wide emergencies.  The emergency environment is one in which response personnel often must deal with extremely confusing and apparently conflicting cues as to the current status of hazard agent and its impacts, as well as major uncertainties as the future behavior of the hazard agent and the impacts yet to come.  In the 1979 reactor accident at Three Mile Island and the chemical plant accidents in 1984 at Bhopal, India and in 1985 at Institute, West Virginia, the inability of plant personnel to accurately assess the status of the emergency severely impeded their ability to communicate appropriate protective action recommendations for the public to offsite agencies.  A similar inability to conduct timely and accurate assessments of the status of Mt. St. Helens volcano led to the loss of life and the destruction of property.  In all of these cases, situations escalated rapidly from their first observable indications to major community impacts.  Finally, one must recognize that a failure to take timely and effective action may result in life-threatening consequences for many community residents.  The potential complexity of the event can be expected to act together with time pressures and the severity of the consequences to create a situation that is unforgiving of individual or organizational error and, thus, highly stressful for emergency response personnel.

The immediate goal of an emergency plan is to guide response personnel through the uncertainty and stress of an emergency by providing the resources they need to take prompt and effective response actions.  Such actions include assessment actions that define the nature and magnitude of the event, corrective actions that mitigate the magnitude or likelihood of hazard impacts upon the community, and protective actions to maintain their own safety and that of community residents.

Assessment, corrective, and protective actions must be coordinated by management oversight to assure their performance in a timely and effective manner.  Response personnel also must have adequate support resources, such as support staff, equipment and facilities.  Specific indicators of the adequacy of staffing include sufficient numbers of personnel in each functional position, appropriate organization into response teams by emergency plans, prior training at the individual and team levels and, finally, procedures or other job aids to guide their performance (Hoetmer, 2003).  Specific types of equipment include those intended for hazard mitigation (ranging from tank patching equipment to bulldozers and sandbags), personnel protection (respiratory protection and anti-contamination suits in the case of toxic or radiological materials), environmental monitoring (wind gages, toxic gas monitoring devices), data processing (calculators and computers), and communications (telephone, fax and radio) equipment.  Facilities include an emergency operations center, assembly or staging areas for emergency response personnel and "safe havens" in which community residents or emergency personnel can shelter. The adequacy of these emergency response resources should be determined by means of a comprehensive emergency preparedness program that allows emergency planners to assess the level of community preparedness for a range of different types of emergencies and to provide guidelines for identifying areas most in need of improvement.

Emergency Plan Components

The discussions of emergency planning principles and the systems approach to emergency plan development set the stage for examining the structure of the products of the planning process.  To keep this review of plan content in perspective, the significance of the written plan in the planning process should be reemphasized.  Written plans themselves may be thought of as the current written record of the planning process which changes as planning adapts to new threats, new assessments of old threats, and new mechanisms for risk reduction.  The written plan is a "snapshot" which simply records the state of planning at some given point in time.  Thus, the best plans are comprehensive, clear, well structured, and as short as possible.  Authorities, planners and responders are more likely to use a document so constructed and less likely to relegate it to the status of simply another volume to be stored indefinitely on a bookshelf.

With this view of the place of the written plan in emergency preparedness, the content of the plan needs to be carefully specified.  If the document is to retain informative value, yet remain concise, the issues addressed must be kept to the managerial and hazard challenges of the jurisdiction.  Just as there are many variants on the planning process, so are there many views on what elements make up an emergency response plan.  Rather than try to describe all the varieties of plans, the following discussion simply describes an approach consistent with the planning principles laid out here and with the guidance released by federal agencies in the United States.  Certainly, the content and organization of plans should vary across jurisdictions; the concept of a model plan that fits all places without adaptation is a cruel hallucination.  At the same time, emergency plans should not become havens for orphan guidance, data, SOP materials and the like that seem to have no other home.  The following description of plan content is based upon guidance and practices developed by federal agencies such as the U.S. Nuclear Regulatory Commission, Federal Emergency Management Agency, Environmental Protection Agency, Department of Health and Human Services, and the U.S. Department of Energy and its laboratories (Federal Emergency Management Agency, 2003). In keeping with the systems analysis perspective advanced previously, the plan content guidelines draw upon the functions performed by an emergency response organization and the types of resources that are required to perform those functions.  

This approach identifies the elements of a comprehensive written plan that collects all of the documentation associated with a particular local government (or private organization) strategy for coping with environmental threats.  Its basic premise is that an effective emergency response plan identifies the ways in which the normal functioning of a jurisdiction or organization is altered to meet the demands of the emergency.  Thus, the plan must recognize that the organization exists for some reason other than responding to the emergency, that it had a history of normal activity before the emergency occurred and that there will be a future of normal activities to which the organization will return after the emergency is over.  The emergency plan is a blueprint for reorganization that is temporary--lasting only for the duration of the emergency.  It is also contingent--being implemented only when an emergency has been declared.  The emergency plan must establish a bridge between the normal organization and operations of the community and the organizational form that has been judged to be the most effective means for responding to the demands of an emergency.  Since many hazards impose similar demands on the community, the main part of the plan should address general administrative and functional issues that are common to all emergencies.  Issues that are unique to specific threats should be addressed in a series of annexes.  The discussion below presents plan elements in three parts: the general plan, generic functions, and specific threat annexes.

It should be made clear at the outset that the discussion of these elements is purposely general; it is not the objective of these chapters to provide the basis for a "model plan."  As Quarantelli (1982b) notes, the concept of a model plan should be viewed very cautiously.  Indeed, a planner should be just as reluctant to copy another jurisdiction's plan as to take someone else's prescription medication.  A physician would give two patients the same dose of medication only if the characteristics of each patient as well as the nature and severity of the disease were the same.  Similarly, a planner will find it possible to devise an effective emergency response plan by copying someone else's only if the two jurisdictions face the same hazards, and have similar vulnerable populations, emergency relevant resources and organizational structures.  In fact jurisdictions, like people, differ significantly.  Each has its own peculiar combinations of hazards, vulnerable populations, resources, and structures, and approach to managing people and the environment.  Thus, an important part of the planning process and its products (the emergency plan and procedures) lies in working through the ways in which the distinctive character of the community can (and must) be addressed to mount an effective response to environmental threats.  The complete or partial adoption of a model plan subverts or shortcuts the planning process, thereby negating many of the benefits that would be experienced in the emergency response phase.  Consequently, the primary function of model plans should be to provide a guide for topics that should be considered and to structure the development of a jurisdiction-specific plan.  In this spirit, the comments that follow are meant largely to identify important topics and issues that should be addressed in a formal emergency response plan.

The framework presented here builds upon the discussion of emergency planning principles presented earlier.  Thus, we will describe appropriate assessment, mitigation, protective and management actions in terms of a systems perspective beginning with definition of characteristics of possible emergencies, emergency functions necessary to protect lives and property, and resources required to accomplish the emergency functions.  Thus, the discussion of emergency plan content is built around five principal areas that need to be addressed in a community emergency plan: (a) development and maintenance of emergency preparedness, (b) emergency classification, (c) organizational structure, (d) emergency response actions, and, finally, (e) emergency facilities and equipment.  We open our discussion with an examination of the issues associated with the development and maintenance of emergency preparedness because this section of the plan addresses activities that occur prior to hazard impact and serve as the supporting functions upon which the emergency response plan is based (Lindell and Perry, 1992).  The issues associated with the development and maintenance of emergency preparedness include the assignment of authority and responsibility for emergency planning, and the development of emergency procedures, emergency response training, drills, exercises and critiques.

The remainder of the emergency plan addresses emergency response rather than emergency preparedness.  The portions of the plan that address emergency classification, organizational structure, emergency response actions, and emergency facilities and equipment are related to those activities that take place following hazard impact.  Of course, to the degree that hazard detection systems have provided forewarning, these activities are begun prior to hazard impact.  The purpose of the emergency classification system is to provide an unambiguous system for determining the severity of the event and the appropriate actions to take in response to that event.  Organizational structure addresses the concept of operations that assigns responsibility for emergency response functions and tasks to emergency response teams.  In addition, organizational structure also defines the staffing of these teams, and the communication and authority relationships by which coordination is maintained among response teams.

The General Plan

The general plan section contains provisions that identify the legal bases, technical bases, and administrative aspects of the plan.  It is important to note that because currency is critical in emergency planning and response, the first page of every plan should contain the date of the original plan and the dates of all plan revisions arranged chronologically.  Typically, copies of emergency plans are provided to multiple offices and organizations (some inside and some outside a jurisdiction).  Plan constructors must take utmost care to insure that all people and organizations on the plan distribution list always have the most current version of the document.  As a rule, the provisions of the general plan are captured under seven separate headings.

The authority for the plan is normally placed at the beginning of the document.  Government--whether local, state or federal--has both the authority and the responsibility to protect its citizens.  While the authority of emergency response organizations is broad, it is by no means unlimited.  During states of emergency, the power to act may be derived from a variety of sources, including laws, general police powers and special statutes.  The statement of authority is often either an abbreviated listing or simple citation of the legal bases of the plan and the planning process.
This section of the plan should also assign to one or more specific individuals the responsibilities for developing, reviewing, updating, and distributing the emergency plan and its associated implementing procedures.  The plan should identify, by organization and title, the person responsible for emergency response plan development and review.  It should describe the nature of any mechanisms, such as an emergency planning committee, for attaining coordination among agencies within a jurisdiction and with emergency response organizations in other jurisdictions, at other levels of government, and in the private sector.

The aim and scope of the plan represents an effort to concisely describe both the substance and breadth of the plan's general purpose.  This section establishes the conditions under which the plan is activated.  Other information should include the organizational title of the person(s)---and alternates--who can initiate plan activation.  It is also appropriate to describe the conditions for plan deactivation upon termination of the emergency and the individuals responsible for making such decisions.  The statement of purpose is usually brief and serves to identify the major goals of the plan, the governmental unit that forms the focal organization (a municipality, county or state), and a listing of any protective obligations under the plan for jurisdictions other than the focal organization.

Hazard identification and vulnerability analysis guide the development of emergency plans, but tend to be extensive and technical, thereby not candidates for verbatim inclusion as a section in the plan.  In most jurisdictions these analyses are maintained as separate documents (sometimes collected, sometimes for each individual threat).  Many communities conducted comprehensive vulnerability analyses for terrorist threats (targets) following the September 11th 2001 attacks in connection with State distribution of federal funds from the U.S. Justice Department programs.  The information included within an emergency plan references the larger studies, but tends to simply enumerate specific hazards and their likely consequences that are covered in the emergency plan (Michaels, 1996).  

The basic information to structure both a plan reference to hazard analysis and specific vulnerability studies are available from a variety of sources (Frosdick, 1997).  In some cases, such analyses are contracted out to specialists if resources are available.  When assembled by jurisdictional staff, the principal resource will be work of larger jurisdictions.  Regional hazard analyses have been conducted by federal agencies for many natural hazards.  Analyses of geophysical hazards include major volcanoes and earthquake prone areas, while those of meteorological hazards include river and coastal flooding.  Useful data on community vulnerability can be obtained from a state emergency management authority or an appropriate federal agency (Department of Homeland Security [?], Also what do we call FEMA? Federal Emergency Management Agency, U.S. Geological Survey, Army Corps of Engineers, National Weather Service).

Analyses of technological hazards present a different problem since the level of hazard to the community depends upon the types, locations and amounts of hazardous materials onsite.  Data reported by facility operators to the State Emergency Response Commission (SERC) and Local Emergency Planning Committee (LEPC) under the provisions of SARA Title III can yield information about the types and amounts of extremely hazardous substances.  For fixed site facilities, plant safety assessments (whether deterministic or probabilistic) can provide data bearing on the likelihood of accidents that could produce offsite consequences.  By using the data contained in Material Safety Data Sheets (MSDS), emergency planners can attempt to determine the likely form of a release (solid, liquid, gas), the potential exposure route (inhalation, ingestion, contact, external gamma radiation) of affected groups, and exposure limits of workers and the general population for each of the hazardous materials. The data on types and amounts of hazardous materials can be used to identify the vulnerable zones surrounding the potential release points identified in the safety assessments.  An approximate procedure for assessing the size of vulnerable zones is contained in a federal government publication, Technical Guidance for Hazards Analysis (U.S. Environmental Protection Agency, 1987).  Alternatively, one can use one of the many computer dose models available for calculating the behavior of a toxic or radiological plume.  

Emergency plans may contain key data from the hazard or vulnerability analysis, but a full analysis of the hazard environment is completely outside the scope of plan needs (Truby and Boulas, 1983).  It is appropriate, however, to address all significant hazards in special annexes by providing some minimal descriptive information.  Ketchum and Whittaker (1982: 15) suggest that this information include disaster incidence, average severity of impact, probability of occurrence.  Other sources recommend listing hazardous materials (and their quantities) that may be found at fixed sites within the community or on road, rail, water or air transportation routes (Federal Emergency Management Agency, 2003).  It is also extremely important to identify geographical areas and special facilities within the community that are most vulnerable to these hazards (Lindell, et al., 1982).  The size and shape of the potential hazard impact zone varies among hazards.  The emergency planning zone for floods, for example, may be defined by the 100 year flood plain, while an hazard impact zone for tornadoes would encompass the entire jurisdiction.  The location of a hazard impact zone for a toxic chemical release would be determined by the location of the facility in which the materials was produced, stored, or processed, while its size would primarily be a function of two factors.  The first of these is the severity of the threat to human health and the environment as indicated by toxicity, carcinogenicity, teratogenicity of the hazardous material, while the second factor is the amount of material available for release.  Hazardous materials that are more severely threatening or which are stored in larger amounts have the potential for producing significant impacts on human health and the environment at greater distances from the source.  Determination of the actual size of the hazard impact zone in miles requires a risk analysis that uses assumed release rates and meteorological conditions (wind speed, wind direction and atmospheric stability class) to determine the distances at which adverse health effects could occur.

Documentation of agreements contains descriptions of all agreements developed with other jurisdictions or organizations that support the emergency response.  Inter-organizational issues to be addressed include the exchange of aid or support during the period of emergency operations among neighboring local governments, private sector parties, and state and federal government agencies.  The general plan should recount all reciprocal agreements such as Memoranda of Understanding and Mutual Aid Agreements.  While mutual aid agreements usually take place between government and government-like entities, memoranda of understanding may involve a wider range of actors.  For example, the latter may include agreements with drug store chains or hospitals to make available antibiotics to be used in mass prophylaxis for biological agents.  In some cases, this type of agreement may require that an “open-ended” purchase agreement also be in effect. The full range of agreements should be catalogued in the emergency plan and at least four items of information included for each agreement.  First, there should be a declaration of the conditions under which the agreement takes effect, accompanied by the organizational title and instructions for contacting the individual (and alternates) who have the authority to activate the assisting organization.  Second, the specific nature of the assistance to be rendered should be indicated.  Third, a listing of resources available for loan (both equipment and personnel) and their locations should be included.  Finally, there should be some specification of how personnel from the assisting organization will be deployed (whether they work as a unit or integrate into host agency groups), and to whom they will report. The agreements themselves should be available to authorities during an emergency, but are usually not included in the emergency plan document.

Furthermore, any other emergency provisions or procedures that would need to be implemented at or before impact should be elaborated and appended to the plan.  A separate document is usually maintained containing copies of emergency plans or procedures from other organizations with which the emergency management team would interact in an emergency. The community emergency plan should identify any letters of agreement regarding expedited acquisition of emergency response resources, such as personnel, equipment and materials.  It should also specify any legal arrangements that have been taken in advance regarding liability for contractor, mutual aid or emergency services personnel taking actions or becoming injured in the course of their support to the emergency response. 

Provisions for training, drills, exercises and critiques should also be addressed in the general plan.  Perhaps the most frequently slighted of all the desired characteristics of an emergency response system deals with the level of effort put into developing personnel skills and testing the system to determine its effectiveness and efficiency under realistic conditions (Emergency Management Institute, 1990).  Training provides the means by which emergency response capabilities are upgraded and the plan should describe the content and frequency of response training that will be provided for all emergency personnel.   This includes members of the emergency management team and members of emergency response teams.  Types and intensity of training vary by response specialty, but should also include consideration of training for all volunteers engaged in supporting response activities.  Particularly for those personnel who are not professional emergency responders, classroom instruction should be provided that includes discussion of assigned tasks, the individuals assigned to each role on their team and the responsibilities of those individuals, and a review of the overall response system.  It is also important to emphasize that training is a continuing process that must be given on a regular (refresher) basis to accommodate changes in staffing (retirements, transfers, turnover, hiring), technology, emergency protocols and the threat environment. 

Drills, exercises and critiques are important because they provide an opportunity for personnel to test both individual and team skills. That is, they can rehearse their own emergency response roles, improve their ability to coordinate with those on whom their tasks are interdependent, and see how their role fits into the broader functions of the emergency response organization.  Drills and exercises also make it possible to test interagency and inter-organizational agreements, and to obtain positive (credibility building) publicity regarding community emergency management efforts.  Exercising the system requires that all parties have copies of the plan, are aware of their responsibilities, and follow through the steps necessary to perform their functions.

It is extremely important for critiques to be conducted impersonally and dispassionately.  Critiques are performance appraisals and it is a well known principle of personnel management that one should "praise in public and criticize in private."  The reason for observing this rule is that it creates a climate of trust and support that enhances performance motivation.  Of course, it is not possible to follow this rule precisely because a critique is inherently conducted in public.  However, one can minimize individuals' defensiveness by de-emphasizing the assignment of personal or organizational blame for performance errors.  An effective critique can actually enhance motivation by directing attention toward identifying the impediments to effective performance and devising improvements to the plan, procedures, and training programs.

Provisions should be made for walk-through drills to be conducted for periodic evaluation of the capabilities of individuals to perform their assigned emergency duties.  The response plan should address the need to develop emergency scenarios as well.   These are used to test such emergency response actions as: initial emergency classification, activation of emergency response organizations, continuing emergency assessment, communication and coordination with other responding organizations, protective response (including protective action decision-making and implementation, and medical support), and termination of the emergency.

Often exercises are required by regulatory or accrediting agencies.  One full-scale exercise of the plan should be scheduled each year that is based upon an emergency scenario whose contents are not revealed in advance to any of the responding personnel.  The exercise controllers should provide for independent observers to assess the players' performance and identify organizational requirements for additional staffing and training, additional facilities and equipment, or revisions in the plan and procedures that are needed to improve the community's level of emergency preparedness.  The observers should be qualified by virtue of their knowledge of the emergency plan and proper use of emergency equipment and procedures.  Following each drill, a debriefing session--a critique--should be held to identify any problems that arose and determine what revisions are required for the plan, procedures or training.  The recommendations resulting from such critiques should be promptly incorporated into the plan.

In some jurisdictions, portions of the plan will be tested many times a year in the course of responding to actual environmental threats. Exercises can identify hidden problems that might delay or even prevent successful accomplishment of an agency's prescribed response function.  For example, in one exercise for a commercial nuclear facility, the agency responsible for identifying evacuation areas did not discover until the plant personnel notified them of the affected zones and sectors, that their map of the county did not indicate any compass directions.  As a consequence, they could not orient their overlays to accurately identify the areas requiring evacuation.  The result was a significant delay in the initiation of the evacuation.

Administrative Issues sometimes vary by jurisdiction but typically involve specification of five procedural matters.  First, there should be a description of the protocol to be followed in revising and updating the plan.  It is a good practice to review plans twice each year for potential updates; changes in personnel, contact information, equipment lists, new or expired mutual aid agreements are among things which should be targeted for such routine review.  Second, there should be a record of plan distribution.  This is necessary to insure that all holders of plans are known to emergency authorities and notified of revisions.  This list needs to be monitored to insure that no participant is holding and “old” or outdated plan.  Third, there should be a record of all previous plan amendments with the date they were established.  Fourth, there should be an authority and organization chart that shows the chain of command that will prevail during emergencies and the decision-making authority that prevails outside the time for emergency operations.

Finally, the process by which suggestions for revisions will be solicited and incorporated into the emergency plan should be outlined.  This process should include requests for review by any of the responding organizations from which support is to be received or to which support will be provided.  It should also define the frequency with which subsequent updates to the plan will be made.  The plan and procedures should be reviewed at least annually, while personnel and equipment lists should be reviewed quarterly.  Changes in the community emergency plan that are instituted through the review processes should be marked and dated as a means of documenting the change process and insuring that only current versions of the plan are in circulation.

Organizational Structures


All emergency plans are constructed and depend upon the response structure of the jurisdiction.  At this point, it is critical to remember that all disasters are local events.  That is, natural disasters, technological disasters and terrorist incidents take place within the geography of or (in the case of telecommunications or internet incidents) produce consequences within a local government.  When approaching the response to a disaster, almost all planning begins with local capabilities and resources that are supplemented by extra-community capabilities and resources.  Similarly, the agencies that respond to everyday emergencies are typically the same ones that initiate the response to disasters.  Thus, there are two truths about organizational structures for emergency response.  First, the local response structure must be flexible enough to readily expand as additional external resources are added to match the level of demands posed by the response.  Second, the organizational structure used to respond to everyday emergencies will form the basis of an expanded structure to deal with disasters.  Traditionally organizational structures for emergency response are called Incident Command Systems (ICS) or Incident Management Systems (IMS).

Historical Context of IMS


The notion of incident command has existed for many years in law enforcement and the fire services as a collection of organizing rules designed to serve the needs of field commanders and operating forces on the front line of disaster response (Kramer and Bahme, 1992:67).  Law enforcement agencies tend to use the term ICS, while modern fire services tend to use the term IMS. Historically, however, incident command procedures have been both region-specific and individually idiosyncratic; rarely were two systems even similar.  By the middle of the 1980s, the fire services in particular became concerned that responding fire departments needed a common incident command system as a means of increasing the effectiveness of response to larger incidents.  This problem was strongly felt in Southern California, where large wildfires routinely required the coordinated response of many fire departments and involved many jurisdictions.  These departments began to work together to plan large-scale responses in the early 1980s. With funding from FEMA, the FIRESCOPE (Firefighting Resources of Southern California Organized for Potential Emergencies) was formalized and ultimately published (FEMA, 1987).  FIRESCOPE is a planning-based emergency response system that incorporates both planning functions and the functions of an emergency operations center (EOC).  The planning and coordination part of FIRESCOPE is the multi-agency coordination system (MAC), operated by a committee of agency directors, and divided into two functional tasks: (1) a software based Fire Information Management System that stores fire-relevant data, and (2) an operations coordination system which implements policy devised by MAC.  The EOC component of FIRESCOPE is called the Incident Command System, composed of sections that deal with issues of field operations, logistics, planning and finance.  


FIRESCOPE was tailored specifically to large-scale incidents and to the jurisdictional structure of Southern California fire services.  FIRESCOPE functioned effectively in this capacity and was a major improvement over previous systems (Coleman and Granito, 1988: 340; Lesak, 1989).  The basic system was very popular and promising, but for several years continued to be used exclusively on sizable, multi-jurisdictional incidents, rather than for “routine” fire department emergencies.  With support from the National Fire Protection Association, Alan Brunacini (1985, 2002) adapted and enhanced the FIRESCOPE system so that it could be easily used in small events as well as larger ones.  Brunacini changed the command function to include specialized advisors, expanded the operations function to include routine departmental response demands (hazardous materials response, technical rescue, evacuation, etc) and included explicit connections to a municipal EOC and to police incident commanders.  This revised structure was called IMS (Incident Management System).  A major advantage of Brunacini’s work was that it meant IMS would be used on all incidents–large and small–under the hypothesis that daily use would enhance the effectiveness of the system when it had to be used in more rare extremely large incidents.  IMS is now widely used in the American, Canadian, British and Australian fire services. For more than a decade, the Oklahoma State University Fire Services Program and the National Fire Protection Association have provided IMS instruction in the U.S. and internationally.


Unfortunately, there has been no empirical research on the effectiveness of IMS (ICS) as an organizing mechanism for incident command.  In part, this situation exists because there is no formally structured alternative command system with which it might be compared.  There have been attempts to adapt the IMS more directly to emergency operating centers (Perry, 1995: 37), but these efforts have been descriptive rather than data based.  Ultimately, the use of IMS rests upon the intuitive strength of the assumption that pre-planning and clear lines of communication and responsibility yield more effective incident management.

A principal consequence of IMS is to make all resources of the jurisdiction potentially available for every incident, whether an emergency or a disaster.  The resources are provided automatically, as the response escalates to meet the demands imposed by the incident, as assessed by the Incident Commander.  The IMS itself is a field structure designed to marshal resources at one or more impact scenes.  In such cases, the IMS may or may not be supported by activation of an emergency operations center, depending upon the size of the event.  In disasters that are diffuse and present no real geographic location for scene operations, the EOC (utilizing principles of organization from the IMS) can operate alone to guide emergency response.  This is particularly the case for terrorist attacks involving biological agents where impacts may be detected long after an attack and the source may be unclear and the subject of investigation.  The strength of using the local IMS (supplemented by a jurisdictional EOC) as the basis for emergency and disaster response lies in its enhancement of the ability to quickly and effectively initiate emergency operations.  Thus, every emergency or disaster is initially addressed by trained and equipped first-responders guided by an Incident Commander.  These personnel are always on duty, responding to all calls.  Especially in WMD terrorist threats, this approach reduces the chance that untrained, unprotected responders will confront an incident and immediately become casualties themselves.  Whether the incident is initially known to be a disaster (such as a flood, hurricane, nuclear power plant accident) or appears to be a routine emergency which becomes a disaster (an emergency call for “people down” reveals a chemical agent terrorist attack), the organizational structure for emergency response (IMS) is in place and can be expanded to fit situational demands.  

The Incident Management System

The incident management system forms a flexible structure for assembling resources and directing response efforts for managing emergencies.  The IMS is a refinement and extension of the California Fire Scope system designed for the management of multiple agency response to large-scale wild fires.  The advantage of the IMS lies in its adaptability to incidents of any size, scope and nature.  That is, it functions equally well for events precipitated by fire, medical, hazardous materials, and rescue demands, and addresses very small, routine incidents as effectively as large, complex, multi-jurisdictional incidents.  IMS has evolved and is currently used (at least for large incidents) by most fire departments in the United States.

The IMS as a system is built around responsibilities vested in the role of Incident Commander.  Another strength of the IMS is that it is based upon roles to be executed rather than upon a cadre of individuals.  Thus, within the system, any member may assume the role of Incident Commander (IC), though most often in practice the IC is a first arriving company officer (usually an engine company or ladder company) or a first arriving Battalion Chief (supervisor).  The philosophy is that there must always be one (and only one) IC at every incident scene, and it is the duty of arriving officers to assume command (except under special circumstances where command may be passed to a senior or specially trained officer).  Once established, command is flexible in that it may be transferred to other officers as appropriate.

Figure 1 shows a filled out IMS structure, such as may be appropriate for a large emergency, disaster or WMD/NBC incident.  It is critical that the IMS size and composition can be tailored command and grows (or is filled in) as the incident commander moves to counter or to the demands of the incident being managed.  Thus, the structure begins with the assertion of 
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address the hazard at the scene.  This includes dealing with (1) demands raised by addressing the threat itself (for example, the fire; structural damage; victim rescue, treatment and transportation), and (2) demands raised by supporting the emergency responders (for example, logistics of acquiring needed equipment and supplies; rescue for endangered responders; rehabilitation of responders).  The basic structure of the IMS uses the terms Sections, Branches and Sectors to describe different sized functional groupings of personnel, equipment and apparatus.  In figure 1, Command is shown with five sections directly attached to it.  A section is the largest grouping of the command structure, located nearest the incident command officers.  These five Sections operate as appropriate to the incident size and conditions and include Administration, Operations, Logistics, Planning and Safety.  In a fully implemented IMS, Branches are established under sections and represent functional tactical areas relevant to each section.  For example, figure 1 shows five Branches under the operations section: fire, rescue, hazardous materials, medical and transportation.  The naming of branches follows their function; the number of branches depends upon the nature of functions needed in the incident.   Thus, an IMS for an urban earthquake would include a heavy rescue branch.  Sectors are defined beneath Branches and execute specific tasks.  Typically, sectors contain fire companies or special teams.  The definition of Branch and Sector depend upon the size or number of demands posed by the incident.  Hence, in small hazardous materials incidents where few victims are present, medical Branch may involve a single unit and be a medical Sector.  In events where there is no fire, fire Branch would not exist.  While intuitively easy to grasp, IMS principles are complex, allocating responsibility for response strategy, tactics and tasks.  A full exposition can be found in Brunacini (2002) or Carlson (1983).  An overview of the IMS follows as a means of demonstrating its effectiveness as an emergency response organizational structure.

Within the IMS, Command is vested in the Incident Commander, who may be supported by a Support Officer and Senior Advisor.  Senior officers as they arrive at the scene typically fill these two roles.  The Incident Commander first assumes Command and establishes a Command Post.  Following this, and throughout the incident, the IC performs seven functions:

(Conducts initial situation evaluation and continual reassessments;

(Initiates, maintains and controls communications;

(Identify incident management strategy, develop an action plan and assign resources;

(Call for supplemental resources, including EOC activation;

(Develop an organizational command structure;

(Continually review, evaluate and revise incident action plan;

(Provide for continuing, transferring and terminating command.

Through these duties, the IC builds and maintains the strategy and resources that will be needed to mitigate the incident at the scene.  In larger events, the IC usually has a Support Officer and Senior Advisor; Collectively, these personnel are referred to as “Command”.

The Support Officer and Senior Advisor perform duties as assigned by the IC; both review, evaluate and recommend changes to the incident action plan.  In particular, the support officer provides direction related to tactical priorities, critical factors and safety. Thus this Officer assists with creation of tactical worksheets (written plans) for control and accountability and evaluates the viability of the response organization and span of control. The Support Officer also evaluates the need for additional resources at the scene and assigns Logistics responsibilities.  The responsibilities of the Senior Advisor focus on the overall incident management or “big picture” issues.  This officer monitors the overall incident, taking into account demands and responses to evaluate the need for adapting the incident organization to initiate needed Branches or Sections.   The Senior Advisor also evaluates the need for liaison functions with other jurisdictional departments, outside agencies, public officials, property owners, tenants, and other parties impacted by the incident.   In most jurisdictions, when the emergency is large or when a disaster is involved, the Command Staff is supported by an on-scene Public Information Officer (PIO), a Liaison to law enforcement or public works command posts and a Liaison to the Emergency Operations Center.  The Liaison to the EOC is responsible for coordination between the scene and the EOC.  The goal of an articulated Command is to spread the functions to specialists where possible, permit effective communication with responders on scene and emergency authorities off scene, and permit the incident commander to concentrate on the emergency or disaster.  

As soon as it is practical, Command establishes a Public Information Sector to deal with mass media and provide standard information that the media will need to accurately report the situation.  The staff Public Information Officer directs the Sector, establishes a media area that does not impede operations (if appropriate), and gathers information about the incident. In a large emergency, disaster or WMD/NBC event the on-scene PIO coordinates with the EOC PIO and PIOs of other responding agencies to insure consistent, accurate information dissemination and to avoid release of potentially sensitive information.

In complex incidents, particularly suspected or identified terrorist attacks, Command assigns a Police Liaison Sector.  A police supervisor’s presence may be requested in the Fire Command Post or communications may be directly established with the Police Command Post.  The Police Liaison Sector deals with all activities requiring coordination between the two departments, including (but not limited to): traffic control, crowd control, scene security, evacuations, crime scene management, and persons interfering with Fire Department operations.  

Within the IMS structure, Command develops the strategy for dealing with the incident.  The remainder of the IMS chart is composed of Sections, Branches, Sectors and Units.  Sections operate in the command post at the strategy level.  As indicated above, there are five sections that support the Command Staff: Administration, Operations, Logistics, Planning, and Safety.  The Administration Section focuses upon issues of procurement, cost recovery, liability, and risk management.  The Planning Section is charged primarily with technical liaison, forecasting incident demands, and other planning functions.  The Planning Section serves as the Incident Commander’s “clearinghouse” for information.  In WMD/NBC incidents this function is particularly critical because specialized information from a variety of specialists (toxicologists, physicians, and so on) will flow to the scene, and the Planning Section becomes the voice of these numerous sources to Command. 

The Logistics Section is the support mechanism for the incident response organization.  This Section oversees a variety of functions and establishes Sectors (which operate at a tactical and task level) to execute its functions.  Figure 1 shows four principal sectors under Logistics: Staging, Accountability, Rehabilitation and Resources.  Staging oversees the initial arrivals of unassigned companies (units).  Accountability refers to tracking the units and individual crews participating in an incident to insure their safety.  The Rehabilitation Sector is responsible for the monitoring and care of deployed personnel, addressing both physical and psychological ability to function effectively.  This sector uses specialized equipment and also provides food, fluids and debriefing for personnel.  Finally, the Resource sector oversees all equipment and apparatus, provides any needed communications equipment, and handles repairs and re-supply.  In an NBC incident, this sector will be responsible for supervising the movement of antidotes, other pharmaceuticals and medical supplies and equipment from local jurisdictional caches to the scene.  

The Operations Section deals directly with all mitigation activities at the incident site.  This section is responsible for the tactical priorities and the safety and welfare of personnel working in the Operations Section. A critical duty of Operations Section is to establish Branches that coordinate responder actions to accomplish specific tasks to meet incident demands. The Operations Section creates and oversees as many Branches as needed depending on the demands of the specific incident.  Branches typically include primary operational functions: Fire, Rescue, Hazmat, Medical, Transportation, and Evacuation.  Fire Branch is charged with the management and suppression of fires, and as appropriate operates Sectors (a tactical or task level function). Rescue Branch is charged with search and rescue and extrication of firefighters who become lost, trapped or endangered in the incident.  This branch may oversee a potentially large number of units serving as Rapid Intervention Crews (RIC units) commensurate with the size of the incident.  RIC units stage, at full ready, with the exclusive responsibility of first responder rescue. An Evacuation Branch or Sector may be created to deal with endangered citizens.  The Evacuation Branch coordinates the movement of citizens from areas adjacent to the scene that are vulnerable, and coordinates information releases to the public through the on-scene PIO.  An Evacuation Branch may involve both fire and police department personnel. The Hazardous materials Branch typically houses four sectors representing principal functions of research, monitoring, decontamination, and site entry. In an WMD/NBC incident, the Hazardous materials branch addresses critical response priorities and performs agent identification, designation of hot, warm and cold zones, and also coordinates with law enforcement resources for site access control and special services (e.g. Bomb Squad or Special Weapons and Tactics).  To assist in product/agent identification, this branch is supported by the Planning Section, by on-scene toxicology specialists (if appropriate), and by other specialized personnel operating in an EOC.  The Entry Team Sector is responsible for hot zone entry and supported by a Backup Team Sector.  The backup team is present for relief or rescue of the entry team.  While emergency decontamination of victims may begin with the first units on scene, the Hazardous materials branch assembles specialized decontamination lines and equipment and performs technical decontamination. 

The Medical Branch coordinates the activity of sectors and/or units to address extrication, triage, and treatment of patients.  The extrication sector is responsible for locating, extricating and removing patients to treatment areas.  Triage sector performs the initial assessment of patient conditions and treatment needs. In WMD/NBC incidents, this function may be performed before, simultaneously with, or after decontamination. The toxicity of the agent determines victim assessment and in the case of nerve agents, the timing of the administration of antidotes. Triage and initial treatment may also be performed within the Extrication Sector, depending upon the stability of the area where patients are located.  Similarly, contingent upon the agent, antidote administration may be appropriate at the earliest moment.  In such cases treatment and extrication personnel with appropriate personal protective equipment (PPE) would begin administration prior to or during mass decontamination.  When time is not critical to survival, antidote administration may take place at treatment areas, which may also serve as patient collection areas.  Triage tags are used to categorize patient injuries, and record treatments administered in the field. The triage tag number also becomes the tracking mechanism for patients.  

  
Particularly in a WMD/NBC incident, Behavioral Health usually operates as a Sector under the Medical Branch.  These personnel and units may be assigned in a variety of activities at the scene.  The on-scene behavioral health coordinator works through the Medical Branch Officer, while maintaining liaison with the Planning Section and the EOC if activated.  Behavioral health units, with appropriate PPE, may oversee and assist patients awaiting decontamination, during the decontamination process and in treatment and transportation. 

The Transportation Branch can expand to multiple sectors depending on incident demands.  Typically, four sectors are used. Transport north and south represent different directional movement points for ground transportation to local hospitals or other shelters (usually established through the Red Cross contact in the EOC).  This movement may involve different vehicles as appropriate to patient needs, including busses for uncontaminated or decontaminated “walking wounded”, as well as ambulances, or other vehicles obtained through the National Guard, private transit, or other organizations.  The jurisdictional fire department may or may not operate its own ambulance system, and formal agreements (as well as mutual and automatic aid agreements) should be in place for transport vehicles from local EMS providers and ambulance services.  The Air sector will move patients by rotary wing craft if safe given the NBC agent involved and called for by patient conditions.  Finally, the NDMS sector will prepare patients (per the local NDMS plan) and move them to the designated collection point for movement to other locations.


Finally, the fifth section in the standard incident management system is Safety.  The safety section officer, supported by others in large incidents, is responsible for creating a Safety Sector and managing safety at the incident.  A large part of this work is creating and implementing plans for rescue, scene safety practice, and environmental mitigation following operations.  Safety Section monitors reports from safety officers in different scene locations and reports progress to command.  If safety observers uncover a pattern of unsafe practices, the safety officer has the authority to stop operations at a scene.


In closing, the IMS is a flexible structure for organizing emergency response.  The value of understanding the IMS lies in the relationship between emergency operations and emergency planning and plans.  To adequately engage in planning for a threat, it is imperative that the structure used to address threats at the scene be taken into account.  Since the IMS both reflects and directs the capabilities of the organizations who respond to the emergency, planning processes that account for the local IMS has greater flexibility and greater likelihood of being successfully implemented in the field.    

EMERGENCY OPERATIONS CENTER

As we have argued above, the emergency operations center is intimately related to the IMS.  The early region-oriented FIRESCOPE work conceived the EOC within the structure of the IMS.  Most approaches to constructing an EOC in local governments treat the EOC more flexibly as a stand-alone institution.  This approach is particularly well adapted to WMD biological threats and some radiological threats where a geographic scene may not exist or the impact is diffused across an entire community.  In such cases, command and control of an incident is best invested in an appropriately outfitted EOC. Particularly in local governments, the emergency management coordinator oversees the EOC.   This type of administration includes maintaining a plan for EOC activation and operation, insuring that it is equipped with appropriate technology, and generally directing supply and logistical matters. While the functions of an emergency operations center were addressed in Chapter 7, the concern here is with the organization or structure of the EOC.

There are multiple models for structuring EOCs, many of them based on specific agency representation (Perry, 1995; Lindell et al., 1982).  The approach described here is for an EOC that is organized to follow, compliment and support the Incident Management System.  In this case, the EOC is a place that brings together communication capability, logistical and personnel support that represent all of the resources of the jurisdiction, including the authority to make decisions in crises.  While it is assumed that the EOC is permanent, it is possible to assemble the components on an expedient basis in jurisdictions without a permanent arrangement.  As shown in figure 2, the local government EOC is directly linked to the City or County Manager and elected officials who provide policy and advisory leadership.  The EOC collects representatives of a variety of jurisdictional departments, outside agencies and private organizations who command resources relevant to crises.  The precise personnel who are called to the EOC for any given incident depends upon the demands posed by the incident.  Thus, the structure of the EOC resembles the structure of the IMS and has the same capability for matching incident needs.  For example, in a WMD terrorist incident that does not involve radioactivity, there would be no need for expertise in this area (for example a representative from a state Radiation Regulatory Agency).   The description that follows reflects a filled out EOC organization and consequently is generic; the composition of the EOC is event dependent.  

In most cases, the EOC Commander is the local emergency management coordinator.  Sometimes, Command is vested in multiple figures—a city manager or deputy city manager works with an emergency manager.  For cities that have established Metropolitan Medical Response Systems (through Department of Health and Human Services Programs), EOC Command will include a WMD specialist.  This individual provides interpretation and specialized WMD agent information to the Emergency Services Director, City Manager, Elected Officials, and the PIO regarding the incident response, needed resources, event consequences, and other issues.  The MMRS Leader also interacts with the Incident Commander at geographic scenes as appropriate throughout the event. In jurisdictions without an MMRS, the EOC commander should have access to a WMD/NBC specialist for terrorist incidents. Through Command and its connection to jurisdictional elected and administrative leaders, the EOC creates a central location of authority, expertise and information to address a major crisis and insure that response personnel have appropriate, timely resources to execute their functions.  The
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EOC ORGANIZATION


EOC itself is organized in terms of the IMS to insure that all jurisdiction resources can be made available in a crisis, and that extra-community (particularly from other levels of government) resources are obtained when needed.  Particularly for large-scale incidents, the EOC is the primary focus of policy-making and the hub through which information and resources flow.  In scene-based incidents, effective operation of the EOC insures that all resources needed to meet the demands of the incident move quickly to the Incident Commander.  In incidents without a geographic scene, EOC Command performs functions identical to the IC in a scene-based incident.

Like the IMS, the EOC structure is tailored to fit the nature and magnitude of the event being managed. The EOC is activated under a variety of special conditions, including those where incident the impact area involves a significant portion of the jurisdiction, or when many specialized resources will be needed in incident management.  Typically, the EOC may be activated by any of several individuals or their authorized representatives: the City or County Manager, Fire Chief, Police Chief, or Emergency Management Coordinator.  Activation may be full or partial and is usually accomplished through a police or fire department dispatch and deployment center.  In most jurisdictions a fire or police department field Incident Commander can achieve activation through the department chief or by acting as the chiefs authorized representative.  When the EOC is activated, the jurisdiction emergency management coordinator (if this person did not initiate the activation) is the first notification.  The emergency management coordinator then decides (based upon consultation with appropriate officers) what services and functions are needed, thereby tailoring the EOC to the event.  In most jurisdictions, notifications are made by a dispatch center using digital paging systems.  

Continuing through the elements of figure 2, below the level of EOC command one finds the four standard sections of the IMS--Administration, Planning, Logistics, and Operations—plus a PIO Section.  The Public Information Section is administered by the City PIO who coordinates with all other agency PIOs to insure consistent, appropriate and timely public information.  The placement of the EOC PIO section varies by jurisdiction.  Usually it is near enough to the center of operations to allow easy access by jurisdictional officials and EOC staff, but not so close that media representatives can directly observe command unsupervised. The PIO normally establishes a location near the EOC for media representatives and holds regular briefings. Most jurisdictional EOCs include a citizen information hotline or communications center designed to receive citizen calls and disseminate accurate crisis information. The placement of this function depends upon the availability of telephone and communications equipment. 

Each of the four EOC sections contains a basic structure of function grouping and collects additional functions depending upon the nature of the emergency or disaster. In general, the Administration Section focuses upon legal issues (with Branches for claims and compensation and a legal advisor), shelter for victims (with the Red Cross, Salvation Army and any other shelter organization present) and liaison with agencies outside the immediate jurisdiction. Most jurisdictions maintain formal agreements with the Red Cross or Salvation Army to staff and operate mass shelters in a variety of disaster environments (natural, technological, and now terrorism-related threats).  Mass shelters house and feed (l) victims (especially those in a WMD incident who are decontaminated and treated but can not return to their homes; and (2) citizens who were displaced from their homes due to proximity to the scene of operations (or possible WMD or hazardous materials agent vulnerability).  Under extremely special circumstances (an exceptionally large number of casualties, a volatile scene, presence of secondary devices at the scene) victim medical treatment and other functions may be located at shelters. In most cases, behavioral health personnel from a private organization (eg., Red Cross) or the jurisdiction will be present at shelters.  The military liaison branch deals with the National Guard, National Disaster Medical System, and any other needed military contacts.  The outside agency liaison branch representation varies depending upon the nature of the event and the size and duration of impact.  In long duration events or in some WMD terrorist incidents, where specialized, frequent contacts may be required, this branch may include representatives from county or state emergency management agencies, or even a FEMA representative.  In smaller incidents, the level of contact required can be handled through communication with the relevant county, state or federal EOC.

The Planning Section executes the planning function for the incident, managing risk assessment data, forecasting the likely agent demands and response demands, and managing the display of data and consequence analyses in the EOC itself.  It is through the planning section that information for requests for emergency declarations is gathered.  Following a local government emergency declaration, information would be provided to state government to guide a state emergency declaration.  Following a state emergency declaration, the Governor’s Office works with the state emergency management agency to prepare a request for a Presidential Declaration.  Most large EOCs use some form of incident management software, including GIS capabilities.  The Planning Section normally manages this system, although it serves all participating Sections.  Figure 2 shows three standard Branches under Planning: situation assessment, damage assessment and visual display.  Depending upon the environmental threat, the Planning Section also includes public health resources and environmental surety resources.  On the public health side, state or county or sometimes both levels of government form branches.  If the municipal jurisdiction has health officers they are assigned either to their own branch or to a general public health branch containing representatives from all health departments.  Differentiation among health departments by jurisdiction also differentiates their capabilities.  Each representative serves as the point of contact with home agency resources for the emergency response.  State departments usually have capabilities for laboratory analysis, epidemiological investigation, tracking, and medical treatment guidance.  State health departments also serve as the direct contact with the U.S. Centers for Disease Control and Prevention. The overall public health function usually resides with states, acting in consultation with county departments.  In WMD or disease epidemic disasters, it is important for local emergency authorities to understand the legal powers of health departments, which vary among the states.  In most cases, a county or state health department is the authority that legally makes the determination to order mass prophylaxis or other treatment for the public. Finally, the Planning Section maintains a branch for environmental protection if it is expected that the disaster agent may affect and linger in the air, soil or water.  This branch contains local government environmental protection personnel if they exist, but in most cases is represented by a state level officer.  This branch provides decision guidance regarding hazardous materials issues (potentially including deployment of state hazardous materials teams), agent identification, environmental consequences and cleanup. Most such state agencies have the capability to undertake air and environmental sampling and analysis.  

The Operations Section provides principal liaison with the scene in geographically focused incidents and, in disasters without a scene (or with many smaller scenes) controls operations from the EOC.  Fire departments in the U.S. may offer service in a variety of disciplines: fire suppression, hazardous materials, technical rescue, emergency medical services, and ambulance services.  While all jurisdictions offer fire suppression, smaller jurisdictions may not offer all of the other services.  If not offered through a jurisdictional fire department, the Operations Section would contain branches for ambulance transportation, hazardous materials, technical rescue and ambulance transportation.  Figure 2 assumes that the jurisdictional fire department is full service.  The police and fire department representatives in the EOC constitute a direct connection to the IMS operated at the scene or manage police and fire resources if there is no scene. The public works representative arranges for barricading, special hazards and other related functions.  All large EOCs have the capacity to directly dispatch or have special links to a dispatch center.  


For disaster impacts that potentially produce high death rates or involve toxicological threats or those with high probability of psychological consequences, the Operations Section adds special branches.  The County Medical Examiner’s Office representative coordinates the actions related to handling of deceased victims at the scene and at hospitals. This individual may coordinate the deployment of federal D-MORT personnel and equipment and insure proper collection of evidence of criminal activity from deceased victims. The behavioral health representative in the EOC (who may be a jurisdiction employee or a Red Cross or other agency staff member) coordinates with appropriate on-scene officers to insure that behavioral health resources are available for deployment.  The behavioral health representative in the EOC is usually charged with activating agreements to expand the mental health personnel complement.  This person also coordinates with poison/toxicology branch to insure that specialized information regarding behavioral health manifestations of an impact agent (WMD/NBC) or other special concerns are transmitted to behavioral health professionals in the field.  Finally, behavioral health needs at hospitals and emergency shelters are coordinated through this position.  Finally, the poison/toxicology branch provides medical and toxicological research to support the agent identification process, advises regarding decontamination requirements, and guides the on-scene treatment regarding antidote administration and other patient treatment in the field.  This branch also advises hospitals regarding decontamination and treatment, particularly for WMD/NBC agents.

The Logistics Section is directed at supporting operations.  This Section almost always presents four branches that serve routine and self-explanatory disaster functions for responders: food and supply; fuel and equipment; facilities and transport; and communications. In incidents that potentially involve large numbers of injuries or illness, a Hospital Branch is added. The hospital representative serves as a point of contact and information exchange with regional hospitals.  This individual coordinates with hospitals regarding threat (chemical or biological agent) and treatment information available from the scene, hospital bed availability and capacity, and hospital needs for supplies and pharmaceuticals.  In WMD incidents, most EOCs add a branch for pharmaceuticals and medical supplies.  This representative handles the movement of pharmaceuticals and supplies within the local emergency medical response system and arranges for resources from the National Pharmaceutical Stockpile and other state, county and local sources.  If the local jurisdiction maintains a cache of pharmaceuticals (as all MMRS cities do), this person coordinates movement of that cache to a scene, hospitals or other locations. The pharmaceuticals and medical supplies representative is also responsible for making available specialized, pre-arranged equipment, pharmaceuticals and medical supplies to hospitals.


In closing, it is critical to comprehend that the incident management system and the emergency operations center are designed to work together.  In routine emergencies, the IMS gathers and controls needed resources at a scene.  This function is also realized for disaster events that are not community-wide.  As the emergency or disaster demands at a scene escalate, response generated demands become enormous and the EOC works to support the scene.  Parenthetically, whether one or more scenes exist, scene operations are best commanded from the scene not from an EOC.  The EOC performs a more direct command role in diffuse scope of impact disasters, especially biological agent based terrorist incidents or incidents that require operations at many scenes simultaneously. Even in these cases, however, EOC command does not run scene operations, instead assuming responsibility for overall incident strategy and tactics.

Inter-Jurisdictional Command and Control


Many types of disasters produce a scope of impact that extends across multiple political jurisdictions.  Particularly with natural disasters such as hurricanes, emergency response within different affected jurisdictions can be handled by each jurisdiction using internal resources with routine mutual aid support. As the impact area widens and the magnitude of consequences increases, it sometimes becomes necessary for multiple jurisdictional personnel and resources to operate in the same jurisdiction at the same time. This multi-jurisdictional command and control issue is virtually always present in WMD/NBC incidents, particularly those not involving a geographically localized scene. Inmost cases, EOC activation is a signal that agent-generated and response-generated demands either have exceeded or will soon exceed jurisdictional capacity.  While some extra-jurisdictional resources constitute supplies that are largely directed into local command and control, many others cannot be so simply absorbed.  For example, hazardous materials teams and special rescue teams typically come with their own command structure.  Public heath authorities come with both legal authority and special responsibility.  State and federal authorities also retain control over their own personnel (teams) deployed in a local jurisdiction.  In WMD settings many federal resources may be involved and the FBI in the lead agency for the incident. Each jurisdiction centers its command and control strategy in an emergency operations center, with all Federal resources residing in, or available through, the FBI Joint Operations Center. Thus one can conceptualize the larger command and control issue as a collection of linked emergency operations centers.  This preserves the principle of elected official control because in state and local governments, the EOC decision-makers are ultimately responsible to the elected leaders of the jurisdiction.  


As an example, figure 3 shows the configuration of principal command and control centers relevant to a WMD terrorist attack.  The command and control pattern reflects inter-relationships among the EOCs under different conditions of activation.  It is important to note that jurisdictional prerogatives are such that different configurations of the EOCs may be opened depending upon the location, nature, size and severity of the threat as well as the pattern of jurisdictional control.  For example, a small event within a county, but outside any city jurisdiction might be managed through a County Public Health Department Command Post with FBI presence (if biological), or through the County EOC (with FBI presence).  The minimal requirement for all state, county and municipal EOCs is that they will work with the local office of the FBI. In very small events that take place within a city jurisdiction involving a localized scene, an incident commander in consultation with the local FBI office can establish and execute command and control. In larger scene-present events or in non-scene events when the city EOC is activated, command and control rests with the EOC Command, in consultation with the FBI. The city EOC may request support from or activation of the County EOC or the State EOC.  In each case, the decision for EOC activation rests with the appropriate jurisdiction.
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Figure 3:  Inter-Jurisdictional Command and Control

 
For events detected outside the city jurisdictions, command and control rests with the relevant political jurisdiction. In such cases, county or state authorities assume responsibility for command and control.  Depending upon conditions, a county or state may choose to request special resources from a city (for example the activation of an MMRS).  The decision to activate rests with the Mayor/City Council/City Manager (this is a political decision of the jurisdiction, unless activation is ordered under the Emergency Powers of a governor).  In most cases, activation of an MMRS may take different forms: (1) a specific part of the MMRS equipment/personnel may be deployed; (2) the entire MMRS may be deployed and the city EOC activated.  In the later situation, the City EOC exercises command and control over the MMRS and communicates through a link to the county or state EOC. 
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