Session No. 1


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 1: Course Introduction

Time: 1 hr


Objectives:

1.1 Discuss (overview of) the similarities and differences between governmental (public sector) emergency management and business and industry (private sector) crisis management.

1.2 Discuss the course overview, purpose, and overall objectives.

1.3 Discuss the course modules and objectives.

1.4 Describe the professor’s requirements for the students in class and for completing course assignments. 

1.5 Describe the student evaluation criteria.

1.6 Discuss the instructional methodologies the professor will employ and the reason for selecting them.

1.7 Complete the modified experiential learning cycle for the material covered in this introductory session.

Scope:

During this session the professor is provided with the opportunity to introduce herself/himself to the class, briefly discuss the similarities and differences between government emergency management and private sector crisis management, discuss the purpose and objectives of the course from an overview perspective, and establish clear and completely understood expectations for student participation and conduct in class, completion of assigned work, and evaluation criteria. Additionally, the “Experiential Learning Cycle Model,”1 as modified, and its use in this course will be explained. The professor is encouraged to allow five to ten minutes at the end of the session to complete the modified experiential learning cycle through class discussion for the material covered in this introductory session.


Readings: 

Student Reading:

Course texts and specific reading assignments are included in the individual sessions. It is not expected that students will have completed any assigned readings for this “Course Introduction” class.

Instructor Reading:

The instructor may wish to review the Pfeiffer and Jones’s experiential learning cycle model or merely rely on the included abbreviated description and modifications included in this session.

Harrald, John R. 1998. “Linking Corporate Crisis Management to Natural Disaster Reduction.” Submitted for inclusion in the International Decade for Natural Disaster (IDNDR) Press Kit. Publication pends. Pages 1–4. Copy included.


General Requirements:

The professor’s course syllabus should be distributed to the students at the start of the class and will be referred to in completing objectives 1.2–1.6. 


Objective 1.1  Discuss (overview of) the similarities and differences between governmental (public sector) emergency management and business and industry (private sector) crisis management.

Remarks:

I. Overview. Refer to the narrative in the following Supplemental Considerations section and the included article, “Linking Corporate Crisis Management to Natural Disaster Reduction,” by John R. Harrald, to stress the following points:

A. Public sector emergency management and private sector crisis management follow similar processes to protect people and property. 

1. Although the language and use of terms may differ between the two (session 2 will cover definitions), the generally accepted four-phase model of emergency management, (1) Mitigation, (2) Preparedness, (3) Response, and (4) Recovery, is also followed in private sector crisis management. 

2. The students may not be familiar with the term “mitigation”; so it is defined here and in session 2. Mitigation is sustained action taken to reduce or eliminate long-term risk to people and property from hazards and their effects. Mitigation distinguishes actions that have a long-term impact from those that are more closely associated with preparedness for, immediate response to, and short-term recovery from a specific event.2 

3. Skills and knowledge elements in each area are similar.

4. The cooperation and understanding between the sectors are being encouraged through various initiatives and are increasing to the benefit of both.

B. Emergency management functions are carried out at all levels of government, consistent with the perceived vulnerability and risk and competing priorities for resources. Effective emergency management is demanded by the affected population. 

1. Factors such as vulnerability to natural hazards and proximity to potentially dangerous industries determine the level of emphasis and resources devoted to governmental emergency management functions.

2. The nature of potential emergencies (natural hazards are unpreventable) requires an emphasis on preparedness, response, and recovery operations by government organizations.

C. Some level of crisis management is a function of all private sector organizations, supporting their fundamental strategic objective of ensuring corporate survivability and economic viability. Crisis management decisions must reflect business reality if a private sector organization is to survive.

1. In some organizations, crisis management is viewed and supported as an integrated strategic function—these are the “crisis-prepared” organizations, the characteristics of which will be covered in subsequent sessions. 

2. Other organizations approach crisis management in a noncomprehensive and fragmented manner which can threaten their very survival should crises occur. These are “crisis-prone” organizations, the characteristics of which will be covered in subsequent sessions.

3. Competitiveness in the private sector can inhibit cooperation and sharing of ideas between organizations. This is unlike the public sector, where cooperation between all levels of government and municipalities is essential to effective emergency management and encouraged. 

Supplemental considerations:

(Refer to the attached article, “Linking Corporate Crisis Management to Natural Disaster Reduction,” written by John R. Harrald for the IDNDR Press Kit.)

Governmental (public sector) emergency management and business and industry (private sector) crisis management are similar in the processes followed before, during, and after events which may threaten the safety and social welfare of people and their property. Both require concerted efforts and allocation of resources to support mitigation, preparedness, response, and recovery from these events. Not surprisingly, the skills and knowledge required of public sector emergency and private sector crisis managers are also similar. Each sector needs to understand the capabilities of the other and to coordinate efforts for their mutual benefit. Cooperation and understanding between the sectors are increasing due in part to initiatives such as the FEMA-sponsored Project Impact, the Public Private Partnership, and the President’s Commission of Critical Infrastructure Protection. 

Despite these areas of similarity, differences between public and private sector emergency and crisis management will continue to exist because of the differences in their primary objectives. The government has a fundamental responsibility to preserve the lives and social welfare and protect the property of defined populations. Emergency management programs are created and maintained to meet this primary objective. Certain governmental and not-for-profit organizations such as FEMA and the American Red Cross have been established and organized specifically and solely for that purpose. At all levels of government, some level of emergency management organization is established consistent with the supported populations’ perception of risks and the competing priorities requiring their support. 

Private sector organizations have the primary objective of ensuring their corporate survivability and economic viability. Crisis management is a supporting goal and is assigned a priority and emphasis consistent with how it is perceived to contribute to the organization’s primary objective. This perception is generally shaped by a combination of factors including corporate culture, leadership, shareholders’ desires, public pressure, etc. The resulting crisis management program can be highly integrated and comprehensive, elevating crisis management to a strategic objective, or disjointed and narrowly focused, resulting in a lack of preparedness and planning. The emergency or crisis management emphasis and actions of public and private sector organizations can therefore result from different motivations. The public sector must do whatever is necessary to protect the population and its property. Within the private sector, however, decisions need to reflect business reality. A private sector organization that makes crisis management decisions that run contrary to the fundamental goal of corporate survival and economic viability runs the risk of failure.

Public and private sector organizations also relate in a different manner to the general public. For a private sector organization, the members of the public are potential customers and shareholders. A crisis or emergency threatens the delivery of the organization’s profit-making products or services. The crisis and emergency management activities conducted to continue business operations are intended to restore the company’s ability to produce goods and services and to protect the investor’s return by minimizing the economic and human cost of the event and the liability of the corporation. The crisis and emergency activities themselves are not direct services to the public, although the public may benefit, particularly from industrial emergency response activities (e.g., oil spill response, chemical response, industrial fire fighting).

Less subtle differences can also be witnessed in the competitive nature of private sector organizations as compared to the more cooperative and sharing nature of inter-governmental interactions. Private sector organizations protect their business interests by protecting their information. If they have a good idea, they are not going to willingly share it with a competitor. Witness a recent (December 1997) GWU Institute for Crisis, Disaster and Risk Management facilitation of a business area cross-talk discussion (mention of the particular business area is omitted due to nonattribution policy). Leaders in the business area agreed to meet and discuss their thoughts on crisis management. They were quite guarded in the specifics of their disclosures but did discuss their provisions for backup information management support. It was quite the eye-opening experience when three competitors, located physically within blocks of one another and susceptible to many of the same potential emergency events, realized that they had all chosen the same backup provider. Further investigation revealed that the provider’s capabilities would be exceeded if all three needed support at the same time. By the next cross-talk meeting (June 1998), two of the three had chosen alternate backup support. 

Other examples of competition between private sector organizations and cooperation between public sector organizations can be seen by viewing Internet sites. As a general rule, private sector organizations do not publicize the specifics of their crisis management philosophy and plans for fear of giving up a competitive advantage. Within the public sector, information is willingly shared between the same and different levels of government. An Internet search of the key words “crisis management” on a search engine such as Yahoo or Excite yields several companies advertising their services and products to assist other companies in accomplishing crisis management. Search using the key words “emergency management” and you can access tens of thousands of government sites, at all levels, which openly share any information available. Obviously, government emergency managers are rewarded for their openness while private sector crisis managers are rewarded for confidentiality.

Another difference that will be covered in the sessions on risk analysis and management is the nature of the potential emergencies facing public sector emergency managers and private sector crisis managers. Although both are concerned with the whole spectrum of potential emergency situations, government emergency mangers tend to concentrate their attention and resources on natural disasters that are essentially unpreventable. Increasingly, resources and attention are being directed to mitigation (prevention) efforts, but the emphasis remains on preparedness, response, and recovery in the public sector. In the private sector, although it also is susceptible to natural disasters, more emphasis is placed on human-induced and technological crises that by their nature are preventable. Private sector crisis managers must also be concerned with preparedness, response, and recovery from all potential natural disasters but can focus more attention on prevention efforts.


Objective 1.2  Discuss the course overview, purpose, and overall objectives.

I. Overview. Refer to the narrative in the following Supplemental Considerations section to stress the following points:

A. The importance of crisis management, disaster recovery and organizational continuity is increasing in the private and public sectors.

B. The vulnerability of business and industry to natural, technological, and human-induced hazards is increasing.

C. Business organizations have typically approached crisis management, disaster recovery, and organizational continuity functions in a fragmented and nonintegrated manner which generally provides less than optimal results. 

D. Decision makers need to understand the strategic importance of integrating the diverse crisis management, disaster recovery, and organizational continuity issues facing a business. 

E. The instructional methodologies chosen for this course stress student involvement and go beyond the “what” was learned to include the “so what” and the “now what” of the learning process.

II. Purpose and overall objectives of the course. Stress the following points:

A. The purpose of the course is reflected in the overall objectives set forth below:

1. Understand the similarities and differences between governmental emergency management and private sector crisis management.

2. Understand the concepts of crisis management, disaster recovery, and organizational continuity and apply them to the examination of organizations presented in case studies.

3. Understand the characteristics of an organization which indicate crisis preparedness (or crisis proneness) and apply these characteristics to evaluate and explain the crisis preparedness/proneness of an organization in case studies.

4. Understand risk assessment and its component vulnerability and risk analysis methodologies and apply the methodologies in case studies.

5. Understand the process of business area impact analysis and apply the process in case studies.

6. Understand risk management and loss control strategies and choose and defend a particular strategy in case studies.

7. Understand the contents and characteristics of realistic and effective contingency, response, business recovery, and crisis management plans and critique the adequacy of plans in case studies.

8. Discuss the purpose, value, and types of drills/exercises/training sessions needed to support an effective crisis management, disaster recovery, and organizational continuity program.

9. Understand the composition of and resources required to create and manage effective crisis management teams and define such a team in case studies.

10. Understand the importance of and the principles of effective crisis communications and critique the effectiveness of crisis communications in a case study.

11. Understand the requirements for adequate emergency event response as related to emergency response management, business resumption, and business recovery and apply the requirements in case studies. 

12. Understand the role and responsibilities of private sector organizational continuity in the regional and social recovery from a major disaster. 

13. Understand the need to integrate all facets of crisis management, disaster recovery, and organizational continuity into a single crisis management plan and the complexity of the integration effort. 

B. Specific content areas such as risk assessment, business area impact analysis, contingency planning, crisis communications, etc., could be the topics of semester and multi-semester courses, and their presentation in this course is not intended to make the students experts. Instead the students should achieve an understanding of each area and the limited ability to apply the skills and knowledge elements in narrowly defined case studies. 

C. Most importantly, the students are to achieve an understanding of the importance of the diverse components of crisis management and how they fit together in an integrated fashion.

Supplemental Considerations: 

Overview and Purpose (narrative for inclusion in the course syllabus).

Crisis management, disaster recovery, and organizational continuity have become increasingly critical areas of competence for managers in private sector, as well as public sector, organizations. Significant business disruptions or loss of consumer confidence can threaten the ability of industrial and service organizations to provide financial benefits to their owners and employees and to contribute to national and regional economic recovery and viability. Natural disasters can disrupt the supply and distribution chains for even the best-prepared business. Service businesses are increasingly vulnerable to electrical, communication, and other critical infrastructure failures. Industrial disasters can have significant human and environmental impacts that lead to potentially bankrupting liabilities. A crisis caused by harmful products or by product tampering can seriously injure a manufacturer of consumer products. No organization is immune to the threat of the external terrorist or the internal saboteur.

The approach of typical business organizations to the many facets and problems inherent in effective crisis management, disaster recovery, and organizational continuity has been fragmented. Financial departments have dealt with loss control and risk management. Operational and facility managers have been responsible for contingency planning, first responder training, and emergency management for industrial accidents. Information department heads have created disaster recovery procedures and business continuity plans. Most companies have developed crisis management teams and procedures based on their industry type and perceived vulnerabilities. For example, many petrochemical companies see crisis management as a part of the environmental safety and health function. Crisis management in food product companies is often the domain of the legal and corporate communications departments. In financial institutions, crisis management is closely linked to computer system security and recovery.

This course identifies, examines, and integrates the diverse crisis management, disaster recovery, and organizational continuity issues facing a private sector organization. Basic crisis management, contingency planning, disaster recovery, business continuity/resumption, and emergency management skills and knowledge elements will be identified, discussed, developed, and integrated according to the crisis management, disaster recovery, and organizational continuity model set forth in session 4. The strategic importance of crisis management, disaster recovery, and organizational continuity to private sector organizations will be emphasized throughout the course.

Instructional methodologies, including case studies, small-group activities, and student-led presentations are used to actively involve each student in the learning process. When possible and practical, processing of learning activities to include not only “what” was learned, but the “so what” and “now what” to complete the learning cycle will be followed to the maximum extent possible.


Objective 1.3 Discuss the course modules and objectives.

Remarks: 

I. Review the course syllabus with the students.


Objective 1.4  Describe the professor’s requirements for the students in class and for completing course assignments.

Remarks:

I. Specify your requirements in the syllabus and make sure they are understood by the students. The development of this course assumes the following:

A. All reading assignments are to be completed prior to the session indicated in the syllabus. 

B. Students are expected to have completed reading and research assignments prior to small group activities, to actively participate and contribute to the group work, and to take their turn reporting and presenting group products to the entire class.

C. All individual and group assignments are to be submitted on or before the date due.

Objective 1.5  Describe the student evaluation criteria.

Remarks:

I. Specify your student evaluation criteria in the syllabus are make sure it is understood by the students. Recommended criteria are: 

A. Class preparation and participation in groups and individually, 15%.

B. Homework assignments submitted in written form, 15%.

C. Four one-hour exams, 40% (sample exams provided after session 29).

D. Written term project, 20% (recommended projects provided after session 29).

E. Oral report on term project, 10%.


Objective 1.6  Discuss the instructional methodologies the professor will employ and the reason for selecting them. 

Remarks:

I. Effective communication is essential to all types of management and particularly business and industry crisis management.

A. Integrated crisis management cuts across functional organizational lines and requires the perspective and input of multiple participants.
B. Future crisis managers will need to communicate with others effectively and function as team members and leaders.

C. Methods chosen in the course will help develop communications and group skills.
D. The experiential model and learning cycle as modified for this course will be followed to encourage student participation and involvement and to reinforce content areas. The steps included in the modified learning cycle are:

1. Learning activity—experiencing (the “what” of learning).

2. Publishing and processing (the reactions to the “what” of learning).

3. Generalizing (the “so what” of learning).

4. Applying (the “now what” of learning).

Supplemental Considerations:

Effective communication is required at each step of the business and industry crisis management process. Those involved in gathering and analyzing information, developing plans, making decisions, and managing response, recovery, and restoration activities must communicate with myriad stakeholders within and external to their organization to be successful. Particularly during the pre-crisis event steps of vulnerability/risk assessment, business area impact analysis, risk management and loss control, and contingency planning, communication in all directions through the organizational hierarchy lays the foundation for the entire crisis management process. Students who will eventually assume leadership or participant roles in business and industry crisis management, will need to present their own ideas in a clear and concise manner, openly consider the ideas of others, engage in productive discussions, and often participate in consensus-driven decision making.

Instructional methodologies recommended for presenting course content therefore include student discussions, small-group work, and presentations in addition to traditional instructor-led lectures and discussions. Also, following the experiential learning process to the maximum extent possible is encouraged to elicit increased student interactions and to reinforce learning points. 

The Experiential Model 

The complete experiential model and learning cycle is explained in the Reference Guide to Handbooks and Annual (revised), by J. William Pfeiffer and John E. Jones.
 The structured learning experience does not begin and end with the presentation of information through classroom activities or student assignments. After acquiring some information, the students are asked to examine what was learned critically, question its relevancy and importance, and, hopefully, apply it to current or future situations. 

Completion of the full cycle takes class and student time and is not necessary for every subject. Class size, physical classroom constraints, and student maturity can also limit its applicability. It does, however, encourage student interaction, demonstrate the value of effective communications, and reinforce particularly important content areas. For these reasons, using small-group work and following the cycle, as modified, to completion is recommended in several sessions. 

The following general recommendations concerning groups are provided for the professor:

· Ideal groups are comprised of three to five students, with membership randomly assigned by the professor to help ensure a diversity of opinions and ideas in the membership. 

· Groups should be given sufficient time to proceed through the cycle, present their work to the entire class, and engage in discussion. 

· Assignment to group spokesperson should be rotated among the group members to provide every student with the opportunity to present and defend the work of her/his group. 

· Guidelines for group behavior should be discussed and established. 

· The efforts of each group should be passively monitored, with intervention by the professor only necessary in the case of dysfunctional behavior. 

The modified experiential learning cycle as recommended for use in this course includes the following steps:

· Learning Activity – Experiencing 

Presenting the instructional content (the “what?”) through a combination of reading, lecture, class/group discussion, case studies, etc. 

· Publishing and Processing

Sharing reactions to “what” was presented and making sense of the information. 

· Generalizing

Making the inferential step from the “what” that was learned to the “so what” by actually applying the classroom learning. This step can make the overall learning experience realistic and practical for the students. At this point, it is useful for the students, either individually or in discussion groups, to present their ideas to the whole class.

· Applying

In a work setting this step would involve the application of the “what” and “so what” of learning to real life situations in answer to the question “Now what?” In a classroom setting, the students probably do not have the opportunity for real life applications of specific skills and knowledge related directly to the course content, but should apply them to the experiences and assignments associated with the course, such as case studies, tabletop exercises, etc. 


Objective 1.7  Complete the modified experiential learning cycle for the material covered in this introductory session.

Remarks:

I. Complete the modified experiential learning cycle through class discussion.

A. Emphasize that expectations must be established and understood by the students and the professor.

B. The students must understand the modified experiential learning cycle and be guided through its completion if they are to follow it in future sessions.

Supplemental considerations:

Using class discussion complete the modified experiential learning cycle by asking the students their reaction to what was presented and asking the questions “so what” and “now what.” The discussion should cover the main points of establishing clear and completely understood expectations for student participation and conduct in class, completion of assignments, and evaluation criteria. The students should also gain an understanding of the experiential learning cycle and why they are being asked to apply it to this course. 

1 Pfeiffer, W.J., and Jones, J.E. 1981. Reference Guide to Handbooks and Annuals (Revised). San Diego, CA: University associates, Inc. 


2 Federal Emergency Management Agency. 1997. Multi-Hazard Identification and Risk Assessment: A Cornerstone of the National Mitigation Strategy. Washington, DC: Government printing Office.
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