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Risk mitigation and risk management are increasingly important functions for organizations.

Managing risk requires the ability to assess the level of risk in any system, to identify potential risk mitigation interventions, and to evaluate their potential impact.  Risk in systems exists when one or more components in the system are unreliable, when the components themselves are relatively safe but they interact in unanticipated ways that increase risk, or when the system itself is subjected to extreme and unusual conditions. Risk assessment and risk management answer different questions. (Haimes, Office of Technology Policy, 1997). The State of Washington request for SOI [statement of intention] frames requires the contractor to consider both risk assessment and risk management.

Risk Assessment Questions

· What can go wrong? (vulnerability analysis)

· What is the likelihood that it will go wrong? (probability analysis)

· What are the consequences if it goes wrong? (impact analysis)

Risk Management Questions

· What can be done? (identification of risk reduction interventions)

· What options are available and what are their associated trade offs in terms of costs, benfits, and risks? (analytic evaluation of risk reduction measures)

· What are the potential impacts of current management decisions on future options? (Socio-economic evaluation of risk reduction measures)

Risk propensity in large scale systems has it roots in a number of factors:

· Activities that are performed in the system may be inherently risky (e.g. mining, commercial fishing, air transportation);
· The technology used may have inherent risks, or exacerbate risk in the system (e.g. heavy equipment);
· Human and organizational errors can be propagated by the individuals and organizations executing or coordinating tasks, or using or coordinating technology;
· Organizational structures may enable risky practices to occur, or may encourage workers to pursue risky courses of action (e.g. lack of formal safety reporting systems or departments in organizations, organizational standards that are impossible to meet with taking risks);
· Organizational cultures may support risk taking, or fail to encourage risk aversion (e.g. cultures that encourage the belief that “it can’t happen here”, or that reward people that succeed by taking unwarranted risks).
Thoughtful and effective risk assessments require consideration of each of these factors, individually and in combination with each other. 
Risk is a dynamic property of a system that requires a causal analysis of the system using modeling constructs that represent abstractions of the actual system.

Events in a system are occurrences reflective of risk, which occur for a variety of reasons, often involving a series of precipitating occurrences. Figure 1 illustrates a framework for risk assessment that utilizes a six-stage causal model of why risk-related events occur in a system. The six categories in the causal chain include basic causes, immediate causes, triggering incident, accidents, consequences and impacts.

· Basic causes are root causes of an accident, such as inadequate recruitment, training or supervision, or poor preventative maintenance and/or inspection of critical systems.

· Immediate causes are the direct causes of accidents; human error, such as incompetence or inattention, or component failure which lead to an incident.

· Incidents are undesirable events related to control or system failures. Incidents are the events that trigger accidents. Incidents can be detected or corrected in time to prevent accidents; incidents can also be prevented from developing into accidents by the presence of redundant or back up system. Examples of incidents include propulsion failures, steering failures, electrical power failures, and human errors.

· Accidents are occurrences that cause damage to vessels, facilities or personnel, such as pollution incidents, collisions, allisions, groundings, fires, explosions or founderings.

· Consequences are the impacts of accidents on personnel, equipment and the environment; an example of consequences is persons in peril in the event of a grounded passenger vessel.

· Impacts are the results of accident consequences on individuals, organzations, the environment and the system. An example of impacts is environmental damage.
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Figure 1. A framework for risk assessment: 

the causal chain in the context of situational and organizational influences

The conceptual framework that will be used for the analysis of maritime system risk is adapted from the causal chain of hazard evolution developed by Baruch Fischhoff for the National Research Council Committee on Risk Perception and Communication (NRC 1989) and from the framework for maritime risk proposed by Baisuck and Wallace (1979).  The significant contribution of the methodology, illustrated in Figure 1, is based on the fact that this hazard evolution occurs in an organizational context (management type, organization type, ship type, personnel), and in a situational context (traffic, location, visibility, weather). These contextual effects and interactions are explicitly captured by dynamic simulation modeling. In the traditional, static, risk assessment methodologies these contextual factors are introduced as adjustments (or performance shaping factors) after the analysis is completed.  Prior risk analyses of maritime risk showed that in the maritime domain these organizational and situational factors are primary determinants of risk (Harrald et al., 1995, 1996, 1996).  The recent allision of the bulk carrier Bright Field with the New Orleans Riverwalk can be used to illustrate the impact of situational factors. USCG data has shown that approximately 1% of deep draft vessels experience short term propulsion or steering failures during their transit to and from the Gulf of Mexico and facilities between New Orleans and Baton Rouge. Two situational factors and one organizational factor turned the Bright Field’s propulsion failure from a serious incident into a major accident: the River stage was high resulting in a five knot current, and the failure occurred just upriver from the New Orleans riverwalk, and the Chinese crew and pilot could not effectively communicate during the crisis stage (NTSB, 1998).

The situational and organizational factors lead to the dynamic profile of system risk illustrated in figure 2 below. The peak risk spikes in the system may be many orders of magnitude riskier than the average system risk level. For example, the risk of collision for a ferry may be 1000 times greater during a dense fog during fishing season than it is on a clear day with little traffic. Identifying how and when these risk spikes occur are fundamental objectives of the dynamic risk assessment methodology. 
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Figure 2

Estimating situational and organizational impacts on the dynamic maritime system requires the quantification of the effect of these factors on the probability of errors and failures.

The estimation of these event and failure/error probabilities requires developing techniques for answering the following key questions:

· What are the attributes of high risk organizations, vessels, and crews?

· How often are they in the system?

· What are the attributes of high risk states?

· How often do high risk states occur?

· How can conditional probabilities in accident chain be estimated?

The next stage in the risk assessment modeling is consequence and impact estimation since risk is defined as probability times impact. 

The analytical methodologies that are central to answering these questions are the following:

· Analysis of accident and incident data in order to develop fault and event trees for high risk scenarios.

· Expert knowledge elicitation to identify important organizational and situational attributes, to combine with available data to determine relative conditional probabilities, and to involve key stakeholders in risk modeling.

· Time series analysis of situational data to provide the basis for simulating the evolution of system states.

· Dynamic system simulation to identify the occurrence of high risk states.

The consequence of an accident involving a ferry is the placing of passengers and crews in peril. The impact of the accident is, for the purposes of this analysis, restricted to human injury and death resulting from an accident. This impact will be effected by situational variables such as time of year, location, and weather, since the loss of life in a maritime accident is dependent both on the severity of the accident and the rate of survival or those persons who escape from the vessel.

The framework for risk assessment illustrated in figure 1 can also be used to classify existing and proposed risk reduction measures in a system.

Risk reduction measures, or risk interventions, can influence the causal chain in one or more of the following ways:

· by decreasing the frequency of root or basic causes,

· by decreasing the frequency of immediate causes or triggering events,

· by decreasing exposure to hazardous situations,

· by intervening to prevent an accident once an incident has occurred,

· by reducing consequences once an accident has occurred and

· by reducing the impacts of consequences that occur.
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Figure 3: Risk Reduction Interventions

Figure 3 illustrates that risk reduction interventions can interrupt the causal chain of events at different points. For instance, safety management programs are instituted to prevent the occurrence of human and/or organizational error due to insufficient knowledge, equipment, maintenance, procedures and/or management (between Stage 1 and Stage 2). Vessel traffic interventions such as port or channel closure restrictions are intended to prevent exposure to situational hazards (between Stage 2 and Stage 3). Requirements for an extra officer on the bridge and VTS traffic monitoring are intended to prevent incidents from becoming accidents (between Stage 3 and Stage 4). Fire suppression systems may prevent a serious fire if an ignition occurs (between Stage 4 and Stage 5). On board lifesaving equipment and external rescue and assistance can minimize the loss of life if an accident occurs (between Stage 5 and Stage 6). 

In order to evaluate the effect of the risk reduction measures, an accident probability model must be developed that provides expected base case frequencies for a wide range of accident scenarios. 

Modeling the baseline risk of a system and identifying the major contributors to system risk is only the first step in developing risk management strategies and policies. These strategies and policies must be based on risk reduction interventions that have been shown to be effective. Unfortunately, this critical analytic step that is a central element of the GWU/RPI approach is typically not performed. Risk reduction measures are proposed based on their perceived effectiveness in mitigating the hazards identified in the risk assessment. The fallacies of this shortcut to risk management are:

· Scenarios that are obviously “risky” may occur with extremely low probability.

· Systems are self correcting, experts managing these systems avoid high risk states.

· Most accidents occur when system is not in high risk state.

· Many targeted interventions have insignificant impact, others shift risk to other scenarios and may make overall system less safe.

· The cumulative effect of multiple risk interventions may not be achieved. Some interventions are aimed at the same risk causal factors and are therefore redundant. Other risk interventions actually conflict and the net effect of implementing multiple measures may be to make the overall system less safe than implementation of a single intervention.

· Failure to demonstrate the effectiveness of risk reduction interventions and failure to assess their institutional and economic impacts inhibit the likelihood that stakeholders will accept and implement the recommended measures. 

A wide range of risk interventions that affect the accident scenario at all stages in the accident chain must be evaluated.

Figure 4 illustrates the effect of a risk reduction measure intervening at one point in the chain. 
As shown schematically in Figure 4, the number of events decreases rapidly from left to right in the hazard—accident evolution. There are far more triggering incidents that have the potential for causing accidents than there are actual accidents; and far more errors, slips, and failures (immediate cause events) than there are triggering incidents. As the frequency of a single stage of events is reduced, the frequencies of the events in the following stages generally reduce proportionally so in general, an early intervention in the chain has more cumulative effect than does a late intervention.
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Figure 4. The effect of a single risk reduction measure.
Figure 5. The effect of multiple risk reduction measures.
However, if multiple risk reduction measures are introduced to intervene at one point in the chain, the return on investment may be reduced. Duplication of effort can lessen the effect of the combined risk reduction measures, while the cost of multiple interventions at a single point in the chain may be more than intervening at different points in the chain. Figure 5 shows the effect of intervening at multiple points in the accident event chain. The interventions with the highest benefit to cost ratio can be combined at each stage of risk intervention.
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