
Session No. 9


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 9: Risk Communications 

Time: 1 hr


Objectives:

9.1 Define risk communications and state the criteria for successful risk communications as set forth in the 1989 National Research Council report Improving Risk Communications.
9.2 Explain the developmental stages of risk communications as proposed in Baruch Fischhoff’s 1995 article “Risk Perception and Communication Unplugged: Twenty Years of Process” and how they support open and effective risk communications.
9.3 Through small-group work apply the concept of risk communications, the criteria for effective risk communications, and the developmental stages of risk communications to the Brent Spar case study.

9.4 Discuss the concepts of risk perception and risk communications in the context of the A.D. Little case study presented on pages 330–335 of Lerbinger’s text.


Scope:

During this session the instructor will present a definition of risk communications and the criteria for successful risk communications as established by the National Research Council. A model of the developmental stages of risk communications as proposed by Fischhoff is presented with special emphasis on risk comparisons, risk benefits, the development of trust and the need for open dialogue. The concepts and ideas developed concerning risk communications will then be applied to the Brent Spar case study through small-group work, group reports, and class discussion. The session concludes with the assignment to read and respond to risk communications from the A.D. Little case study in the Lerbinger text. at the start of the next session, discussion of this assignment will lead into the completion of the modified experiential learning cycle for the objectives in this session. 


Readings:

Student Reading:

Brent Spar case study – included for reproduction and distribution.

Lerbinger, Otto. 1997. The Crisis Manager – Facing Risk and Responsibility. Mahwah, NJ: Lawrence Erlbaum Associates. Chapter 11, pages 279–289.

Instructor Reading: 

Brent Spar case study – included for reproduction and distribution.

Fischhoff, Baruch. 1995. “Risk Perception and Communication Unplugged: Twenty Years of Process.” Risk Analysis. Vol. 15, No. 2. Pages 137–144.

“Greenpeace: We Erred in Brent Spar Controversy.” 1995. Oil and Gas Journal. Vol. 93, No. 37. Page 22.

Lerbinger, Otto. 1997. The Crisis Manager – Facing Risk and Responsibility. Mahwah, NJ: Lawrence Erlbaum Associates. Chapter 11, pages 279–289.

Lofstedt, Ragnar, and Renn, Ortwin. 1997. “The Brent Spar Controversy: An Example of Risk Communication Gone Wrong.” Risk Analysis. Vol. 17, No. 2. Pages 131–136.

National Research Council. 1989. Improving Risk Communications. Washington, DC: National Academy Press. Chapter 2, pages 30–53.

Slovic, Paul. 1987. “Public Perception of Risk.” Journal of Environmental Health. May 1997. Pages 22–23.


General Requirements:

None.


Objective 9.1  Define risk communications and state the criteria for successful risk communications as set forth in the 1989 National Research Council report Improving Risk Communications.
Requirements:

Present the content by means of lecture and discussion as necessary.

Remarks:

I. Risk Communications – General.
A. The term risk communications was previously defined (session 5) – the exchange of information, concerns, perceptions, and preferences within an organization and between an organization and its external environment which ties together the goals of an organization with the functions of risk assessment, risk management, and impact assessment – in the context of the overall risk-based decision making process. 

B. Most of the literature on risk communications focuses on communications between an organization and its external environment. (Lerbinger’s text and the other primary reference, Improving Risk Communications, follow this orientation). The principles of effective external communication apply to internally directed communications as well. While setting goals, conducting risk assessments and BAIAs, accomplishing the risk management functions, and measuring the impact of decisions and actions, effective risk communications, both internally and externally focused, are essential.

II. Risk Communications – Measures of Success.
A. In 1983 the National Research Council completed a study on managing risk, leading to a report, Risk Assessment in the Federal Government: Managing the Process. This report recognized the growing concern for better risk communications and in 1987, the National Research Council began a study on risk communications. The resulting report, Improving Risk Communications, published in 1989, is considered one of the seminal works on the subject. 

B. The 1989 report sets the measure of success for the risk communications process as “the extent that it, first, improves or increases the base of accurate information that decision makers use, be they government officials, industry managers, or individual citizens, and second, satisfies those involved that they are adequately informed within the limits of available knowledge” (page 9).

C. It further states, “Improving risk communications is therefore more than merely crafting ‘better messages.’ Risk communications procedures as well as risk message content must be improved” (emphasis added; page 9). 


Objective 9.2  Explain the developmental stages of risk communications as proposed in Baruch Fischhoff’s 1995 article “Risk Perception and Communication Unplugged: Twenty Years of Process” and how they support open and effective risk communications.

Requirements:

Present the content by means of lecture and discussion as necessary.

An overhead projection/student handout of the developmental stages is included for use if desired.

Remarks.

I. The evolution of risk communications.

A. The risk communications process has been subject to widespread interest, with research and publication of scholarly works on the subject since the early 1980s. 

B. The traditional approach to risk communications was the delivery of one-way messages intended to inform and thereby influence the thought process, level of acceptance, and decisions of various audiences. Little, if any, consideration was given to the intended audience in the construction of and decision on the method of delivery of the message. 

II. Baruch Fischhoff’s article “Risk Perception and Communication Unplugged: Twenty Years of Process,” published in 1995, sets forth seven developmental stages of risk communications that build upon each other to achieve the goal of open and effective two-way risk communications (pages 137–144). The stages and a brief description of each follow:

A. Stage 1: All we have to do is get the numbers right.

1. The emphasis is placed on developing numbers that quantify the risks.

2. The analysts believe that they can remove all ambiguity and subjectivity from the risk assessment (and BAIA) function. The numbers generated therefore represent the “truth” and reduce the risk management function to the mere selection of the “best” alternatives supported by the numbers.

B. Stage 2: All we have to do is tell them the numbers.
1. The numbers generated in the risk assessment are presented with the assumption that they are self explanatory. 

2. The characteristics and perceptions of the intended audience are not important and are not considered when presenting the numbers. What is important are the numbers.
C. Stage 3: All we have to do is explain what we mean by the numbers.
1. If just the numbers are not sufficiently self explanatory, then some further level of explanation is necessary.
2. At this stage, the process of meaningful and effective communications, though still primarily unidirectional, is just beginning. 

3. The communications concerning risk should be constructed to tell the audience what they need to know: to fill in gaps in understanding; to reinforce correct beliefs; to correct misconceptions; and to be delivered in such a way that the content is comprehensible to the audience.

D. Stage 4: All we have to do is show them that they’ve accepted similar risks in the past.
1. Risk comparisons (mentioned in session 8) are used to contrast an unfamiliar risk with one that is more familiar and hopefully better understood. 

a. Attention must be paid to what is compared and how it is compared if the comparison is to be accurate and have meaning to the recipients. 

b. Remember: risk perceptions strongly influence the receptivity to and acceptance of the risk message. 

(1) No matter how strong the analytic study and quantification of a particular risk, the qualitative risk perceptions of the intended audience should be taken into account.

(2) For example, a risk message comparing a voluntary risk such as death from a skiing accident to an involuntary risk such as death resulting from radiation exposure associated with living close to a nuclear power plant may lose its intended value of informing due to qualitative risk perception effects. 

c. An additional consideration in risk comparisons is the benefits that come with the risk. 

(1) The compensating benefits (if well defined) can strongly influence the acceptability of a particular risk that, when considered by itself, would be totally unacceptable. 

(2) For example, certain medical treatments which have detrimental side effects (risks) are judged as acceptable due to their potential benefits to certain patients. 

E. Stage 5: All we have to do is show them that it’s a good deal for them.
1. Again, at this stage, the consideration of the benefits associated with risks is essential.

a. Benefits need to be analyzed and quantified with the same rigor as risks if comparisons of alternatives are to be meaningful. 

b. Risks and their associated benefits, when considered together, provide a complete message and facilitate meaningful two-way communication.

c. One possible problem in the presentation and resulting consideration of risks and benefits is the “framing effect” in which logically equivalent representations of the same content lead to inconsistent evaluations and decisions. Slovic in his article “Public Perception of Risk,” provides an example of framing which illustrates his point that framing introduces subjectivity into the risk assessment and risk management functions (page 23).

(1) In a research study, subjects were asked to imagine they had lung cancer and had to decide between two therapies, surgery or radiation; the two therapies were described in great detail.

(2) One group was presented with the cumulative probabilities of surviving for periods of time following treatment. The same cumulative probabilities were presented to a second group, but framed in terms of dying rather than surviving (e.g., instead of being told that 68% of those having surgery will survive for one year, they were told that 32% will have died). 

(3) Framing the probabilities in terms of dying changed the percentage of subjects choosing radiation therapy over surgery from 44% to 18%. The measured effect was as strong for physicians as it was for lay persons.

(4) Slovic adds that equally striking changes in preference result from framing consequences in terms of either lives lost or lives saved or by describing a business decision in terms of improvement from current levels or restoration of lost quality. 

2. Slovic concludes his article with a very profound statement that transcends the entire risk-based decision making process: “Defining risk is thus an exercise in power” (page 23). This statement should be considered and discussed during the completion of the modified experiential learning cycle for this session. 

a. Slovic supports this assertion by stating that risk assessment blends science and judgement with important psychological, social, cultural, and political factors which make the risk assessment function inherently subjective. 

b. Accordingly, the person who controls how risk is analyzed and communicated ultimately controls the resulting risk-based decisions.
c. Measuring and communicating risk in one way supports a particular option and decision as the “best” choice. Different measures and presentations, perhaps incorporating qualitative and other contextual factors, can lead to the choice of an entirely different option and decision. The risk analyst and communicator are thus placed in a position where they may intentionally or unintentionally steer decisions in a particular direction with their own personal values and perceptions. 

F. Stage 6: All we have to do is treat them nice.
1. Getting the content of the risk communication right requires significant effort: Relevant science must be summarized and presented in a comprehensible but not overly simplified manner; the needs and capabilities of the intended audience of the communication must be accurately judged and accommodated; and communications must be adjusted and tried again until they achieve the desired result of providing the recipients with the information they need.

2. No matter how perfectly a message is crafted and delivered, it must be perceived as respectful and trustworthy by the intended audience to receive acceptance. 

3. The perceived level of respect is generally a function of the way the risk information is presented. Regardless of the presentation method, be it spoken or written, the message should be clear and concise. In particular, when the message is to be delivered orally, polished presentation skills and the ability to adapt to the audience’s reactions are a necessity.

4. Trust is a fragile commodity that is typically earned over long periods of time through demonstrated performance and competence but lost rapidly as the result of a single mishap or mistake. 

a. Improving Risk Communications makes the very important point that “the most important factors affecting the credibility (trustworthiness) of a source and its message relate to the accuracy of the messages and the legitimacy of the process by which the contents were determined, as perceived by the recipients” (emphasis added; page 6).

b. The recipients’ level of trust towards the message and its source can be adversely affected by several factors (pages 6–7).

(1) The real or perceived advocacy by the source of a position in the message that is not consistent with a careful assessment of the facts.

(2) A reputation for deceit, misrepresentation, or coercion on the part of the source. 

(3) Previous statements or positions taken by the source that do not support the current message.

(4) Self-serving framing of the message’s content.

(5) Contradictory messages from other credible sources.

(6) Actual or perceived professional incompetence or impropriety on the part of the source. 

G.
Stage 7: All we have to do is make them partners.

1. This final stage gets to the heart of effective risk communications. Effective risk communications are a partnership involving the open and honest flow of information in both directions.

a. The audience – be it the public placed at risk by technology, or business decision makers deciding amongst alternatives for organizational continuity protection – bring their own perceptions and insights to the process. 

b. Their reaction and input to the process are essential.

2. Looking back at the previous six stages, each, done correctly, by itself provides some level of support; but they must be combined with the seventh stage to enable truly effective and successful risk communications – communications that provide the base of accurate information needed by decision makers and satisfy all involved that they have been adequately informed and involved.

3. Successful risk communications do not always result in the best decisions or consensus about controversial issues however.

a. They are only a necessary part of the entire risk-based decision making process. 

b. Disagreements on final decisions and what is the best alternative reflect the values of those involved and political considerations which do not necessarily converge on a common ground regardless of the quality and quantity of information available. 

4. What can be said, though, is that a well-informed decision process supported by effective risk communications is more likely to result in better decisions than an uninformed one.


Objective 9.3  Through small-group work apply the concept of risk communications, the criteria for effective risk communications, and the developmental stages of risk communications to the Brent Spar case study.

Requirements: 

A student handout describing the Brent Spar controversy from a risk communications perspective is provided for reproduction and use by the students.

Have the students read the material (reading assigned for session 9) and discuss the following questions in their small groups:

1. Did Shell U.K. and the U.K. government meet the measure of success for a successful risk communication process as set forth in the 1989 NRC report Improving Risk Communications. (See objective 9.1, II. A.)

2. What could Shell U.K. and the U.K. government have done before and after Greenpeace occupied the Brent Spar on April 30, 1995, to establish a more successful risk communication process?

Allow 10 to 15 minutes to complete the small group work and 2 to 3 minutes per group for the oral reports. Rotate the formal assignments within each group. 

Complete the modified experiential learning cycle for the three objectives of this session at the start of the next session through class discussion. The assigned reading (case study) and written homework for the next session also cover the topic of risk communications. 

Remarks:

I. Explain the task of the small groups – to discuss and prepare a short (two to three minutes) oral report which answers the following two questions:

A. Did Shell U.K. and the U.K. government meet the measure of success for a successful risk communication process as set forth in the 1989 NRC report Improving Risk Communications: “the extent that it, first, improves or increases the base of accurate information that decision makers use, be they government officials, industry managers, or individual citizens, and second, satisfies those involved that they are adequately informed within the limits of available knowledge” (page 9)? (See objective 9.1, II. A.) 

B. What could Shell U.K. and the U.K. government have done before and after Greenpeace occupied the Brent Spar on April 30, 1995, to establish a more successful risk communications process?

II. Several ideas for improved risk communications as applied to this case study (and expanded upon in Supplemental Considerations) are: 

A. Establish an open dialogue.
B. Communicate in a respectful manner.

C. Use meaningful and convincing risk comparisons.
D. Develop trust.
E. Be proactive with the media.

Supplemental considerations:

Several ideas for improved risk communications in the context of this case study follow.

What Shell U.K. and the U.K. government could have done:

They could have implemented a dialogue approach to risk communication rather than a top-down, one-way message approach. The approach they chose and maintained gave the impression of being arrogant and inflexible (disrespectful) to any other ideas.

They needed to develop an aura of trust by presenting a consistent message from Shell’s leadership. Shell Germany and Shell Netherlands publicly criticized Shell U.K. and the U.K. government, which reflected very negatively on Shell as a corporation. Apparently, no single person was in charge at Shell. Also, Shell U.K. could have made an attempt to counter some of the claims made by Greenpeace by consulting a wider representation of scientists and environmentalists who understood the consequences of deep-sea disposal. 

Once Greenpeace entered into the media coverage, Shell U.K. and the U.K. government assumed a largely reactive stance, which further eroded the level of the public’s trust. Greenpeace courted the media and provided material supporting their position for public dissemination, and was largely trusted by the public for their open communications. Shell U.K. and the U.K. government chose to defend themselves rather than actively attempt to provide their side of the argument to the media. A more proactive stance might have helped build public trust.

They should have recognized that deep-sea dumping of pollutants is a very emotional issue for many people. Scientific arguments – particularly ones like that which says the amount of pollutants that will be released is less than 1% of the total amount discharged by ships into the North Sea every year – will not sway opinions based upon emotions. A better use of risk comparisons between the viable options for disposal would probably have been more convincing. 

You may consider assigning one or more members of the class to search the Internet using the key word “Brent Spar” and to report on the scope of the articles and sites found. Many of the Web sites take an extreme position, supporting either Shell or Greenpeace and slanting their arguments accordingly. The Shell Exploration Web Site at http://www.brentspar.com/ (this address is included at the start of the case study document) includes a diagram of Brent Spar, explains Shell’s historical perspective, and shows how Shell has changed its risk communications strategy as the result of the Brent Spar controversy. 


Objective 9.4  Discuss the concepts of risk perception and risk communications in the context of the A.D. Little case study presented on pages 330–335 of Lerbinger’s text.

Requirements:

Assign the students to read pages 330–335 of Lerbinger’s text, complete the included handout sheet (handout 2) as homework, and be ready to discuss their answers in class at the start of session 10.

A homework handout sheet is included.

Remarks:

I. Communicate the reading assignment (pages 330–335 in the Lerbinger text).

II. Communicate the written homework assignment. Answer the questions on the homework handout sheet. Use an additional sheet of paper if required but do not exceed two handwritten or typed pages, total.

III. Inform the students that they should be prepared to participate in a class discussion of the homework at the start of session 10.

Supplemental Considerations:

The homework and class discussion will lead into the completion of the modified experiential learning cycle for the objectives in this session.
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