Session No. 10


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 10: Risk Communication, Risk Management, and Safety and Security Management

Time: 2 hr


Objectives:

10.1 Complete Objective 9.4 (Discuss the concepts of risk perception and risk communication in the context of the A.D. Little case study presented on pages 330–335 of Lerbinger’s text).

10.2 Discuss the risk management function in the context of the risk-based decision making model, with emphasis on how the sensitivity of risk reduction controls shape risk management decisions.

10.3 Explain the causal chain model and its use in examining how risk reduction controls can decrease the probability of and/or the impacts of a hazardous event. 

10.4 Explain why determining the cost and benefit of risk reduction controls and the use of the 2 x 2 matrix model is important to roughly classifying controls according to their cost and impact on risk reduction.

10.5 Explain the role of insurance as a risk reduction measure.

10.6 Explain the need to measure the impact of risk management decisions in the context of the risk-based decision making model.

10.7 Discuss the safety and security management function and its relationship to the overall risk-based decision making model.

10.8 Apply the risk-based decision making model and risk management considerations and models to an assigned case study from FEMA publication 331 stressing natural crisis (disaster) risk management.


Scope:

During this session the instructor will complete the presentation on risk perception and communication through a class discussion of the A.B. Little case study homework assignment and completion of the modified experiential learning cycle for objectives 9.1–9.4 and 10.1. The risk management function will be covered in the context of the risk-based decision making model, previously introduced in session 5. The causal chain model is introduced to consider the impact of risk reduction measures (controls) in the risk management function and a matrix model is proposed for comparing costs and benefits of those interventions. The scenario of a fire in a student dormitory will be used to identify existing and potential risk reduction controls, apply them to the causal chain and employ the matrix model for comparisons. Insurance as a risk reduction option will be discussed, along with the necessity for assessing the impact of risk reduction measures (controls). Safety and security management and their relationship with risk assessment, BAIA, and risk management are discussed. The modified experiential learning cycle for objectives 10.2 to 10.7 will be completed at the end of this session.


Readings:

Student Reading:

Lerbinger, Otto. 1997. The Crisis Manager – Facing Risk and Responsibility. Mahwah, NJ: Lawrence Erlbaum Associates. Pages 330–335. 

Review – Harrald, John R. 1998. “A Strategic Framework for Corporate Crisis Management.” The International Emergency Management Conference 1998 (TIEMS ’98) Proceedings. Washington, DC. Pages 389–397.

Instructor Reading:

Bahls, Jane Easter. 1990. “The Rewards of Risk Management.” Nation’s Business. September 1990. Pages 58–63.

Lerbinger, Otto. 1997. The Crisis Manager – Facing Risk and Responsibility. Mahwah, NJ: Lawrence Erlbaum Associates. Pages 330–335. 

Review – Harrald, John R. 1998. “A Strategic Framework for Corporate Crisis Management.”  The International Emergency Management Conference 1998 (TIEMS ’98) Proceedings. Washington, DC. Pages 389–397.


General Requirements:

Complete the modified experiential learning cycle for objectives 9.1–9.4 and 10.1 at the end of objective 10.1 and for objectives 10.2–10.7 at the end of the session.


Objective 10.1  Complete Objective 9.4 (Discuss the concepts of risk perception and risk 

communication in the context of the A.D. Little case study presented on pages 330–335 of Lerbinger’s text).
Requirements:

Conduct a class discussion of the homework assignment questions.

Complete the modified experiential learning cycle for objectives 9.1–9.4 and objective 10.1.

Remarks:

I. Discuss the students’ responses to questions 1 (How did risk perceptions enter into the case study?) and 2 (How did A.D. Little’s risk communication strategy fail?).

II. Review the seven steps required in effectively communicating about risk from page 286 of Lerbingers’s text and discuss the students’ responses to the question, What could A.D. Little have done to accomplish each step? 

A. Understand risk communication.

B. Evaluate relationship with regulators.

C. Develop press relations.

D. Anticipate issues.

E. Identify with consumer concerns.
F. Provide long-term education.
G. Develop trust.
III. Complete the modified experiential learning cycle for objectives 9.1–9.4 and 10.1.

A. See the supplemental considerations section for ideas.

B. Include a discussion of Slovic’s statement “Defining risk is thus an exercise in power.” (see Remarks, objective 9.2, II. E. 2.)

Supplemental considerations:

Considerable time has been spent on the two closely related subjects of risk perception and risk communication. Comprehensive risk assessment and business area impact analysis should shape the focus and completion of all other functions related to crisis management and business continuity. Unless properly communicated along with an appreciation of how risk perceptions can influence their consideration, the results of the assessment and analysis may be partially or completely ignored in the decision process. The students should consider how risk perceptions and methods and content of communication can enter into the actual assessment and analysis processes, both on the part of the people conducting the assessment and analysis and on the part of the sources and people providing them with data. They also should consider how the perceptions and biases of decision makers affect their reception and consideration of the assessment and analysis. 


Objective 10.2  Discuss the risk management function in the context of the risk-based decision making model with emphasis on how the sensitivity of risk reduction controls shape risk management decisions.

Requirements:

Present the general risk management content through lecture and discussion.

Overheads/student handouts are provided for use if desired.

Lead a class discussion to generate a list of existing and possible risk management measures (controls) for the scenario of a fire in a student dormitory. The results of this class exercise will be used later in the session.

Remarks:

I. Risk Management – General.

A. “Risk management” was previously defined (session 2) as the process of intervening to reduce risk, the making of public and private decisions regarding protective policies and actions that reduce the threat to life, property, and the environment posed by hazards. Generally, the risk management process attempts to answer the following questions:
1. What can be done?

2. What options or alternatives are available and what are their associated tradeoffs in terms of costs, benefits, and other (current and future) risks?
3. What are the effects of current decisions on future options?

B. The risk-based decision making model presented in session 5 shows the linkage between organizational goals, risk assessment (including business area impact analysis (BAIA)), risk management, and impact evaluation as tied together by risk communication (overhead 10-1).

1. In conducting the risk assessment and BAIA functions, hazards were identified and their probabilities and impacts were quantified and/or ranked on relative scales.

2. Risk management requires identification of existing measures (often called controls) designed to lessen the probability and/or mitigate the impacts of potential hazards. Identification of existing controls can be accomplished after the risk assessment and BAIA but is generally accomplished concurrently with these functions. (In the reading for session 5, the FEMA Emergency Management Guide for Business and Industry, procedures are laid out that consider probability, impact, and adequacy of controls (internal and external resources) concurrently).

C. Consider the hazard of a fire in a student dormitory at your college/university. What are the existing risk reduction controls in effect to prevent fires from occurring (reduce the probability of occurrence), and if they do occur, to reduce (mitigate) the negative impacts? 

1. Ask the class for their ideas (e.g., fire hazard inspections, fire awareness training, fire alarms, sprinklers, etc.).

2. List the class-generated ideas for use later in the session. 

D. The risk management function now requires the identification and consideration of what can be done. For the same example – fire in a student dormitory – list the ideas for possible controls that currently are not in force but could be implemented. Encourage the students to propose any “wild” ideas they may have.

II. The sensitivity of risks to controls.

A. The characteristics of risk are shown in overhead 10-2 (included in the risk-based decision making model from session 5). When making risk management decisions, the sensitivity (susceptibility to specific controls) must be considered.

B. This model can be used to look at the ability to reduce a risk by lowering its probability and impact until their sensitivity to risk management controls is low.

1. If a risk is considered high due to high probability, then controls should target risk prevention.

2. If the risk is considered high due to high impact, then controls should target the effects.
3. Sensitivity is an indicator of efficiency and effectiveness of risk management decisions and actions. When resource limitations are not taken into consideration, risk controls will be applied until sensitivity decreases to a point where further risk controls have a negligible effect. Given resource limitations, the sensitivity of a risk to controls is an important factor in risk management decisions and actions requiring the allocation of limited resources.

Supplemental considerations:

None.


Objective 10.3  Explain the causal chain model and its use in examining how risk reduction controls can decrease the probability of and/or the impacts of a hazardous event. 

Requirements:

Present the causal chain model content by lecture and class discussion.

Overheads/student handouts are provided for use if desired.

Through class discussion, apply the student generated list (objective 10.2) of existing and potential risk reduction controls to the causal chain model.

Remarks:

I. Risk-related event causal chain model description:

A. Overhead 10-3 shows a model that can be used in the risk management function as a framework for determining why risk-related events (see Supplemental Considerations for the choice of the word “events” here) occur and how risk management controls can be implemented to break the chain at each point. The six stages in the event causal chain are: 

1. Basic causes – root causes that can be traced back to far-reaching considerations such as the culture of an organization, poor training, poor maintenance, and lack of inspections. 

2. Immediate causes – the direct causes of risk-related events such as human error, incompetence or inattention, or equipment failure.

3. Incidents – reportable immediate causes (triggering events).

4. Events – occurrences that cause harm and damage to people, property, and the environment. 

5. Consequences – potential harm and damage to people, property, and the environment.

6. Impact – Results of event consequences.

B. Overhead 10-4 shows the causal chain model as related to the example of a fire in a student dormitory.

1. Basic causes – inadequate skills and knowledge, improper equipment, poor maintenance, a pervasive culture that does not take the threat of a fire seriously (e.g., ignoring fire alarms, poor housekeeping in rooms, etc.).

2. Immediate causes – occupants intoxicated or under the influence of drugs, using unsafe electrical appliances, storing flammable materials in rooms. 

3. Incidents – falling asleep with a lit cigarette, short in an electrical appliance, spontaneous combustion.

4. Event – fire in the dormitory.

5. Consequences – occupants, their property, and the building in peril.

6. Impact – occupants injured or killed, personal property damaged, building damaged.

II. Applying risk reduction controls between the causal chain stages.
A. Overhead 10-5 shows how risk reduction controls can interrupt the causal chain at different points.

1. Decrease the frequency of basic or root causes.

2. Decrease the frequency of immediate causes or triggering events.

3. Decrease exposure to hazardous situations.

4. Intervene to prevent an event once an incident has occurred.

5. Reduce consequences once an event has occurred.

6. Reduce the impact if consequences occur.

B. Using the student generated lists of existing and possible risk reduction controls for a fire in a student dormitory, show where each could be applied to interrupt the causal chain. Overhead 10-6 provides an example.

1. Decrease the frequency of basic or root causes – ensure the leadership’s attention to fire prevention, training programs, strict maintenance programs. 

2. Decrease the frequency of immediate causes or triggering events – initiate fire safety inspections and enforce policies prohibiting the use of unsafe electrical appliances.

3. Decrease exposure to hazards – remove flammable materials, prohibit smoking in dormitories.

4. Intervene to prevent an event once an incident has occurred – design and use materials to minimize spread of a fire; have fire suppression systems and fire extinguishers in place. 

5. Reduce consequences once an event has occurred – write adequate evacuation plans, employ fire marshals, and conduct drills.

6. Reduce impact if consequences occur – improve fire department response and medical response; make post-fire counseling for students available; provide insurance for people and property. 

C. Overhead 10-7 shows the effect of a risk reduction control intervening at one point in the chain. 

1. As shown schematically, the frequency of occurrences decreases fairly rapidly from left to right in the hazard-event evolution. In general there are more basic causes than immediate causes, more immediate causes than triggering events, and more triggering events than actual events causing harm and damage. 

2. As the frequency of a single stage is reduced, the following stages are reduced proportionally. Thus, an early intervention in the chain has a more cumulative effect than does a later intervention. 

3. This is not to say, however, that all interventions should be directed at the earliest stages. Aside from absolute risk avoidance (e.g., closing all student dormitories to eliminate the risk of a fire in a student dormitory, prohibiting the transportation of hazardous substances through an area to eliminate the potential for spills), it is impossible to completely eliminate a risk, and some consideration must be given to mitigating the consequences and impact. 

D. Overhead 10-8 shows the effect of intervening at multiple points in the chain. 

1. This strategy is generally preferable to multiple interventions at any one point in the chain where duplication of effort can limit the overall effectiveness.

2. As mentioned previously, no matter how much the probability can be decreased by interventions prior to an event, unless the probability is reduced to zero by total risk avoidance, some provisions need to be made to mitigate the consequences and their impacts. 

Supplemental considerations:

The term “event,” as used here, includes the possible levels of severity inherent in an emergency, incident, accident, crisis, or disaster as defined in session 2. 


Objective 10.4  Explain why determining the cost and benefit of risk reduction controls and the use of the 2 x 2 matrix model is important to roughly classifying controls according to their cost and impact on risk reduction. 

Requirements:

Present the general cost/benefit and matrix model content by lecture and class discussion.

Overheads/student handouts are provided for use if desired.

Through class discussion, apply the student-generated list (objective 10.2) of existing and potential risk reduction controls to the matrix model.

Remarks:

I. Determination of cost and benefit of risk reduction controls. 

A. Risk reduction controls (existing and potential), examined using the causal chain should be ranked by more stringent criteria than their mere identification. 

B. The simplest means of ranking would be by relative effectiveness in reducing the frequency of an event and/or the mitigation of expected consequences and impacts. 

C. Realistically, however, costs of risk reduction controls and their potential benefits need to be considered in the risk management process since available resources are finite. Ideally, costs and benefits can be determined and quantified to an acceptable level of precision (e.g., the example of a backup generator used in session 7 – the cost of acquisition amortized over the expected life, maintenance, testing, etc., is $W per year for a backup generator purchased to immediately restore lost electrical power so that orders can be processed. The average frequency of electrical failure is X times per year and the average down time is Y hours. The expected revenue loss per hour is $Z. Compare $W to X*Y*$Z to determine the cost-to-benefit ratio).

II.
A matrix model for cost and benefit comparisons.

A. This level of precision is generally unobtainable due to myriad factors such as incomplete historical data, the inability to determine exact costs, the inability to quantify benefit factors such as the value of a human life, etc. A gross means of classifying risk reduction controls according to their relative cost and benefit (per cent risk reduction) is shown in overhead 10-9. The two-by-two matrix plot can assist in identifying those controls that should be immediately implemented, those that should be considered, and those that would only be implemented for regulatory compliance or other reasons. 

1. Low cost-high reduction controls are often referred to as “low hanging fruit.” In the dormitory fire example they might include weekly fire marshal inspections or a ban on smoking in the dormitories.

2. High cost-high reduction controls require more detailed analysis. In the example of fire in the dormitory they might include installation of an improved fire alarm system.

3. Low cost-low reduction controls can often be grouped to achieve significant risk reduction. In the case of the dormitory they might include a posted fire evacuation plan, better marking of fire exits, fire evacuation drills, liaison with the local fire department, etc. Taken individually, they may have limited benefit, but combined, they may reduce risk appreciably. 

4. High cost-low reduction controls would normally be considered only after those in the other three quadrants of the matrix. They may, however, be required due to regulation. The college in our example might retrofit a dormitory with a redundant fire alarm or suppression system to comply with new fire codes. 

5. To the matrix model comparison or any other cost-to-benefit comparison must be added the consideration of indirect financial, social, political, and other noneconomic factors. These are important and can outweigh pure economic-based decisions. In the example of the fire in the dormitory these considerations might lead to the decision to establish an active 24-hour-a-day security patrol in each dormitory. Other controls may arguably have a lower cost-to-benefit ratio, but the university’s leadership may decide this control is essential to demonstrate a commitment to student safety.

B. Using the student generated list of risk reduction controls, place each control in the appropriate matrix quadrant.

Supplemental considerations:

None.


Objective 10.5  Explain the role of insurance as a risk reduction measure.

Requirements:

Present the general insurance content by lecture and class discussion.

Remarks: 

I. Insurance in general.

A. In addition to, or even instead of, certain risk reduction controls, risk management decisions may include provisions for insurance to offset the economic impacts of hazardous events. The decision to insure or not is also based upon cost/benefit analysis.

B. In general, the most economical method of preventing losses in a business environment is to proactively attempt to reduce risk as outlined above. An effective risk management program can even have the added benefit of reducing premiums for those risks requiring insurance coverage.

C. 
Buying insurance is probably the most expensive risk management strategy (Bahls p. 61).

II. Insurance as part of the overall risk management strategy.
A. It is impossible to prevent all losses from hazardous events, and some level of insurance may be included as part of the overall risk management strategy.

1. In order to insure organizational survival after catastrophic organizational disasters, businesses may choose to invest in insurance from an outside party as a means of partially transferring their risk.
2. For smaller events, they may choose to self insure – that is, to set aside funds to cover losses or consciously accept the fact that losses can cut into potential profits. 

B. A sad fact is that adequate attention to the risk management function and insurance for business losses are all too often ignored by small businesses that are too busy and/or operating too slim a margin to adequately consider and invest in these protective measures. Thus, those who probably need a comprehensive risk management program and insurance the most perceive that they can’t afford it.


Objective 10.6  Explain the need to measure the impact of risk management decisions in the context of the risk-based decision making model.

Requirements:

Present the general impact assessment content by lecture and class discussion.

Remarks:

I. Impact assessment in general.

A. Following the model laid out, risk management decisions reflect the risk assessment and BAIA functions which are conducted in consideration of the organization’s strategic goals (survival and economic success) and tactical goals. 

B. Completion of each function consumes some level of resources, with the implementation of risk management controls often requiring considerable expenditures of time and money. The results (impact) of these risk reduction controls should be assessed to determine their impact on the organization’s goals and the return on investment.

II.
Impact assessment methods.

A. Impact assessment is not an easy task, since the frequency of actual hazardous events within an individual organization is generally (hopefully) low. The small number of occurrences may make it impossible to show any causal relationship between risk reduction controls on the one hand and the reduction of hazardous events and the mitigation of their impact on the other. 

B. The need to measure impact should not just be dismissed as too hard to do, though. Training, drills, and exercises can provide a means of assessing the impact of risk reduction controls. A comprehensive program of training, drills, and exercises is essential to overall crisis management and organizational continuity and will be the topic of a subsequent session. 

C. Additionally, open risk communication should be used to describe the intended purpose of risk management decisions and actions and to solicit the feedback of their impact on the affected population. For example, in the fire in the dormitory scenario, fire evacuation drills are intended to increase the awareness of dormitory residents and decrease the time required for building evacuation. This objective should be discussed with and reinforced in the residents. If, instead of reinforcing the intended objective, the drills are viewed as a nuisance and the students begin to ignore the fire alarms, the risk management strategy selected requires reconsideration and/or improved risk communication. 

D. Organizational goals, along with the external and internal environment, change over time. These changes necessitate a revisiting of the risk assessment, BAIA, and risk management functions. The impact of existing risk reduction controls should be assessed to determine the alignment with changing organizational priorities.
Supplemental Considerations:

None.


Objective 10.7  Discuss the safety and security management function and its relationship to the risk-based decision making model.
Requirements:

Present the general content by means of lecture and class discussion.

An overhead/student handout is provided for use if desired.

Remarks:

I. Safety and security management in general.
A. Safety.

1. Safety, in the traditional sense, refers to monitoring and reducing the risk of personnel casualties (injuries and deaths) to some acceptable level. 

2. In a business context, safety can also be extended to the monitoring and reduction of risk to those tangible and intangible assets and resources other than people, such as property, inventories, data, functions, processes, reputation, etc. 

3. Safety management is included at all points of the risk-based decision making model. In the student dormitory fire, safety management would include setting fire safety goals, assessing the risk of fire, establishing preventive controls such as inspections to reduce the probability of a fire, and impact-reducing controls such as installation, maintenance, and inspection of fire extinguishers and systems, and monitoring the effectiveness (impact) of the fire safety program. Open and continuous communication ties the overall safety management function together.

4.
Referring to John R. Harrald’s article “A Strategic Framework for Corporate Crisis Management,” some organizations base their safety programs on compliance with externally imposed regulations and standards. As mentioned in session 4, paying attention to regulations and standards is not a bad thing, but this should not be the sole focus and is not a substitute for an integrated program based upon a thorough risk assessment. BAIA should be reflected in the organization’s overall risk management strategy.

B. Security.

1. “Security” in the traditional sense refers to monitoring and reducing the risk of human-induced events that adversely affect people or property (intrusion of unauthorized personnel, theft, sabotage, assault, etc.), to some acceptable level.


2. “Security” also refers to reducing risk by monitoring ambient conditions for indicators of adverse physical and human-induced events such as fire, flooding, and intrusion through means of security patrols, video cameras, alarms, etc. 

3.
Like safety management, security management requires establishing goals, assessing risks, establishing controls, and measuring impact. Open and continuous communication is necessary for a security management program to achieve its desired goals. 

C. Safety and Security Combined.
1. As pointed out by Levitt in his book Disaster Planning and Recovery, “There is often no clear-cut distinction between safety and security – nor does there need to be one – in terms of disaster planning and recovery” (emphasis added; page 113). Often, safety and security responsibilities are combined under the direction of the facility manager. 

2. As shown by figure 4 in John R. Harrald’s article, security and safety personnel are generally included on crisis management teams and have primary responsibility (separately or combined) for overall corporate crisis management. As with a safety or security program meeting externally imposed regulations and standards, this is not necessarily a bad thing. The focus should not be solely directed to safety and security matters, however. A balanced approach, reflecting a comprehensive risk assessment, BAIA, and risk management strategy, is needed to insure an integrated and successful crisis management and organizational continuity strategy and program. 

II. Safety and security management for organizational monitoring and signal detection.

A. Proactive crisis management.

1. Overhead 10-10, (previously introduced as figure 2 in John R. Harrald’s article) indicates the need for some means of signal detection for crisis prevention and preparation (a proactive approach to crisis management). 

2. Security and safety management programs which monitor an organization and have established alerting and reporting procedures can provide this signal detection. In a case such as the fire in a college dormitory, security procedures such as security patrols and smoke detectors and safety measures such as fire inspections can both prevent and help prepare for the occurrence of hazardous events.

3. Security and safety management can also assist in evaluating the impact of controls designed to reduce risk. 

4. Ideally, an appreciation for and commitment to security and safety management will become ingrained in an organization’s culture and become the responsibility of everyone and not just the “safety and security people.”

B. Reactive crisis management.

1. Organizations that do not monitor their internal and external environments for indications (signals) of possible crisis warnings and symptoms are probably missing the opportunity to prevent some crises from ever occurring and to best prepare for those that do occur. They are forced to react and recover rather than plan and prevent.

2.
The Space Shuttle Challenger Disaster provides an example of reactive crisis management within NASA.

a. The Report of Presidential Commission on the Space Shuttle Challenger Accident, 1986, includes a series of key memos that never received the attention of top management. These memos warned of the impending disaster and specifically pointed out the problems with the O rings, the failure of which were a triggering event for the disaster.
 

b. The resulting crisis for NASA involved a general loss of trust by the American people and throughout the world and, within the Agency itself, a doubt of its ability to accomplish safe space travel and space station construction. Re-earning the public’s trust and internal trust has been a long and arduous process for NASA. Possibly, the Challenger disaster and the crisis within NASA could have been prevented if appropriate attention had been paid to the warning signals. 

C. Interactive crisis management.

1. Regardless of whether an organization practices proactive or reactive crisis management, there is a need to continuously evaluate what is being done and to learn from experience. This is not a passive process. An organization that hopes to learn to improve future performance must actively and critically examine what it does and how it does it if learning is to be maximized. 

2.
The learning process is signified by the feedback loop in overhead 10-10.The topic of organizational learning will be addressed in more detail later in this course and is essential to effective crisis management and organizational continuity.

III. Linkage and integration of safety and security management.

A. Safety and security management, particularly through monitoring the internal and external environment and providing feedback, link the pre-crisis event functions of risk assessment, BAIA, risk management, and planning. 

B. There has been a tendency to treat safety and security, individually or combined, as programs separate from more global crisis management and business continuity concerns.

1. In actuality though, safety and security can and probably should be integrated into overall crisis management and business continuity plans and actions. 

2. They provide essential information and help shape a culture supportive of crisis preparedness and organizational survival and success.

3. Looking back at figure 4 of John R. Harrald’s article, those businesses that do not include the director of security and the director of safety (17% and 33% respectively) on their crisis management teams are probably wasting a valuable resource.

4. Likewise, the businesses that place security or health and safety in charge may be tapping into this valuable resource but run the risk of focusing narrowly on safety and or security issues at the expense of more global concerns. 

Supplemental Considerations:

This session completes the preliminary discussions of the risk assessment, BAIA, risk management, and safety and security management functions upon which all other functions in the overall crisis management and business continuity model are based. The content of this session (objectives 10.2–10.7) should be processed using the modified experiential learning cycle. Additionally you may wish to review the relationship between the risk assessment, baia, risk management, and safety and security management functions. The following objective and session are designed to have the students apply the concepts and models to a case study stressing natural hazards.


Objective 10.8  Apply the risk-based decision making model and risk management considerations and models to an assigned case study from FEMA publication 331 stressing natural crisis (disaster) risk management.

Requirements:

Form new small groups of four or more members.

Assign the students to read FEMA publication 331, Protecting Business Operations, (pages i, ii, and 1–41).

Assign each group a specific case study from FEMA publication 331 and have the individual students within that group write a two-page paper which applies the risk-based decision making model and other concepts and models presented in this session to the assigned case study.

Remarks:

I. Assign students to new small groups.
II. Communicate the reading and individual written assignments. Students will turn in their written assignments at the beginning of the next session; so they should have a second copy to refer to in the small group work. 

III. Explain the small-group work that will comprise the major portion of the next session.

Supplemental considerations:

Membership in small groups should be rotated to expose the students to working with a new group of fellow students. Group membership will again be rotated later in the course.

The reading assignment may seem like a large amount (43 pages) coupled with a written assignment but the reading is not very difficult. If you consider the reading and written assignment to be too much you can direct the students to concentrate on their assigned case study and to skim the other case studies.

The written assignment was made vague in order to determine whether the students understand the various models and concepts presented in this and previous sessions. If you think that more specific guidance is required, it is recommended that you refer the students to the risk-based decision making model and specify that they should address each component (goals, risk assessment, risk management, impact assessment, and risk communication) in their paper. Within risk assessment they should apply the causal chain model and 2 x 2 matrix model to the controls implemented in the case study. A specific list of questions for the small group work is included as a student handout for the next session.

� Pauchant, Thierry C., and mitroff, Ian I. 1992. Transforming the Crisis-Prone Organization. San Francisco: Jossey-Bass Publishers.
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