Session No. 15


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 15: Business Contingency Planning

Time: 1 hr


Objectives:

15.1 Participate in a class discussion of the individual written homework addressing the application of the Emergency Management Canada’s Business Resumption Planning checklist to a sample business contingency plan.

15.2 State the personnel-focused considerations for selecting a relocation site for business continuity purposes.

15.3 Define and state the advantages and disadvantages of the following alternate site possibilities: hot site; captive site (also called “private hot site”); warm site (also called cold site); reciprocal agreement; service bureau; and combined.

15.4 Explain the impact of work groups and distributed information processing and management systems on business contingency planning.

15.5 Read the case study article “Don’t Stop the Presses!” and discuss the planning, decisions, and actions presented in the case study in the context of the crisis management and business continuity model presented in the previous sessions.


Scope: 

This session starts with a class discussion of the written homework assignment which applies Emergency Management Canada’s Business Resumption Planning checklist to a sample business contingency plan. Personnel considerations necessary in planning for business relocation are discussed. This is followed by a presentation of various business relocation site options, including their definitions, advantages, and disadvantages. The impact of work groups and distributed information processing and management on-site recovery is presented at this point since it is closely related to alternate site planning. Vanessa Van Gilson’s article “Don’t Stop the Presses!” is assigned to the students for the next session, and they should be prepared to discuss the case study in the context of the material presented in this and previous sessions. 


Readings:

Student Reading: 

Kelly, Tom. 1999. “Recovering the Work Group.” Contingency Planning and Management. Vol. IV, No. 2. Pages 16–21. 

Instructor Reading:

“How to Stay in Business When a Disaster Strikes.” 1992. Software Magazine. Vol. 12, No. 11. Pages 48–52.

Kelly, Tom. 1999. “Recovering the Work Group.” Contingency Planning and Management. Vol. IV, No. 2. Pages 16–21. 

Masters of Disaster. 1992. Network World. Vol. 9, No. 40. Pages 37–42.

Meade, Peter. 1993. “Taking the Risk out of Disaster Recovery Services.” Risk Management. Vol. 40, No. 2. Pages 20–23.

Wong, Bo K., Monaco, John. A., and Sellaro, C. Louise. 1994. “Disaster Recovery Planning: Suggestions to Top Management.” Journal of Systems Management.” Vol. 45, No. 5. Pages 28–32. 


General Requirements:

Complete the modified experiential learning cycle for objective 15.1 at the end of that objective, for objectives 15.2–15.4 at the end of objective 15.4, and for objective 15.5 at the end of that objective in the next session. 


Objective 15.1  Participate in a class discussion of the individual written homework addressing the application of the Emergency Management Canada’s Business Resumption Planning checklist to an example business contingency plan.

Requirements:

Collect the written assignments and lead a class discussion.

Complete the modified experiential learning cycle for this objective through class discussion.

Remarks:

I.
Ask the students:
A. Do your assigned plans cover the checklist items?
B. What are the students’ ideas for improving each of the plans?

II. Complete the modified experiential learning cycle for this objective.

Supplemental Considerations:

None.


Objective 15.2  State the personnel-focused considerations for selecting a relocation site for business continuity purposes.

Requirements:

Present the material with lecture and discussion as necessary.

In order to generate discussion on personnel considerations as part of the business contingency planning process, ask the students, What are some personnel considerations that should enter into the selection of an alternate site? 

Remarks:

I. General.
A. As is stated in session 13, unless a business is located in such an area or has instituted controls that reduce the natural, technological, and human-induced risks to such a low level, the probability and impact of the building’s destruction or lack of access will be sufficiently high to necessitate alternate site planning as a risk-control measure.

B. The nature of critical business functions and the required time frame for their resumption and restoration (determined through BAIA) determine the alternate-site business continuity requirements.
II. Personnel considerations.
A. Before going into technical and equipment-specific considerations though, ask the students, What are some personnel-focused considerations that should enter into the selection of an alternate site? One way to get them thinking about this is to use an example that would affect them personally, such as: This facility has suffered major damage due to fire. Starting tomorrow, classes will be held at an alternate site 50 miles away. How does this affect you personally? 

Some possible personnel considerations include:

1. Commuting. The alternate site should be within a reasonable commuting distance or adequate provisions for travel, accommodations, and meals should be made.

2. Parking. Changes in the commute to the alternate site may necessitate additional parking requirements.

3. Public transportation. If members of the workforce rely on public transportation they will need public transportation to the alternative site, or provisions will have to be made to provide them alternate transportation.

4. Handicapped accommodations. The alternate site should have accommodations for the special needs of employees, customers, vendors, or anyone requiring access to or within the alternate site.

5. Sanitary accommodations. Adequate facilities must be available for both males and females in the workforce.

6. Safety. Is the alternate site located in an area in which it is considered safe to walk to and from parking and/or public transportation? 

7. Security. Is there sufficient security to protect people and property and to control access?

8. Recreation/relaxation. Relocation in the aftermath of a crisis can be a very stressful time, particularly if the relocation is for an extended period. New spaces are unfamiliar and often result in reduced privacy and personal comfort. Provisions for stress relief such as exercise facilities and employee lounges should be considered. 

9. Day care facilities. Many employees have child/adult day care requirements that must be met if they are even to show up, not to mention work productively, for work at an alternate site. This is a very complex issue that is worthy of some additional class discussion. 

10. Medical and dental care. Access to medical and dental facilities that provide coverage under employees’ insurance plans.

B. The goal is to provide employees with an acceptable physical site and the supporting equipment and information necessary to do their jobs so that business continues at an acceptable level for the customers. The business contingency planner should not forget the personnel-focused concerns that are as essential as the equipment and information requirements.

Supplemental Considerations:

None.


Objective 15.3  Define and state the advantages and disadvantages of the following alternate site possibilities: hot site; captive site (also called “private hot site”); warm site (also called “cold site”); reciprocal agreement; service bureau; and combined.

Requirements:

Present the material with lecture and discussion as necessary.

Remarks:

I. Background.
A. Emphasis on mainframe computer processing and data (“How to Stay in Business” p. 48).

1. Late 1960s: The first disaster recovery plans focused almost exclusively on mainframe computer processing and data.
a. Organizations became concerned with the increasing dependency on computer systems for business operations and record keeping and the expense and vulnerability of this relatively new technology.

b. Computers and automated information processing became a focal point for disaster recovery, an emphasis that still lasts today as evidenced by step 5 in Wold’s planning process (determine recovery strategies – emphasis on centralized information processing).

2. Late 1970s: Comdisco of Rosemont, Illinois, (a leasing company) and SunGard of Wayne, Pennsylvania, (an oil company) recognized their excess computer capacity and began offering their equipment and services for computer operations and data backup.

3. 1980s: Emphasis remained on computers and data but there was a growing awareness that the recovery from a disaster entailed more than just the restoration of centralized computer facilities.

B. A shift in emphasis.
1. 1988 marked a watershed year in disaster recovery, according to Philip Jan Rothstein, president of Rothstein Associates, Inc., a business recovery consultancy in Ossining, New York.

a. During the high-rise fire at the 1st Interstate Bank building in Los Angeles, “Bank presidents watched in horror as fire marshals closed off the high-rise. The CEOs believed they were on solid ground in their data recovery efforts. After all, they had spent millions of dollars on their plans. They religiously backed up data, met detailed government and industry regulations and dutifully subscribed to hot sites. But as the building burned, they felt the ground shift out from under them. (“How to Stay in Business” p. 48.)

b. They realized that all the data in the world did them little good if they couldn’t access their building, where 2,000 employees worked and maintained paper records and used personal computers that had no back up. Provisions for the bank’s customers to perform transactions were equally essential, and an assessment of how long the situation would last was required. (“How to Stay in Business” p. 48.)

c. Luckily (or as a result of informed management decisions) for 1st Interstate, Cole Emerson, the vice president of information management, (a position which carried with it the responsibility for business resumption planning) looked beyond the necessity for computer and data recovery to the overall business of the bank.
(1) Emerson was well aware of the risks of earthquakes in Los Angeles and had planned for these and other possible disasters.

(2) Within two hours of the fire being reported (at approximately 10:20PM), an offsite emergency operations center (EOC) was established and functioning with communications, vital records, plans, and access to data bases.

(3) On the next morning, many of the 2,000 employees were reporting to work at pre-planned spaces in nearby buildings. One hundred telephones were immediately available with computers rapidly to follow.

(4) Within the week, all employees had returned to work, 800 telephones were in use, the bank’s trading center was rebuilt in an alternate building, the main branch was open, and the ATM machines were functioning. 

d. Cole Emerson took the position that “disaster recovery is a business issue, and data processing is only one aspect” (“How to Stay in Business” p. 52). The business aspects drive the plan, with data processing relegated to a support position.
2. In general, in the 1990s, the focus of contingency planning has extended to business-wide programs and business functions, processes and revenues, the approach emphasized in this course.

II. Alternate site options.
A. General.
1. In general, the cost of an alternate site goes up as the time to resume and recover business operations goes down. Also, cost goes up as the level of control over the alternate site goes up.

2. The time factor of critical function analysis (BAIA), externally imposed laws and regulations, and personnel-related considerations drive the alternate site strategy and selection decision.

B. Hot Site.
1. Definition: A commercially maintained facility that has the specific equipment and resources (primarily computer and communications capabilities) to resume and recover critical business functions affected by a crisis.

2. Advantages.
a. Computer and communications equipment is installed and ready to use.

b. Tests of critical computer applications, communications, and business operations can be accomplished with minimal simulation.

c. Since the providers of hot sites deal with multiple customers, they probably have extensive real-life experience.
d. The provider’s staff can assist in business resumption and recovery, particularly in the technical aspects. Additional provider staff can be mobilized or cut back, depending on the actual need.

3. Disadvantages. 

a. The cost of a hot site can be very high, with charges including a monthly standby fee (usually $1,000 to $50,000, with an average of $6,000), disaster initiation fee (up to $50,000 (Meade p. 21)), daily usage fees ($5,000 to $10,000), and fees for customized service. 

b. Providers of hot sites do not have just one customer.
(1) Presumably, they base their decisions on which customers to assign to a particular site on some level of analysis that takes into account customers’ vulnerabilities to events requiring activation of the alternate site.

(2) The guaranteed availability of the alternate site cannot be assumed. 

(a) Session 1 (objective 1.1, supplemental considerations), mentioned that three very similar businesses, all located within one block of each other, that realized they had all contracted for hot site support with the same provider. 

(b) Upon investigation, it was determined that the provider could not accommodate all three simultaneously, a distinct possibility in the event of a major disaster.

(c) Within six months, two of the three businesses had changed their hot site provider.
c. A business’s testing plans may be preempted by another business’s crisis.

4. Examples of hot site providers – SunGard, Comdisco, and IBM Business Recovery Services.

C. Captive Site (also called Private Hot Site).
1. Definition: A hot site that is owned (or exclusively leased) and maintained by a business and that duplicates the business’s capabilities and resources to the level deemed necessary for critical business function resumption and restoration.

2. Advantages.

a. Control.
(1) The captive site can be structured and equipped to meet the business’s and its employees’ exact needs.
(2) There is no potential conflict with other customers in actual crisis events or for testing.

(3) Safety and security can be maintained at a desired level.

(a) Exclusive use of the facility and equipment facilitates “real time” on-line transfer and storage of electronic information and data (referred to as electronic vaulting and database shadowing). 

(b) During routine operations, the facilities and equipment may be used for other functions such as training.

3. Disadvantages.

a. Cost. Buying or leasing redundant facilities and equipment is obviously a very expensive option in terms of initial acquisition and recurring costs.

b. Convincing top level management that this is a necessary investment for guarding against an event that hopefully will never happen may be a very hard sell.

4. Examples of captive sites.

a. Fannie Mae – a mortgage company with offices in the Washington, DC, area.

(1) Fannie Mae electronically transfers in excess of $33 billion per day (business is transacted 24 hours a day) which equals over $1 billion per hour and over $300,000 per second on average.

(2) Potential financial losses drove the decision to closely duplicate the electronic records, communications and processing capabilities, and work environment at Fannie Mae’s private hot site in northern Virginia some 25 miles from downtown Washington, DC.

(3) The Virginia hot site has redundant electric power and communications capabilities and is used as a training center during times of routine operations. Personnel-specific concerns have been addressed in the choice of location and the proximity to supporting services.

b. Visa USA, Inc.

(1) Top-level management made the business decision that Visa’s credit card authorization network would never go down.
(2) Accordingly, Visa built two data centers in the U.S., either of which is capable of conducting all of the credit card authorizations.

(3) Since authorization requires uninterrupted communications circuits, Visa designed its own network of several commercial carriers to transfer data. If the primary commercial carrier is lost, Visa’s private microwave facility can reroute data to another carrier.

D. Warm Site (also called a Cold Site).
1. Definition: A physical facility with necessary utilities in place and configured to accommodate the installation of computer and communication systems and employee workstations.

2. Advantages.
a. Cost. A warm site can be relatively inexpensive as compared to a private or commercial hot site.

b. If exclusively owned or leased it can be used for other purposes such as a training site.

c. Generally, if necessary equipment is readily available from the primary business site or from commercial sources, the time required to make the warm site operational is a function of the amount of money the business wants to spend on resumption and restoration. 

3. Disadvantages.
a. Time. Business resumption and restoration depends on the amount of time required to deliver, install, and test equipment and systems. Generally the time required to resume and restore business is much greater than with a hot site.

b. Testing. Without a significant cost to actually deliver, install, and test equipment and systems, the contingency plan cannot be completely tested.

E. Reciprocal Agreements.
1. Definition: Agreements between organizations whereby each agrees to provide the other with some level of use of its facilities in the event of a crisis. The agreements may be between two similar organizations (e.g., two commercial banks) or between a group of organizations to increase the options for mutual assistance.

2. Advantages.
a. Cost. Can be very inexpensive.

b. Ease of establishment. If there is a good fit between the equipment, systems, and business functions and processes of the organizations, such an agreement can be easily established.

3. Disadvantages.
a. In the case of a bi-lateral agreement, both of the businesses may experience the same crisis event.

b. Time and access for testing at the other’s facilities may be very limited.

c. Changes made by one organization may cause compatibility problems for both.

d. Although an agreement may sound good in principle, actually moving into another organization’s space without being considered an intruder is not easily accomplished and sustained; the fact that one organization suffers a crisis means that the other gets to share it with them.
F. Service Bureaus.
1. Definition: Service bureaus are commercial companies that stand ready to take over a particular service for a business such as data processing, payroll processing, etc. 

2. Advantages.
a. Cost. A service bureau can be relatively inexpensive since there is generally no charge except for the period of time when the service is actually provided.

b. Does not require employees to relocate to the provider’s location.

3. Disadvantages.
a. Cost. If specialized services are required, then there will be a cost for developing and maintaining the capability.

b. Training. There is usually little time for service provider’s and the customer business’s training.

c. Transition. Transition of services to the provider can be difficult, particularly in the absence of adequate training on the part of both parties.

d. Confidentiality. The provider has access to information that the customer business may need to keep confidential.

e. Availability. As with hot sites, the customer business cannot assume that the provider is not over-committed and can actually deliver the service in time of crisis.

G. Combined.
1. Definition: The combination of two or more of the above alternatives, each selectively applied to meet the specific needs of the organization.

2. Advantages.
a. Different business functions and processes have different levels of criticality for a business. Some require almost immediate resumption while others can wait days and weeks before resumption and restoration.

b. A combined approach allows an organization to choose the approach or approaches that best match its specific requirements and resources. For example, some functions and processes need immediate resumption and restoration, requiring a private or commercial hot site. Others can wait until a warm site is outfitted, while still others can be accomplished by an outside service bureau or can be accomplished at a reciprocal agreement site.

c. Another point to consider is that in the case of protracted crises, the expense of a commercial hot site may be prohibitive as time passes. It may be necessary to have a warm-site plan and capacity that allows outfitting and shifting from the hot site to the warm site once it has been upgraded to hot site capability.

d. A combined approach can allow for flexibility to change the plan if problems with the primary business resumption and restoration options arise. The reading for the next session, “Don’t Stop the Presses,”
 provides an example of the need to change the plan from a primary alternate site to a secondary alternate site. 

3. Disadvantages. A combined approach can be complicated and require considerable planning and management at all times. The organization must be ready to commit the time, attention, and resources to make a combined approach work. 

Supplemental Considerations:
The recommended instructor reading includes several articles that address alternate site requirements and considerations. These are merely representative articles and are not required reading. Numerous other articles covering the same content can be found in periodicals such as Disaster Recovery Journal or Contingency Planning and Management. 


Objective 15.4  Explain the impact of work groups and distributed information processing and management systems on business contingency planning.
Requirements:

Present the material by means of lecture and discussion as required.

Complete the modified experiential learning cycle for objectives 15.2–15.4 at the end of this objective.

Remarks:

I. A relatively recent trend of the past decade (1990s) has involved the transfer of critical data and information processing to work groups throughout the business.

A. These work groups can cut across traditional organizational lines and are linked electronically via local area networks (LANs) and wide area networks (WANs) to form “virtual” work groups in addition to physically co-located face-to-face groups.

B. Business contingency plans which focused on centralized data and information processing, distribution, and control on mainframe computers and on traditional methods of communication and organization need to keep pace with these changes. Concerns for the business contingency planner include:

1. The loss of control of data and information.

a. Centralized systems facilitate data and information backup and security.

b. Distributed systems require backup and security at the work-group and user level. 

2. The increased dependency of employees on technology to do their jobs.

a. In many cases, manual procedures for accomplishing business-critical tasks have been lost due to lack of use or are no longer developed due to the availability and ease of use of computer applications. 

b. Changing methods of communication, including widespread use of e-mail and automated telephone answering systems, have become a necessity in many cases. Customers and employees are increasingly demanding speed and reliability in their communications. 

3. Changed dynamics of work.

a. Traditional offices and individual work areas (the dreaded cubicles of Dilbert and associates), designed according to formal organizational structures are giving way to the need for common meeting and work areas.

b. Team approaches and responsibilities, which often cut across formal organizational lines, are replacing the hierarchical business approach.

II. What does this mean for the business contingency planner?

A. Obviously plans must reflect these changes if critical business functions and processes are to be resumed and restored in a timely manner.

B. As Tom Kelly pointed out in his article “Recovering the Work Group,” “Recreating the typical work environment – and recognizing that need well in advance of any emergency scenario – can help users maintain the same productivity level” (emphasis added; p.16).

1. Plans for work group resumption and recovery should include not only provisions for work spaces, computers and phones, but also the dynamics of the day-to-day work situation and the actual requirements for data and information access and the necessity of computer and communications connectivity (LANs and WANs).

2. Such planning requires awareness and involvement of employees down to the work group and individual level. Their input to the planning process and cooperation are essential to creating a work environment that facilitates critical business function and process resumption and restoration.

III. What does this mean for the individual?

A. Ask the students, if your dormitory room, apartment, house (the place where you work and have your personal equipment, records, and supplies) was destroyed by a fire, what school- and/or work-related information would be lost, and what would be the impact on you personally?

B. Some answers might include:

1. My computer with all my work in progress, papers, files, e-mail addresses, etc.

2. My address book and telephone listing.
3. My day planner.
C. Ask the students, What have you done to back up this information, and should you do more?

Supplemental Considerations:

Kelly’s article, “Recovering the Work Group,” provides not only a description of work group considerations, but a review of the entire business contingency planning process, the objectives of business contingency planning, personnel considerations, and alternate site options. This article has been included with these course materials with the permission of the editor of the journal in which it appeared.


Objective 15.5  Read the case study article “Don’t Stop the Presses!” and discuss the planning, decisions, and actions presented in the case study in the context of the crisis management and business continuity model presented in the previous sessions. 

Requirements:

Provide the students with copies of the case study and the assignment to read the case study and be ready to participate in a class discussion of how the planning, decisions, and actions are related to the crisis management and business continuity model presented in previous sessions.

Remarks:

I. Assign the reading.

II.
Assign the students the task of preparing for a class discussion of the case study at the start of the next session.

Supplemental Considerations:

Contingency Planning and Management editor Vanessa Van Gilson’s article “Don’t Stop the Presses!” has been included with these course materials. Most of the case studies and examples presented in earlier sessions dealt with crisis management failures. This article deals with a crisis management and business continuity success story and provides a real-life description of the need for planning based upon sound risk assessment, BAIA, and risk management. Ms. Van Gilson emphasizes the need for personnel- and community-focused considerations in the successful business resumption, restoration, and eventual recovery of the Grand Forks Herald following the Grand Forks Flood of 1997. This case study and the class discussion should help tie together the various functions and processes discussed in this and previous sessions. 

� Based on the course author’s visit to Fannie Mae and discussions with its crisis management team. December 1998.


� “Masters of Disaster.” 1992. Network World. Vol. 9, No. 40, page 41.


� Van Gilson, Vannessa. 1999. “Don’t Stop the Presses!” Contingency Planning and Management. Vol. 4, No. 2, pages 12–15.
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