Session No. 16


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 16: Business Contingency Planning

Time: 1 hr


Objectives:

16.1 Complete objective 15.5 by participating in a class discussion of the case study “Don’t Stop the Presses!” Discuss the planning, decisions, and actions presented in the case study in the context of the crisis management and business continuity model presented in the previous sessions.

16.2 Describe the purpose of and requirements for equipping an emergency operations center (EOC).

16.3 Explain the purpose for and basic structure of the incident command system (ICS).

Scope:  

This session starts with a class discussion of the case study “Don’t Stop the Presses!” which provides real-life examples of contingency planning, decisions, and actions consistent with the crisis management and business continuity model presented in the previous sessions. Through the class discussion and completion of the modified experiential learning cycle for this objective, the students should realize that the model is not just some theoretical construct and that it reflects a realistic approach to crisis management and business continuity planning, decisions, and actions. The session then shifts back to the general topic of business contingency planning, with brief coverage of the emergency operations center (EOC) and incident command system (ICS) mentioned in earlier sessions and in the FEMA Emergency Management Guide for Business and Industry.
 The crisis management team, emergency management team (group), and emergency operations team (group) are mentioned in the EOC and ICS material. They will be covered in more detail in a subsequent session.


Readings:

Student Reading:

Van Gilson, Vanessa. 1999. “Don’t Stop the Presses!” Contingency Planning and Management. Vol. 4, No. 2. Pages 12–14. 

Instructor Reading:

Kramer, William M., and Bahme, Charles W. 1992. Fire Officer’s Guide to Disaster Control. Saddlebrook, NJ: Fire Engineering Books and Video. Chapter 3, pages 62–93.

Serina, Deborah, and Coleman, Paul. 1997. “The 21st Century Operations Center.” Disaster Recovery Journal [on-line]. Vol. 10, No. 4. five pages. Available on the Internet at: http://www.drj.com/articles/fal97/serina.htm. Page numbers refer to electronic version. In order to access certain Disaster Recovery Journal articles you will need to obtain a user ID and password. To do so, go to http://www.drj.com/articles/3how.

Van Gilson, Vanessa. 1999. “Don’t Stop the Presses!” Contingency Planning and Management. Vol. 4, No. 2. Pages 12–14.


General Requirements:

Complete the modified experiential learning cycle for objective 16.1 at the end of that objective and for objectives 16.2 and 16.3 at the end of the session.


Objective 16.1 Complete objective 15.5 by participating in a class discussion of the case study “Don’t Stop the Presses!” Discuss the planning, decisions, and actions presented in the case study in the context of the crisis management and business continuity model presented in the previous sessions.

Requirements:

Lead a class discussion of the case study.

To facilitate discussion, ask the students two questions to start the discussion and to complete the discussion. The two questions are:

How do the planning, decisions, and actions presented in the case study relate to the crisis management and business continuity model as presented in the previous sessions?

and

Even though their plan was not perfect and required numerous changes, could they have resumed business without a period of disruption and remained flexible to changing circumstances without their demonstrated commitment to business contingency planning?

Complete the modified experiential learning cycle for this objective through class discussion. The second question, above, starts the modified experiential learning cycle for this objective.

Remarks:

I. The Grand Forks Herald resumed and recovered the critical functions and processes necessary to ensure the continuity of their business – printing and distributing a daily newspaper – in spite of flooding and fire in their Grand Forks, North Dakota, offices.

II. Ask the students, How do the planning, decisions, and actions presented in the case study relate to the crisis management and business continuity model as presented in the previous sessions? Some possible responses (listed by case study section, with key words in boldface) include:

A. Introduction (first five paragraphs of the article).

1. Risk assessment: “Grand Forks has been extremely susceptible to flooding.”

2. Planning:
a. The Grand Forks Herald “had emergency publications planning for years.”

b. “Every year we do the planning and think it out.”

c. “Each year technology changes and we have to change with it.”

3. Continuity: “Newspapers involve daily operations and produce a daily product. If we can’t get it out there’s a tremendous impact on us from customers.”

B. Mission-Critical Mission.
1. BAIA:
a. “The daily product depends on the mission-critical equipment of the press.”

b. “Without the press, all the frantic scurrying of the reporters tracking down leads all over town would never come to fruition.”

c. “Other possible impediments to dropping off a fresh stack of newspapers at the newsstand each morning include events like losing power in our building so we can’t print.”

2. Risk management: “We buy the kind of things that don’t break down.”

3. Alternate sites: “Our plan is to go to a newspaper in Fargo 80 miles south.” (Reciprocal agreement.)

4. Planning: “We do contingency planning once a year.”

5. Organizational learning: “What I’ve learned is that if you have your people, your fundamental resource – people who work at your operation and have its best interest at heart – if you have them after the disaster, you can overcome.”

C. Communications Quandary.
1. Communication planning: “What we didn’t have plans for is how do you communicate with no communications.”

2. Flexibility to change plans: “We had a radio broadcasting 24 hours a day.”

D. Community Considerations.
1. Personnel considerations: “Some of the considerations of the newspaper’s staff included the human aspect of the flood.”

2. Flexibility to change plans: “We hatched the plan of printing at the St. Paul Pioneer Press.”

3. Community involvement: “That morning I helped out in the neighborhood.” 

4. Alternate site: They “called the University of North Dakota and told them we needed telephones and computers.” (warm site).

5. Flexibility to change plans:

a. “We know we can produce it, but how do we get it out? Everyone has left the cities, so our usual method is immaterial.”
b. “In eight hours we had set up a distribution route beginning from the airstrip to the traditional distribution area and far beyond.”

6. Public relations: “To have a newspaper appear on that Sunday, the first day after the flood, was amazing, astounding, electrifying.”
E. Back to School.
1. Flexibility to change plans: changing from a primary to secondary alternate site.
a. “We were at the University for only one day.”
b. “We went to the Manvel Public School in Manvel, ND to relocate. It had a very good computer lab, and newspapers must have phone lines and computers.” (Possibly, they needed a hot site rather than a cold site.)

2. Recovery and restoration: “We printed in St. Paul for 30 days, and once we were able to we brought the printing back to Fargo and another small town in North Dakota.”

F. The Receding Waters.
1. Public relations: “Our normal press is 40,000; at the peak it was 150,000.”

2. Organizational learning:
a. “The Grand Forks Herald has updated its response to contingencies after the flood.”

b. “The flood has made us much more aware that disasters can strike.”

3. Involvement at all levels:
a. “Now when they plan, they include communications and corporate involvement.”
b. “Our top operating people are involved in the contingency planning.”

c. “Everyone is involved in a functional sense as far down as building maintenance and custodians.”

d. “Reporters are also involved, to an extent, as well as circulation.”

4. Community recovery and mitigation:
a. “One of the most crucial things we have in front of us right now is future flood protection.”
b. “Now to see businesses reinvest in the community – it’s heartening.”

III. Summary.
A. The Grand Forks Herald developed a contingency plan based upon risk assessment, BAIA, and risk management decisions and actions.

1. The plan was reviewed and revised on an annual basis. 

2.
There was involvement at all levels including top management support to worker input.

3. The plan provided for alternate sites to resume critical business functions.

4. The plan did not cover every possible problem and fell far short in many areas, but the process of planning and learning allowed for flexibility that resulted in successful business resumption, recovery, and restoration.

B. The Grand Forks Herald realized its responsibility to its employees and the community.
C. The bottom line is that the Grand Forks Herald went to press and distributed a newspaper on the day after the flood. Ask the students, Even though their plan was not perfect and required numerous changes, could they have resumed business without a period of disruption and remained flexible to changing circumstances without their demonstrated commitment to business contingency planning?

Supplemental Considerations:

None.


Objective 16.2  Describe the purpose of and requirements for equipping an emergency operations center (EOC).

Requirements:

Present the material with lecture and discussion as necessary.

Ask the students, What supplies and equipment should be available in the EOC? when covering that topic.

Complete the modified experiential learning cycle at the end of the session.

Remarks:

I. General.
A. The FEMA Emergency Management Guide for Business and Industry describes the emergency operations center (EOC) as “a centralized management center for emergency operations.”
 

B. This description is expanded in the Disaster Recovery Journal article “The 21st Century Emergency Operations Center,” which adds, “The emergency operations center is the key to strategic response when a company needs to expedite its recovery from an emergency situation or disaster” (p. 1).

C. In order to effectively execute business contingency plans and lead and manage incident response and recovery, the proper physical environment and supporting equipment and infrastructure that comprise an EOC are essential. 

1. Establishment of an EOC is not something that should be thrown together in the midst of a crisis. 

2. Considerable planning and the commitment of resources are necessary in establishing an EOC. Some considerations include:

a. The organization of the EOC: who should be present for the various crisis scenarios?

b. What records and information should they have immediate access to (part of the essential records program)?

c. What equipment should be readily available to support the work and personal requirements of the EOC personnel?

d. What technology – particularly for communications, data gathering, and decision support – should be available?

e. Physical safety and security of the EOC and the EOC personnel.

f. Other personnel considerations including those covered in session 15 in the discussion of alternate sites. 

II. Types of EOCs.
A. The size and nature of the business and the actual crisis and emergency event determine the requirements for an EOC.

B. Corporate Headquarters EOC.
1. Many non-physical-disaster-caused or remotely located emergencies and crises require corporate level crisis management involvement (e.g., product liability (Ford Pinto, Perrier, Tylenol), airline crashes, hazardous material spills) at the corporate or business headquarters in addition to operational emergency event response and recovery.

2. Large organizations should have a headquarters EOC where top-level management and support personnel can meet, collect and disseminate information, and make decisions. 

a. Physical considerations such as location and structure (covered below) are not so important for the headquarters EOC since the crisis or emergency being dealt with does not involve immediate damage or danger to the headquarters.

b. Other considerations (covered below) are generic to all EOCs and should be included in the headquarters EOC design and resource decisions.

C. The generic EOC that is at risk for physical destruction and disruption due to natural, technological, or human-induced events requires consideration of location and structure. It may be co-located with an alternate business resumption and recovery site or be remotely located with adequate communications links. Considerations for construction, layout, and equipping include the following (based on Serina and Coleman pp. 1–5):

1. Location.
a. If possible, avoid high-risk areas such as those susceptible to natural phenomena like flooding, earthquakes, and tornadoes, technological disasters such as hazardous material spills, transportation accidents, and fires, and human-induced events such as riots, crime, and sabotage.

b. Consider the possibility that natural events could trigger technological events at the chosen location (e.g., a major storm could trigger a hazardous material release or fire at a nearby facility).

c. The location should be accessible, with adequate provisions for parking or alternate transportation.

d. The location should be safe and secure. The EOC will probably be operating 24 hours a day requiring multiple shifts for personnel. People will be coming and going from the EOC at all hours of the day and night.

2. Structure.
a. The structure of the EOC should be appropriate for the risk profile of the area.

b. The measure of success for an EOC is that it is functional during a crisis and emergency (if the EOC is activated in preparation for a predictable event such as a hurricane or major blizzard) and in its aftermath for response, resumption, and recovery operations.

3. Infrastructure.
a. The EOC should be self-sufficient in the event of infrastructure failure. (refer to session 12, to Britton’s article and the reasons for business disruption following the Des Moines, Iowa, floods and the Northridge earthquake.)

b. Provisions should be made for back-up utilities including:

(1) Uninterruptible power supplies (UPS).

(2) Emergency power.
(3) Environmental control.
(4) Alternate communications not dependent on the local telephone lines.

(5) Personnel health and sanitation including water for drinking and washing, fire protection, and toilet facilities.

(a) This factor is often overlooked, but can stop operations dead in their tracks if not accommodated. 

(b) Refer back to the Des Moines, Iowa, case study (p. 14) in FEMA’s Building a Disaster Resistant Community: A disruption of the water supply forced businesses to close for health, sanitation, and fire safety reasons.

4. Nonstructural mitigation.
a. Relatively inexpensive and easy-to-accomplish physical risk controls include nonstructural mitigation.

b. Equipment such as book cases, computers, and file cabinets should be appropriately secured.
c. Fire safety and good housekeeping practices should be followed.

5. Physical layout.
a. The space and furniture should be adequate to accommodate the personnel in the EOC (more on staffing in the next session).

b. Public relations during and after a crisis and emergency probably require provisions for a separate area in close proximity to the EOC for media interactions and briefings and response to information inquiries.

c. Work in the EOC is generally collaborative in nature, requiring space and furniture for meetings; however, provisions are necessary also for private conversations and deliberations.

6. Alternate site.
a. As with alternate sites for business resumption and recovery, unless the probability of destruction or loss of access to the primary EOC is so low as to be negligible, there should be provisions for an alternate EOC.
b.
Time considerations for establishing an EOC are generally more demanding than for business resumption and recovery. The EOC needs to be established and functioning almost immediately, which necessitates a hot alternate EOC site.

7. Equipping an EOC: Ask the students, What supplies and equipment should be available in the EOC? Some possible responses include:

a. Contingency plans, procedures, and checklists.
b. Personnel and contact lists.
c. Networked and stand-alone computers and peripherals.
d. Essential records.
e. Blueprints, maps, and status boards.
f. Primary and backup communication systems.
g. Office supplies.
h. Office furniture that will accommodate individual work and group meetings. 

i. Back up utilities.
j. A refrigerator and a microwave oven.
k. A first aid kit.
l. Food, water, and other beverages.
(1) A dietary expert should be consulted to determine what to pre-stock.

(2)
Emphasis should be placed on healthy and energy-providing food and drink and not the traditional crisis management diet of coffee and donuts. 

Supplemental Considerations:
None.


Objective 16.3  explain the purpose for and basic structure of the incident command system (ICS).

Requirements:

Present the material by means of lecture and discussion as necessary.

Complete the modified experiential learning cycle for objectives 16.2 and 16.3 at the end of the session. 

Remarks:

I. Purpose.
A. Crisis and emergency management and response require clear lines of authority and responsibility (chain of command) and coordinated operations.

B. The day-to-day organization where important decisions percolate up to the level of the top managers and even the CEO may not be practical or appropriate for crisis and emergency management operations.

1. This is not to say that the CEO and top-level managers do not have a role in crisis and emergency management operations. They will generally be included in the corporate crisis management team and emergency management team (or group) and are responsible for the big picture, strategic considerations, and ensuring that the adequate support and resources are provided for operational response, business resumption, and recovery. (more on this in subsequent sessions.)

2. The incident command system (ICS) provides a defined and widely understood and accepted organizational structure applicable to crisis and emergency management operations. 

3. ICS is not the only organizational model that can be chosen, but its basic principle and components are common to any effective operational command and control organizational structure.

II. The incident command system (ICS).
A. History of ICS.

1. In 1970, southern California experienced two devastating wild-land fires that destroyed over 500,000 acres of watershed area and cost over $18 million per day to fight (Kramer and Bahme p. 68). 

2. This disaster, which involved multiple jurisdictions, provided the impetus for the development of an improved interagency incident management system.

3. The resulting ICS resolved problems inherent in attempting to coordinate multiple agencies and required mutual agreement and acceptance in four areas (Kramer and Bahme p. 68):

a. The organizational structure.
b. Common operational procedures.
c. Common terminology.
d. Personnel qualifications.
4. ICS as developed in California and as modified through use and experience provides the basic elements of organization, standard terminology, and procedures that permit trained personnel to work together effectively and efficiently.

a. ICS can be implemented with minor disruption of the existing procedures.

b. It allows for the expansion and contraction of personnel and supporting resources as the situation dictates.

B. The ICS has eight characteristics or components that interact to facilitate information management and operational control in crisis and emergency situations.

1. Common terminology.
a. Common terminology and standard communication procedures are necessary for effective communication.
b. ICS plans generally include a glossary of terms and specific communication procedures.
2. Manageable span of control.
a. Safety and effective management dictate a reasonable span of control. In general, a manager’s span of control should be three to seven, with five considered as ideal.

b. ICS provides staff support and delegation procedures to retain a reasonable span of control.

3. Modular organization. The modular nature of ICS allows the organization to expand and contract depending on the nature of the situation.

4. Integrated communication. Interorganizational communication equipment, frequencies, and procedures are agreed upon and specified in communication plans.

5. Unified command.
a. A unified command structure attempts to minimize turf battles between different organizations, allowing for coordinated and controlled operations.
b. Under a unified command, designated representatives of the involved organizations meet and work together at a common location to develop a common strategy and plan of action that best utilizes their resources and capabilities. 

c. Personnel and resources remain under the operational control of their parent organization.
d. Businesses that manufacture, ship, or store hazardous materials have certain responsibilities for safety, containment, and clean-up in the event of their release to the environment in accordance with laws and the National Contingency Plan. The business’s designated representative will be part of the unified command and will work for the designated incident commander (IC covered below). 

6. Incident action planning.
a. Plan development and execution are necessary ingredients in dealing with crisis and emergency events.

b. Under ICS, representative standard operating procedures (contingency plans) are developed based upon risk assessment and realistic scenarios, followed as necessary, and modified according to the situation.

c. For complex crises and emergencies the standard operating procedures are modified to develop a specific plan based upon the strategies and objectives established by the incident commander.

7. Designated incident facilities.
a. Incident facilities are pre-designated facilities or areas that serve a specific purpose and are activated as appropriate to the situation.

b. Terminology may differ between the public and private sectors (command post and EOC), but the purpose remains the same: a location and resources for centrally managing crisis and emergency operations.
c. Other designated incident facilities might include:

(1) Staging area where resources are held awaiting deployment.

(2) Recuperation and care area where personnel are provided with shelter, nourishment, and a place to rest. 

8. Resource management.
a. The current status of resources is continually monitored and updated for the incident commander’s use.

b. Typical resource status classifications are:

(1)
Available.
(2)
Assigned.
(3) Out of service.
C. ICS functions.
1. Command.
a. The incident commander (IC) is responsible for front-line incident leadership and management, for tactical planning and execution, and for determining if additional assistance is necessary and relaying requests for resources through the EOC.
 In short, the IC is in command of the situation. 

b. In the public sector, the IC is generally the first senior official to arrive on the scene, and this responsibility is either retained by that individual or transferred to succeeding officials according to established lines of authority.

c. In the private sector, the IC is predesignated (with an alternate also appointed) and is usually a manager with decision-making authority.
 The IC must have the capability and authority to:

(1) Assume command.
(2) Assess the situation.
(3) Implement the emergency management plan (business contingency plan).

(4) Determine response strategies.
(5) Activate resources.
(6) Order an evacuation.
(7) Oversee all incident response activities.

(8)  Declare that the incident is “over.”
d. For simple incidents, the IC may handle all functions him/herself or delegate to on-scene personnel. As the situation becomes more complex and/or requires more resources, the IC delegates authority within four functional areas: planning/intelligence, operations, logistics, and finance/administration. Any authority not delegated remains with the IC.

2. Planning/intelligence – responsible for gathering, evaluating and disseminating information about the incident and the status of resources.

3. Operations – responsible for managing all the tactical operations to accomplish the plan and objectives of the IC.

4. Logistics – responsible for providing the supplies, services, and facilities necessary to support the incident.

5. Finance/administration – responsible for financial cost recording, contracting, personnel administrative support.

D. ICS Summary.
1. The ICS is but one means of organizing for crisis and emergency management and may or may not be adaptable to a specific organization. The principles and components and functional responsibilities are generally common to any organization, however.

2. Businesses that may have to work with the public sector in incident response and management should be familiar with ICS, since they will become participants in the ICS structure through drills and exercises and actual events.

Supplemental Considerations:
The New York City Fire Department Incident Command System Manual is referred to but is not required reading for the instructor. Most of the information in this manual is extracted from the Fire Officer’s Guide to Disaster Control, which provides an excellent and complete description of the ICS. 

� Federal Emergency Management Agency. 1996. Emergency management Guide for Business and Industry. Washington, DC: Federal Emergency Management Agency.


� FEMA p. 27.


� New York City Fire Department. 1996. Part I of Incident Command System Manual. Pages 3–7.


� FEMA p. 28.


� New York City Fire Department. Page 7.


� FEMA p. 28.


� FEMA p. 28.
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