Session No. 17


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 17: Business Contingency Plan Training and Testing

Time: 1 hr


Objectives:

17.1 State the goals and scope of training and testing programs as part of the overall business contingency planning process. 

17.2 Explain the target audience(s) and general content of the training program supporting business contingency planning. 

17.3 Explain the purpose of and structure of business contingency plan testing through a program of exercises and drills.


Scope:

This session covers training and testing as part of the business contingency planning process. Adequate training and testing are essential to the planning process, a point emphasized in previous sessions as well as this one. A class demonstration of business contingency planning software is suggested and is discussed in the supplemental considerations of objective 17.2.

Objective 17.3 provides for the discussion of evacuation drills, a subject that is very familiar to the students and will probably lead to lively interaction.


Readings:

Student Reading:

Iyer, Raja K., and Diez, Rodolfo. 1997. “Training Your Business Continuity Teams.” Disaster Recovery Journal. Vol. 10, No. 3. Also available on the Internet at the Web site http://www.drj.com/articles/sum97/iyer.htm. Three pages. In order to access certain Disaster Recovery Journal articles you will need to obtain a user ID and password. To do so to, go to http://www.drj.com/articles/3how.

Instructor Reading:

Kleinrichert, Denis. 1998. Contingency Planning for Business and Industry [on-line course]. Institute of Emergency Administration and Fire Science, St. Petersburg Junior College. St. Petersburg, Florida: Institute of Emergency Administration and Fire Science. Available at http://eam-fire.spjc.cc.fl.us/eam/bus_rec/index.htm.

Iyer, Raja K., and Diez, Rodolfo. 1997. “Training Your Business Continuity Teams.” Disaster Recovery Journal. Vol. 10, No. 3. Also available on the Internet at http://www.drj.com/articles/sum97/iyer.htm. Three pages. In order to access certain Disaster Recovery Journal articles you will need to obtain a user ID and password. To do so to http://www.drj.com/articles/3how.


General Requirements:

Complete the modified experiential learning cycle for objectives 17.1–17.3 at the end of the session.


Objective 17.1  State the goals and scope of training and testing programs as part of the overall business contingency planning process. 

Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:

I. The need to train personnel and test plans through drills and exercises has been mentioned numerous times in earlier sessions.

A. Training requirements exist at all points in the overall crisis management and business continuity model, going back to the functions of risk assessment and BAIA and lasting through the functions of business resumption, recovery, and restoration.

B. Effective plan testing requires a continuum of drills and exercises from simulations and walk-throughs to full operational exercises.

II. The overall goal of this training, drilling, and exercising is to inform personnel, including employees at all levels of the organization and external stakeholders, of the scope and purpose of the overall business contingency planning process to:

A. Engage them in the planning process as appropriate.

B. Inform them of their responsibilities before, during, and in the aftermath of crises and emergencies.

C. Test (exercise) the results of their efforts and involvement for the purpose of continual plan improvement.


Objective 17.2  Explain the target audience(s) and general content of the training program supporting business contingency planning. 

Requirements:

Present the material by means of lecture and discussion as necessary.

To facilitate discussion ask the students the following question in the context of external stakeholders requiring pre- and post-exercise training:

Who are some external stakeholders who would be interested and even impacted by a business exercising its business contingency plan?

A demonstration of business contingency planning software is optional and discussed in the supplemental considerations.
Remarks:

I. Training to initiate the planning process.

A. Training starts with top-level management. Their buy-in and support is essential to the planning process.

1. They must understand their responsibilities, the necessity and scope of resources required, the overall process to be followed, and their required level of involvement.

2. Although not normally thought of as “training,” information presented to top-level management in the form of briefings and reports on risk assessment, BAIA, and other functions should be structured to meet specific objectives. One of these is to keep managers engaged and committed to the planning process. 

B. Initial training requirements do not end with top-level management. The business contingency planning process involves every member of the organization and external stakeholders.

1. Awareness training for all employees should include an overview of the planning process and its objectives and an expression of top-level management’s support. 

a. Ideally, training sessions should include a representative of top management (possibly the vice president of the functional area) who expresses this level of support.

b.
Alternatively, awareness training should at least include top-level management’s written statement of necessity and support for business contingency planning (objective 13.2 and homework for session 14).

2. External stakeholders (e.g., stockholders, investors, and the community) should also be provided an appropriate level of awareness training.

a. Face-to-face training sessions are probably impractical for reaching all stakeholders, so alternatives such as a letter from top-level management and Internet sites should be considered.

b. Regardless of the method chosen, provisions should be made for receiving stakeholders’ input and reaction, thus establishing a level of communication rather than merely presenting information (delivering a message). 

3. Such initial awareness training should help promote the open and honest communication and cooperation necessary for the planning process.

II. Planning committee (team) and functional team training.
A. In addition to general awareness training, the individuals assigned to the overall planning team and the leaders of the various functional response and business continuity teams require specialized training.
B. Initial training should include the following elements (from Iyer and Rodolfo):

1. The overview of the planning process and how it relates and augments corporate policies and procedures.

2. Objectives and assumptions of the plan – these will generally start with a strawman reflecting the global view of top-level management that will be refined over time.

3. An overview of liabilities and regulations pertinent to the organization.

4. Business guidelines and an understanding of core business functions and processes.

5. A conceptual understanding of critical business functions and processes, support technologies, and essential records requirements.

C. Planning methodology training focusing on the procedural aspects of developing and implementing the overall and functional area business contingency plan(s) including:

1. Any project management methodologies and tools that are chosen to guide the overall and functional area plans development. This might include plan formats, a table of contents, a list of required elements, timetables for completion, etc.

2. Software (such as Strohl System’s LDRPS (Living Disaster Response Planning System)) to assist in developing, testing, and maintaining the plan (see supplemental considerations below). 

III. Plan specific training (the who, what, when, where, and how of the overall and functional area plans) for everyone assigned a responsibility in the plan(s).

A. Generally, this will include every individual in the organization, since everyone is affected by the plan. For individuals without specific responsibilities, training may be limited to an overview of the total plan, including plan testing, and the functional area(s) they work in.

B. For individuals (designated team leaders, members, and alternates) with specific roles and responsibilities, training should extend to:

1. Those specific roles and responsibilities in the execution of the plan.

2. Interdependencies of the various functional area plans.

3. The on-going evaluation and maintenance of the overall and functional area plans.

IV. Pre- and post-exercise training.

A. Even with the best training for all involved, it is still necessary to exercise the plan to validate the strategies and procedures chosen. “An untested plan is worth only the paper it is printed on!” (Iyer and Rodolfo p. 2.)

B. Prior to exercising the plan, everyone who will be affected should receive overview training on the purpose, method, and scope of the exercise.

1. This training should extend to external stakeholders who will be affected. 

2. Ask the students, Who are some external stakeholders who would be interested in and even impacted by a business exercising its business contingency plan? Some possible responses are:

a. Emergency responders – fire department, police, EMS.

b. Other businesses – particularly those involved in reciprocal agreements or alternate site providers.

c. Local leaders and the local community.
d.
Stockholders, board of directors, insurance providers.
C. Pre-exercise training topics for individuals with specific roles and responsibilities should include:

1. Detailed exercise criteria, procedures, and schedules.
2. Developing objectives and scenarios.
3. Methods and criteria for exercise evaluation.
4. Plan revision based upon exercise experiences and evaluation.

D. Post-exercise training topics for everyone affected should include:

1. General and specific lessons learned.
2. What will happen (plan modification, changing alternate sites, revised procedures, etc.) resulting from the exercise and its evaluation.

a. It takes considerable time and effort to develop and exercise plans. The individuals involved deserve to know the results of their efforts.

b. External stakeholders also have an interest.

3. Plans for the future. Exercising and refining the plan is not a one-shot effort. It is a continuous process.

4. The opportunity for exercise participants to express their reaction to the exercise and to process the experience. (Modified experiential learning cycle – answer the what? so what? and now what? questions.)

Supplemental Considerations:
As discussed in session 7 (objective 7.4, supplemental considerations), Strohl Systems will provide, free of charge, a demonstration CD of their business impact analysis (BIA) software and Living Disaster Recovery Planning System (LDRPS) software. The LDRPS demonstration takes about 20 minutes and is very interesting and informative. You may consider using it for a class demonstration. Other companies also advertise the availability of demonstration materials on the Internet. 


Objective 17.3  Explain the purpose of and structure of business contingency plan testing through a program of exercises and drills.

Requirements:

Present the material by lecture and discussion as necessary.
To facilitate discussion ask the students the following questions in the context of evacuation drills:

Do you know the alarm and evacuation procedures for this building?

Have there been times where you have heard an alarm and have witnessed people just ignoring it? 

Why would they ignore the alarm and why is this dangerous?

Additional questions are listed in the supplemental considerations.

A handout – test checklist and questions – is included for use in reviewing the topic of plan testing if desired.

Complete the modified experiential learning cycle for objectives 17.1–17.3 at the end of this objective.

Remarks:

I. General.
A. Plan testing involves a continuum of drills and exercises from small-scale simulations and walk-throughs to full operational exercises.

B. The primary purpose of plan testing is not to meet some externally or internally imposed requirement, but to improve the plan in order to prepare for actual crises and emergencies. To meet this purpose, tests are conducted with pre-established objectives in mind. In general terms, these objectives include:

1. A check to ensure completeness and accuracy of plan information and procedures.
2. Determining the feasibility and compatibility of backup procedures.

3. Identifying areas in the plan that require modification.
4. Providing experiential (hands-on) training to personnel in their specific responsibilities.

5. Demonstrating to internal and external stakeholders the ability to respond and recover.
6. Maintaining organizational visibility for and support for crisis management and business continuity functions.

C. Plan tests should be based on realistic scenarios that allow these objectives to be met. 

D. The word “test” can have negative connotations since it implies passing or failing. Generally, it is better to refer to these tests using one of the generic terms “exercises” and “drills,” which connote involvement and a focus on improving the plan.

II. Types of exercises and drills.

A. Desk check exercise.

1. A paper record check and interview-based exercise.

2. A review (verification) of contact information and procedures within the functional area plans that should be accomplished immediately after the plan is developed and on an as necessary basis thereafter. 

3. Results in minimal disruption of day-to-day operations and is the starting point for comprehensive plan exercising.

B. Tabletop exercise.

1. Presentation of a scenario to a team, followed by a discussion of how team members will meet their individual and collective responsibilities.

2. Often used with top-level management (the crisis management team) to investigate information requirements and flow and decision making. 

3. Provides a cost-effective means of identifying areas of conflict and overlap in a relatively nonthreatening environment that does not require significant investment of time and resources.

4. The key to success is a realistic scenario that is shaped and limited in scope to meet specific objectives. The scenario should challenge the participants but not overwhelm them.

5. A trained facilitator is essential to guiding the exercise and keeping the participants on track. He/she should encourage thought and discussion that capture the strengths of the plan as well as identifying weaknesses.

C. Walk-through exercise. 

1. It is the next logical step up from tabletop exercises. 

2. Participants actually perform or simulate performing their responsibilities in a given scenario.

3. Again, the scenario is the foundation of a successful exercise.

4. It requires more time and resources than a tabletop exercise.

D. Functional exercise.

1. Functional teams perform their responsibilities with minimal simulation in a given scenario.

2. If alternate-site relocation is called for in the scenario; then it is generally accomplished.

3. Individual functions can be exercised independently of others.

4. Functional exercises can be quite expensive in terms of time and resources expended.

E. Evacuation drill.

1. The actual physical evacuation of an area or building triggered by an established alarm system. When the alarm goes off, everyone should evacuate the building immediately without questioning the need to do so. This is a primary safety concern.
2. Evacuation procedures must be understood and followed by all (including visitors, customers, etc.) necessitating periodic training and drills and clearly posted procedures.

3. Provisions must be made for personnel with disabilities or special needs that limit their ability to detect alarms or evacuate the building when elevators are not functional or normal exits are inaccessible.

4. Everyone, including top-level management, should set the example by complying fully to evacuation procedures when an evacuation alarm is sounded.

5. Besides facilitating building evacuation required by natural phenomena and fires, alarms are the fastest method of alerting personnel to evacuate in the case of bombs and other human-induced or technological threats. 

6. Ask the students, Do you know the alarm and evacuation procedures for this building?

7. Also ask the students, Have there been times where you have heard an alarm and have witnessed people just ignoring it? Why would they ignore the alarm and why is this dangerous? 

F. Full-scale exercise.

1. Once plans have been exercised at the functional and component level and have been revised accordingly, it is time to conduct a full-scale exercise to test interdependencies within the organization and between the organization and external stakeholders.

2. Although such exercises can be unannounced, they are extremely disruptive of normal operations, consume considerable time and resources, and require coordination with external stakeholders, thus necessitating pre-exercise notification and awareness at all levels of the organization.

3. Simulation should be minimized, with critical functions actually shifted to alternate sites if dictated by the exercise scenario.

4. Only through resumption of critical functions as called for in the plan can the details such as access to information and critical records, communications, access to alternate sites, etc., be adequately tested.

5. Multiple personnel are necessary at the functional and overall plan level to observe and record the results of the exercise for the purpose of test documentation and plan evaluation. As a team, they should review their observations in order to determine interdependencies between functional plans.

III. Lesson 13 (Plan Maintenance) of Denis Kleinrichert’s St. Petersburg Junior College “Contingency Planning for Business and Industry” course contains a checklist and questions that summarize many of the points included above concerning plan testing. The checklist and questions are included as a handout for student review and discussion and are included below. (The material included in Kleinrichert’s course is available without restriction on the Internet):

Checklist


Prepare a disaster scenario (e.g., power or communication disrupted, or facility damaged or not accessible for a specified length of time).


State the objectives of the test.


Identify the scope of the test (what critical function(s) and to what extent).


Identify criteria to be used to measure results.


Prepare specific plan for each function to be tested (i.e., applications, processes, transactions, etc., and estimated time).


Determine alternate site facility availability.


Determine personnel availability or conflicts (functions involved, technical support, facilities, remote data center if applicable, security, audit/management).


Establish date, time, and location for test.


Identify transportation and direction requirements.


Identify all participants and their responsibilities.

Assemble a planning meeting for all involved personnel.


Identify notification procedures and security/access plan.

Prepare a schedule of test activities.


Identify equipment, data, vital records, procedures, forms, supplies, and other resources needed.


Identify test site preparation and functionality requirements.


Observe and monitor the test (attendance, scope and objectives, times, etc.).


Perform post-test restoration of backup site and resources.


Evaluate test results and prepare report (successes, problems, lessons learned, recommendations).

Questions

1. Were all scheduled activities performed and were all objectives met?
2. Were all personnel present and on time? Were they qualified to accomplish the assigned tasks? Was the process well organized? Was there adequate technical support?
3. Was all necessary equipment, hardware, and software sufficient and functional?

4. Were communications capabilities (data and voice) adequate?

5. Were all vital records and data available from backup sources and up-to-date?

6. Were adequate procedures available? Did personnel know them? Were they effective?
7. Was the alternate site satisfactory? Was there adequate security?
Supplemental Considerations:

The emphasis on evacuation drills is optional for this session, but reflects the real-world experience of the course author who has seen numerous personnel ignore evacuation alarms for whatever reason until they were forcefully instructed to comply. The worst offenders have been top-level managers who are just too busy to evacuate when the alarm is by all likelihood false or a drill. This type behavior is not lost on the rest of the people and demonstrates unacceptable leadership. The student questions should generate some lively conversation. Do they know the evacuation procedures for the classroom you are using? Have you and other instructors taken the time to inform the students of these procedures? In the absence of information that an alarm is definitely a test, do the students ever ignore alarms? Are provisions made for evacuating people with disabilities if the elevator does not work? Do people immediately evacuate the building or do they delay and take time to retrieve their personal belongings? What is the potential consequence of delay if the alarm has been sounded as the result of a bomb threat? What can be done to insure that people immediately evacuate the building when the alarm sounds? Personnel safety is the first concern of business contingency planning and requires adequate evacuation plans and response. 
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