
Session No. 29


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 29: Crisis Management Surveys, Lessons Learned, and Skills and Competencies

Time: 1 hr


Objectives:

29.1 Discuss the results of the Crisis Management Surveys of Fortune 1000 companies conducted by the George Washington University Institute for Crisis, Disaster and Risk Management and the Corporate Response Group and apply the content of the surveys to develop crisis management lessons learned and recommendations through small-group work.

29.2 Discuss the intra-organizational political concerns that businesses must consider in order to develop, implement, and maintain an integrated crisis management plan and program.

29.3 Discuss the skills, competencies, and training and education required in business contingency planners.

29.4 Explain the opportunity for organizational learning and transformation in the aftermath of a crisis.


Scope:

This session uses the results of the 1995–1997 Crisis Management Surveys of Fortune 1000 companies conducted by the George Washington University Institute for Crisis, Disaster and Risk Management and the Corporate Response Group to develop lessons learned and recommendations for effective crisis management. Jeff Marinstein’s 1998 article “Cross-Departmental Cooperation and the Politics of Planning,” published in Contingency Planning and Management and the presentation of Brent Woodworth, of IBM Business Recovery Services, from the 1998 Workshop on Hazards Research and Applications in Boulder, Colorado, are used to lead discussions concerning education, skills, and competency requirements for business contingency planners. The session concludes with a discussion of the opportunity to learn from the crisis management planning process and experience. In the aftermath of an actual crisis, and in the planning and preparation for future crises, lessons learned should be documented and applied for the purpose of improving the organization’s recovery, restoration, crisis planning, and preparedness. Organizational learning provides the linkage back to the precrisis event functions and the continuing process of crisis management and organizational continuity. The discussion of organizational learning and transformation is intended to tie together the crisis management and organizational continuity model and process which have formed the basis for this course. 

Readings:

Student Reading:

Lerbinger, Otto. 1997. The Crisis Manager – Facing Risk and Responsibility. Mahwah, NJ: Lawrence Erlbaum Associates. Chapter 14, pages 341–353.

Marinstein, Jeff. 1998. “Cross-Departmental Cooperation and the Politics of Planning.” Contingency Planning and Management [on-line]. Vol. 3, Feb. 1998. Pages 12–15. Flemington, N.J. Available on the Internet at http://www.contingencyplanning.com; link to articles and archives and search by author’s last name.

Instructor Reading:

Lerbinger, Otto. 1997. The Crisis Manager – Facing Risk and Responsibility. Mahwah, NJ: Lawrence Erlbaum Associates. Chapter 14, pages 341–353.

Marinstein, Jeff. 1998. “Cross-Departmental Cooperation and the Politics of Planning.” Contingency Planning and Management [on-line]. Vol. 3, Feb. 1998. Pages 12–15. Flemington, N.J. Available on the Internet at http://www.contingencyplanning.com; link to articles and archives and search by author’s last name.

General Requirements: 

The small-group work and discussion will complete the modified experiential learning cycle for objective 29.1

Complete the modified experiential learning cycle for objectives 29.2–29.4 at the conclusion of the session. 

Objective 29.1  Discuss the results of the Crisis Management Surveys of Fortune 1000 companies conducted by the George Washington University Institute for Crisis, Disaster and Risk Management and the Corporate Response Group and apply the content of the surveys to develop crisis management lessons learned and recommendations through small-group work.

Requirements:

Present the material by means of lecture and discussion as necessary.

A student handout of selected survey questions and responses is provided.

Assign each small group approximately the same number of questions.

Give the small groups 15 minutes to discuss their assigned questions in the context of what has been covered in previous sessions and to develop a short (two to four minutes) oral report answering the following questions:

Are any of the responses particularly surprising?

What relevant and important information can be learned from the responses of the other companies?

What does this mean to our company?

How can it be applied to our company?

The small-group reports and resulting discussion will complete the modified experiential learning cycle for this objective.

Remarks:

I. Background and trends.
A. The George Washington University Institute for Crisis, Disaster and Risk Management and the Corporate Response Group (a private consulting, training, and exercise business located in Washington, DC) have conducted an annual Crisis Management Survey of Fortune 1000 companies, starting in 1995.

B. Results of the surveys for 1995, 1996, and 1997 are available at the time of this writing. For each of the first three years, roughly 100 Fortune 1000 companies responded to the survey.

C. The results of the first three surveys indicate several changes in the way Fortune 1000 companies view crisis management in their own companies:

1. In 1997, the percentage of senior managers who found crisis management plans to be important or very important was at its highest level – 87% – in the three years of surveys. 

2. In 1997, 45% of senior managers reported that interest in crisis management at corporate headquarters was increasing while only 2% reported that interest was decreasing.

3. According to respondents, the driving forces behind the trend are mostly due to a recent crisis in their own company or those witnessed in the media, and an increased sense of vulnerability to natural hazards.

D. Actual crisis/disaster experience.
1. In 1997, 59% of the respondents reported having at some time experienced a crisis, disaster, or disruption that required activation of documented crisis-related plans, with 17% experiencing it within the past six months.

2. 46% of these events occurred at the facility level, 27% at the business unit level, and 23% at the corporate level.

3. Of the respondents reporting having experienced a real event, 53% stated that their prior crisis management planning had proven helpful.
E. Crisis management plans.
1. In 1997, 71% of the respondents reported they had a crisis management plan, and an additional 11% reported they were in the process of developing a plan.

2. Interestingly, the percentage of companies reporting having a plan was down from 91% in 1996. Possible explanations for the lower percentage include:

a. A broader sample of Fortune 1000 companies in 1997.

b. A sharper definition of what constitutes a “crisis management plan,” with increased recognition of the importance of crisis management planning.

F. Crisis management plan coordination.
1. In 1997, of companies reporting having a crisis management plan, 59% reported coordinating their plans with federal, state, and/or local government.

2. 61% provide their community with information, or involve them directly in exercises.

3. 50% include their vendors and suppliers in plans.

4. 28% provide their customers in plans.

G. Crisis management responsibility.
1. Each year of the survey, security was reported as the primary department responsible for crisis management. In 1997, 40% of the companies reported assigning some responsibility to security.

2. Environmental health and safety departments were assigned some portion of responsibility by 32% of the companies.

H. Crisis management team.
1. In 1997, 73% of the respondents reported having a senior management and corporate-level crisis management team, group, or council.

2. For those companies reporting having a CMT, 82% reported that the CEO was involved with the team in actual crisis events, post-event review, or drills, exercises and training.

I. Crisis management response validation.
1. In 1997, 93% of the respondents reported validating their crisis management response plans at the facility level.

2. Methods of validation included drills, tabletop exercises, and full exercises.

3. 73% of the respondents reported that exercises were very or somewhat effective in contributing to improvements in crisis and emergency management and in business continuity programs.

II. Additional statistics from the 1997 survey and small-group work.
A. Of the responses to the 57 total questions asked in the 1997 survey, those that provide information particularly relevant to this course are included in the student handout for session 29. There are 38 questions, with responses included in the handout.

B. Divide the 38 questions amongst the small groups, assigning each group approximately the same number of questions. 

C. The small groups should consider themselves to be members of a newly formed corporate-level team assigned responsibility for developing a comprehensive crisis management program for the corporation (a generic manufacturing corporation located in an urban industrial area in close proximity to residential areas). They have 15 minutes to discuss their assigned questions in the context of what has been covered in previous sessions and to develop a short (two to four minutes) oral report for the CEO answering the following questions:

1.
Are any of the responses particularly surprising?
2.
What relevant and important information can be learned from the responses of other companies?

3. What does this mean to our company?

4. How can it be applied to our company?

D. Rotate small group assignments.

E. After all of the oral reports lead a class discussion of the survey results and the small-group reports.

Supplemental Considerations:

Through their oral reports and class discussion the modified experiential learning cycle will have been completed for this objective. After three years of a satisfactory level of response (approximately 100 responses in 1995, 1996, and 1997), only 20 responses were received in 1998. The George Washington University Institute for Crisis, Disaster, and Risk Management and the Corporate Response Group are preparing a 1999 survey for distribution in fall 1999 and are attempting to generate sufficient interest and commitment to obtain a satisfactory level of response.


Objective 29.2 Discuss the intra-organizational political concerns that businesses must consider to develop, implement, and maintain an integrated crisis management plan and program.

Requirements:

Present the material by means of lecture and discussion as necessary.

An overhead/student handout is provided for use if desired.

The following question is provided to stimulate discussion:

How do these ten points fit in with the crisis management and business continuity model (overhead 29-1)?

Complete the modified experiential learning cycle for this objective and objectives 29.3 and 4 at the conclusion of this session.

Remarks:

I.
Crisis Management and Business Continuity model.
A. The model (overhead 29-1) was originally introduced in session 4 and has been used to emphasize the necessity of linkage and integration of functions.

B. The crisis management survey discussed earlier in the session provides some encouraging statistics that would indicate that Fortune 1000 companies are pursuing an integrated approach:

1. 87% of senior managers consider a crisis management plan and the related activities of emergency management and business continuity as somewhat or very important.

2. Their interest is made evident by the fact that 73% of crisis management teams include senior managers and that 82% of CEOs have some level of crisis management involvement.

3. 71% of the companies have a crisis management plan in place and another 11% are developing a plan.

4. Functional area participation in crisis management planning is expanding beyond the traditional security or communications and public affairs dominance.

5. Crisis communication plans are being integrated into overall crisis management plans. 

6. Risk management programs are in place in 78% of the companies and generally reflect the results of risk assessments conducted by 69% of the companies. 57% of the companies consider the risk perceptions of their stakeholders in accomplishing the risk management function.

7. Of companies with plans, 87% or more conduct training, drills, and/or exercises at the facility level and 73% or more do so at the corporate management level. 

8. At least 49% of the companies coordinate and collaborate with suppliers and vendors, 28% with customers and 59% with federal, state, and local governments in the crisis management planning process.

II. Intra-organizational political concerns for planning.

A. Despite the encouraging results of the crisis management surveys, crisis management planning practitioners have identified and documented certain obstacles and key mistakes that hinder the planning process.

B. Jeff Marinstein’s 1998 article, “Cross-Departmental Cooperation and the Politics of Planning,” published in Contingency Planning and Management, addresses the problems and potential resistance to interdepartmental cooperation in coordinated crisis management and business continuity planning.

C. The article lists ten points that should be “kept in mind” to establish and maintain the required cooperation and coordination:

1. Secure executive support.
a. “When it comes to securing the cooperation of various business units, there is no substitute for unambiguous executive support” (emphasis added; p. 12).

b. The key is to demonstrate that adequate planning and preparation are central to business survival and profitability.
2. What information do we owe?
a. Effective business continuity and recovery requires access to information that often resides in other departments. Plans must address business processes and supporting information that cut across departments.

b. All sources of information must be addressed, not just computer systems. Previously we discussed the necessity of an “essential records program” that addresses information requirements.

3. Patience is a virtue.
a. The entire planning process requires considerable time and effort. It is not just a one-time project, but requires continuous assessment, management, training, and testing, and revision.

b. Problems and failures will surface along the way. The objective is to identify these deficiencies and correct them in a manner that does not threaten anyone in the organization.

4. Make the department heads accountable.
a. Accountability for the planning process must lie at the department or business-unit level.

b. Top-level management must make it clear where the accountability resides and incorporate this accountability into administrative processes.

5. Ensuring corporate funding support.
a. Allocation of adequate funding requires top-level management to understand the risks as well as their responsibility and personal accountability in adequately protecting the organization and its assets.

b. Business contingency planners must be adept at presenting the results of risk assessments and BAIA in a clear and convincing manner to justify adequate funding.

6. Not with my budget, you don’t.
a. Allocation of costs to departments for shared and centralized services such as e-mail is always a contentious issue. 

b. A successful planning effort should recognize and clarify funding issues up front.

7. Establish and maintain standards.
a. An integrated and coordinated planning effort requires clearly-stated and enforced standards.

b. Particularly important are standards covering terminology, plan testing, and administration.

8. Establish representative recovery teams.
a. The team responsible for coordinating cross-departmental planning should include representatives of all affected departments and a representative of top-level management.

b. Other stakeholders such as customers, shareholders, suppliers, and vendors should be considered for inclusion.

9. The metrics of testing.
a. The measure of any plan is its testing through drills and exercises. Only through rigorous testing will plans be validated and refined.

b. Testing can be disruptive and expensive and requires top-level support that must be communicated throughout the organization early in the planning process.

10. Forging stronger ties.
a. Working at all levels of the organization and across departmental lines can forge strong ties within the organization.

b. This is no easy task and requires the planning coordinators (business contingency planners) to develop and maintain their credibility through clear communication and a record of achieving results.

D. Marinstein concludes his article with the statement that organizational politics are a necessary concern and challenge in solving cross-departmental issues. Meeting the challenge provides planners with the opportunity to “show their mettle,” obtain visibility, and prove their value to top-level management.

E. Ask the students, How do these ten points fit in with the crisis management and business continuity model (overhead 29–1)?

Supplemental Considerations:

None.


Objective 29.3 Discuss the skills, competencies, and training and education required in business contingency planners.

Requirements:

Present the material by means of lecture and discussion as necessary.

An overhead/student handout is provided for use if desired.

The following questions are provided to stimulate discussion:

What are these skills and competencies and are they applicable to public sector planners?


What are the common skills and competencies stressed in Marinstein’s article and 


Woodworth’s presentation?

Complete the modified experiential learning cycle for this objective and objectives 29.4 at the conclusion of this session.

Remarks:

I.
Professionalism of crisis and emergency management.

A. The professionalism of crisis and emergency management is an evolving topic, as is made clear by the existence of several initiatives such as:

1. The panel session “The Evolving Profession of Emergency Management,” at the 1998 Hazards Research and Applications Workshop (Boulder, Colorado, July 1998) which included representatives from the federal and state governments, academia, and the private sector.

2. The FEMA Higher Education Project.

3. Certification programs such as “Certified Disaster Recovery Planner,” run by the Disaster Recovery Institute International, and “Certified Emergency Manager,” run by the International Association of Emergency Managers.

4. The growing number of college- and university-level certificate, associate’s degree, undergraduate- and graduate-level concentrations and degrees. (See the FEMA-EMI Higher Education Web site for a list of courses and programs at http://www.fema.gov/emi/edu).

B. As has been mentioned earlier, the skills and competencies required by practitioners in the private or public sectors are very similar and generally transferable between the two. 

II. Skills, competencies, training, and education.
A. Marinstein’s article addresses certain analytic, administrative, organizational, budgetary, and communication skills and competencies required by business contingency planners in the private sector.

B. Ask the students, What are these skills and competencies and are they applicable to public sector planners?

C. In addition to Marinstein’s article, Mr. Brent Woodworth of IBM Business Recovery Services provided his perspective to the above-mentioned “The Evolving Profession of Emergency Management” panel session at the 1998 Workshop on Hazards Research and Applications. 

D. He was asked the question, What education, skills, and/or competencies define the profession? What combination of education, training, and experience will serve as a basis for a professional credential? His response included (overheads 29–2 and 3):

1. The successful emergency manager will have a background that combines strong academic skills with business knowledge and proven disaster response/recovery experience.
2. A college degree (business finance, engineering, or emergency management).

3. Proven executive-level marketing skills.
4. Experience in financial and contracting negotiations.

5. Complex project management skills.

6. Media relations skills.

7. Specific industry knowledge and expertise (public sector, finance, distribution, etc.)

8. Risk management/insurance claim submission and business case-development skills.

9. Proven disaster response/recovery experience.

10. Incident Command System (ICS) certification, certified business continuity professional (CBCP), certified disaster recovery planner (CDRP), certified emergency manager (CEM).

E. Clearly the education, skills, and competencies considered important to Mr. Woodworth are not limited to specific crisis and emergency management functions. 

F. Ask the students, What are the common skills and competencies stressed in Marinstein’s article and Woodworth’s presentation? 

Supplemental Considerations:

None.


Objective 29.4  Explain the opportunity for organizational learning and transformation in the aftermath of a crisis.

Requirements:

Present the material with lecture and discussion as required.

The following question is provided to stimulate discussion:

What other examples can you think of?

Complete the modified experiential learning cycle for objectives 29.2–29.4 at the conclusion of this session.

Remarks:

I.
Lessons learned from crises.

A. Chapter 14 of Lerbinger’s text includes the following subject titles that refer to lessons learned:

1. Assess personal and organizational vulnerability.
2. Look for ways to reduce vulnerability.
3. Exercise constant vigilance and establish monitoring systems.

4. Communicate with and relate to a wide range of stakeholders.
5. Communications.
6. Developing relationships.
7. Speed up and broaden the decision-making process.
8. Apply a variable time perspective.
9. Recognize the importance of the corporate culture and its supporting structures.

B. These topics are consistent with the crisis management and business continuity model functions and linkages used throughout the course.

II. Transforming organizations in the aftermath of a crisis.

A. As a concluding topic, the opportunity to transform and improve an organization in the aftermath of a crisis should be discussed.

B. The crisis management and business continuity model shows the crisis management team coordination and action function extending over time from the preliminary functions of risk assessment and BAIA through business restoration.

C. The accomplishment of each function, before, during, and after a crisis event, provides lessons learned and the opportunity to improve the organization. The crisis management team should assume a leadership role in recognizing the potential for improvement and incorporation of lessons learned into the organization’s operations and memory. 

D. For example:
1. Risk assessment identifies vulnerabilities and risks due to natural, technological, and human-induced hazards. Understanding and addressing these vulnerabilities and risks supports the strategic goals of corporate survival and profitability.

2. BAIA identifies vulnerabilities to business functions and processes that can be corrected for business efficiency purposes along with crisis management and business continuity purposes.

3. Integrated planning helps break down organizational barriers and promote cooperation.

4. Consulting with and communicating with stakeholders promotes public image.

5. Training, drills, and exercises uncover organizational problems that are not entirely limited to crisis management and business continuity concerns.

6. Actual crisis events allow employees at all levels of the organization to demonstrate their capabilities.

7. Business resumption and recovery operations allow for identification of the most efficient means of conducting business.

E. Ask the students, What other examples can you think of?

F. The bottom line is that the restored organization need not replicate the one that pre-dated the crisis. The lessons learned and experience from crisis management planning and actual crisis experience should be reflected in the restoration of an improved organization. Additionally, lessons learned should be documented and become part or the organization’s collective memory.

Supplemental Considerations:

None.

� 1997 Crisis Management Survey of Fortune 1000 Companies. Institute for Crisis, Disaster and Risk Management, the George Washington University and the Corporate Response Group, Inc. Washington, DC: George Washington University. Can be obtained by contacting � HYPERLINK mailto:CRISISMGT@seas.gwu.edu ��CRISISMGT@seas.gwu.edu�.


� Woodworth, Brent. 1998. Notes to be presented on “The Evolving Profession of Emergency Management.” Workshop on Hazards Research and Applications. Boulder, CO. July 13, 1998.
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