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Abstract

The fundamental strategic objective of any organization is to ensure its long term survivability and economic success. Crisis management is a strategic function that links functions such as risk management, safety management, environmental management, security, contingency planning, business recovery, and emergency response. These responsibilities are often dispersed throughout an organization, and are usually managed in a non-integrated way. This paper describes the capabilities that are equally important components of a strategically focused, functionally integrated, crisis management program.
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Introduction

The George Washington University Institute for Crisis, Disaster, and Risk Management co-sponsors a semi-annual crisis management roundtable, conducts an annual survey of the crisis management practices of the Fortune 1000 companies, and offers workshops and training courses to a wide range of organizations. These activities have provided opportunities to examine how corporate crisis management has evolved in a wide range of organizations and has led to the development of the conceptual framework for crisis management as a strategic activity that is presented in this paper. The primary types of crisis management observable in corporate organizations, and the central concerns and program emphasis for each type, are shown in Table 1. Obviously, these are not mutually exclusive program types, but most crisis management programs have evolved from one of these starting points.

Table 1: Types of corporate crisis management programs

Program Type
Central Concern
Program Emphasis
Typical Organization

Technocratic
Disaster recovery and

business continuity
Use of professional planners, formal planning procedures
Computer/information

intensive organizations

Response/Reaction
Rapid and effective response to emergencies

and disasters
Contingency planning,

response command, control, communication
Process and transportation industries

Compliance
Compliance with externally imposed regulations and standards
Inspection and reporting
Various heavily regulated industries and service organizations (e.g. food service)

Preventive
Prevention of accidents and incidents
Safety and security management
Airlines, nuclear power plants

Communications
Communications to external stakeholders and customers
Crisis communications procedures and technology
Consumer products

Mitroff and his colleagues (1992, 1996) have proposed a cultural and behavioral model that attempts to explain why some organizations are crisis prone while other organizations are seemingly successful at preventing and/or controlling crises. Mitroff emphasizes the importance of organizational culture and the individual personality characteristics of senior managers as predictors of crisis management success. He has proposed a four layered “onion” model of crisis management that illustrates the relationship between the observable functional programs and the internal, cultural and behavioral organizational factors. The organizational types described in table 1 above, for example, are indicative of organizations that are focused on the two outer layers of Mitroff’s model: organizational strategies (the plans, mechanisms, and procedures required for crisis management) and organizational structure (the dedicated infrastructure needed for crisis management). Organizations will, according to Mitroff, remain crisis prone until and unless they address the inner layers of crisis management: organizational culture (the organizations beliefs and values) and character of individual managers (particularly individual defense mechanisms). In Mitroff’s view, mature crisis management is a strategic organizational function. 

The objective of this paper is to build on Mitroff’s conceptual model of strategic crisis management by providing an operational and integrative view of crisis management that will assist in the design and evaluation of corporate crisis management programs. Accomplishing this objective, however, requires a clarity in language that is made difficult by the fact that many of the terms used when discussing crisis management are used interchangeably and with a lack of clear meaning. The definitions listed in table 2 are intended to facilitate this understanding.

TABLE 2: CRISIS MANAGEMENT DEFINITIONS

TERM
DEFINITION

Crisis
Derived from the Greek krisis, meaning a crucial turning point in the course of anything, an unstable condition in which an abrupt or decisive change is impending. Crises threaten the priority goals of an organization, challenge the traditional behaviors and values shared in an organization, and put a great deal of time pressure on decision makers.

Emergency
An unexpected event which places life and or property in danger and requires an immediate response through the use of routine community [or organizational] resources and procedures. (Drabek)

Disaster
Derived from the Latin (and Italian) disastro meaning ill starred and means an occurrence inflicting wide spread destruction and distress. A disaster is “an event, concentrated in time and space which threatens a society with major unwanted consequences as a result of the collapse of precautions which had hitherto been culturally accepted as adequate” (Turner, 1976). The World Health Organization defines a disaster as “any occurrence which causes damage, ecological disruption, loss of human lives, deterioration of health and health services on a scale sufficient to warrant an extraordinary response from outside the affected community.”

Hazard
Derived from the Arabic al zahr, or dice. Refers to a source of potential loss of danger or peril. A hazard is a condition with the potential for damage to the community or the environment. The hazard is the potential; the disaster is the actual event.

Risk
Derived from the Italian risicare, which means, “to dare”. Risk is the exposure to the chance of loss; the combination of a probability of an event occurring and the significance of the consequence of the event occurring.

Risk Assessment
The quantitative determination of risk—the likelihood and extent of harm that may result from hazards. 

Risk Management
The process of intervening to reduce risk—the making of public and private decisions regarding protective policies and actions that reduce the threat to life, property and the environment posed by hazards.

A Strategic View of Crisis Management

Figure 1 shows a proposed framework for linking the functional elements involved in a corporate crisis management system that will assist in the integration of all crisis management and organizational continuity related functions.
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Figure 1

The pre-event functions of vulnerability and risk assessment, business area impact analysis, and risk management and loss control, if done at all, usually are associated with corporate financial and information systems and are not seen as part of a crisis management program. They are critical to insurance decisions and management and are often linked to disaster recovery planning, but are typically only loosely linked to other functions such as incident management and crisis team management. 

Peter Bernstein (1996) claims that, “the revolutionary idea that defines the boundary between modern times and the past is the mastery of risk: the notion that the future is more than a whim of the gods and that men and women are not passive before nature.” Risk management is one of the most critical tasks of an increasingly technological society and is a key element in corporate strategic crisis management. This responsibility was recognized in the U.S. in a recent risk assessment project conducted by the author and his colleagues (DNV, GWU, RPI, 1996). Approximately 25% of the U.S. crude oil supply is transported from the Port of Valdez, Alaska in Prince William Sound to ports on the west coast of the U.S. In 1995, the Prince William Sound shippers, the PWS Regional Citizens Advisory Committee, the USCG and the State of Alaska coordinated and funded the Prince William Sound Risk Assessment and in 1996 these same organizations established risk management committees to implement the findings of the study.

Emergencies, disasters, and crises occur when an organization fails to anticipate, detect, and avert hazards. The anticipation of hazards is the domain of risk assessment, risk management, and safety and environmental management. The tie between risk management and crisis management is often not made by corporations. In fact, many crisis managers see risk management as a threat since corporate decision makers may view investments in risk management and loss control as alternatives to investments in crisis management and preparation. Risk management will result in crisis prevention only if the exposure to hazards is significantly reduced. Risk reduction, unfortunately, seldom implies risk elimination or a reduction in risk to a level that is below the threshold producing concern. For example the Prince William Sound Risk assessment identified risk management initiatives that can reduce the likelihood of tanker accidents in Prince William Sound by approximately 75%. The fact that the likelihood of a drift grounding is reduced from 0.0046 to .0012 expected accidents per year is a significant risk reduction, but has no impact on the need to plan for the potential response requirements. In Prince William Sound, the same organizations that conducted the risk assessment are also responsible for coordinating the development of contingency plans, the conducting of exercises and drills, the stockpiling of resources and the management of an actual response should an oil spill occur. 

Risk assessment does, however, identify the specific hazards that should be targeted by crisis and emergency planners. The PWS risk assessment, for example, identified several risk scenarios (e.g. collisions with escort vessels, powered grounding when maneuvering around fishing vessels) that were relatively more significant than were the scenarios previously identified by risk managers and contingency planners.

The planning function is a critical element that can tie the event focused functions of incident management, incident response, disaster recovery, crisis communication, and crisis team management to the pre-event functions of risk management and safety management if the following plans are developed in a coordinated way:

· Emergency response plans (e.g. vessel and facility plans)

· Incident management plans (e.g. area contingency plans)

· Corporate crisis management plans

· Corporate Crisis Communications plans

· Disaster Recovery plans

· Business continuity plans

The compliance and response oriented programs defined in table 1 typically do not have an integrated planning capability since many of these plans are required by different regulations and are reviewed and approved by different agencies.

Identifying potential risks, and developing effective contingency plans are essential functions, but they do not ensure effective crisis management. Pauchant and Mitroff identify the role of organizational monitoring and signal detection as an essential element of what they term “proactive crisis management” as shown in figure 2. This monitoring process is best located in the formal safety management program with established reporting/alerting procedures with the crisis management team. In the safety management programs of most airlines, for example, this monitoring activity includes formal (non punitive) reporting systems that capture mechanical failures, human errors, and other unexpected incidents. As part of the Prince William Sound risk assessment, the reporting system component of each shipping company’s safety management system was audited. The sophistication and completeness of these systems correlated strongly with other measures that were predictive of the relative incident probability involving the company’s tankers. The most crisis prepared companies had the lowest expectation of actually having a crisis…a finding that correlates with that of Mitroff and other researchers have found.

Figure 2: Proactive, reactive, and interactive crisis management
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Many organizations have implemented effective safety management programs. Many organizations have long been required by external regulations to develop contingency plans and response capabilities. A critical synergy occurs when these safety management and planning activities are linked to the ability to identify vulnerabilities, to anticipate and detect potential crises, and to ensure economic and physical recovery from extreme events. The linking of risk management and safety management is the key to a viable pre event crisis management program. The linking of both to the crisis management and business continuity functions is key to organizational survival.

When an event such as an industrial accident, a toxic release, or a major oil spill occurs, management often finds itself simultaneously involved in emergency management (the specialized response of emergency forces), disaster management (the management of the incident and the management and support of the response organization), crisis management (the management of the crises situations that occur as a result of the accident), and business recovery and continuity (the recovery and continuation of the profitable delivery of products and services). Much has been written about the emergency and disaster management problems and issues associated with the Exxon Valdez spill (for example, see Harrald et al. 1990 and Harrald et al., 1992). Pachaunt and Mitroff (1992) and Mitroff, Pearson, and Harrington (1996) critique the crisis management failures of Exxon at the corporate level. The successful business recovery and resumption efforts of Exxon and other oil companies whose supply of Alaskan crude was interrupted by the oil spill and the oil spill response have not been similarly examined or described. 

The crisis team management function as shown in figure 1 is the portion of crisis management conducted by the corporate team formally tasked to manage an organization’s response to the crisis event. This team should be alerted in by the proactive organizational monitoring and signal detection conducted within the safety management program (see figure 1). The crisis management team, the organization’s response managers, and appropriate response forces must be involved in drills and exercises. The drills and exercises function is also a key to testing organizational plans and to testing the linkages between response management and crisis management. Note that the functions of crisis team management, crisis communication, business restoration, business continuity, and organizational learning continue well after the actual event has ended. The crisis management team also has the key responsibility of ensuring that the organizational learning illustrated in figure 2 actually occurs and that lessons learned are shared throughout the organization.

Achieving Strategic Integration

The failure to integrate the functions shown in figure 1 can lead to sub-optimization, conflict, and significant adverse organizational and financial impacts. As shown in figure 3, taken from Barton (1993), how a crisis is managed can make a difference on the bottom line for many years and may affect the ability of a business to operate at all (ValuJet) or the viability of a business in a host company (Union Carbide). Although Barton’s examples all apply to consumer product companies, the maritime world and oil companies that market branded products are not immune to public reaction.

Figure 3
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Unfortunately, there is little guidance on how the integration of functions necessary for effective crisis management should be achieved. Prescriptive advice is made difficult by the fact that organizations are starting from very different places as shown in figure 4 which describes the variation in responsibility for corporate crisis management. Mitroff found in his 1987 survey, a wide range of organizational officers involved on the crisis management team (and found that at the time of the survey only 38% of organizations had a crisis management team or unit in place). The 1997 George Washington University/Corporate Response Group survey found that 71% of the organizations surveyed have a crisis management plan and a crisis management team in place, a significant increase since Mitroff’s survey a decade earlier. However, as shown in Figure 4, 21 different organizational functional departments were identified as responsible for crisis management. Obviously the strategic function of crisis management has not fully matured to the point that there are generally accepted standards and procedures. Not coincidentally, crisis management is not a subject typically taught in the nation’s business schools…a deficiency noted by U.S. District Judge Sporkin in a recent Washington Post article where he was quoted as saying that most U.S. corporations “failed crisis management 101”. The GWU Institute for Crisis, Disaster, and Risk Management has recognized this need, and will introduce an interdisciplinary graduate program in crisis, disaster, and emergency management in the fall of 1998.
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Figure 4

The 1997 survey respondents identified a number of areas where their crisis management capability could be improved as shown in figure 5. Note that the top three areas needing improvement are functions that must be addressed by internal management and programs, not by external consultants or technology.
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Figure 5

Conclusions

The paper opened with the statement that effective crisis management is an essential component of strategic management. Like all strategic management functions, crisis management is future oriented. It is too late to think of crisis management once the crisis has occurred. The media and public will demand that managers of a corporation answer the following questions when something goes wrong (Pauchant and Mitroff, 1992):

· When did you have an inkling that there was a critical defect or something wrong with your system, organization, product, or service?

· If you did not know that something was wrong, why not?

· What, if anything, did you do about it?

· If you did not do anything about it, why not?

· If you had known beforehand that such a crisis was possible what could you have done?

Without effective and proactive crisis management that integrates risk management, contingency planning, response, and recovery, these questions are difficult to answer. Specific steps that can be taken to achieve this integration include:

· Recognize crisis management as a professional responsibility. Provide relevant education and training for managers in this area and recognize assignments in this area as of strategic importance to individual careers as well as to the organization.

· Integrate crisis management functions wherever possible. Where formal integration is not feasible ensure policy and procedural consistency and facilitate the quick and accurate exchange of information. Risk management, loss control, and safety management are likely candidates for integration as are the contingency planning and response management functions.

· Use drills, exercises, and formal processes to link the pre-event functions of risk management, safety management, and contingency planning to the operational functions of response management, disaster recovery, and crisis management and to the post event functions of recovery and continuity.

· Involve key internal and external stakeholders in crisis management planning activities and in drills and exercises.

· Develop formal methods for organizational learning that are coordinated by the crisis management team. These methods should include the sharing of information about errors, failures and “near misses”, and formal critiques of drills, exercises, and real events.

· Involve top management in the crisis management team and in all crisis management activities...they will be involved in all real crises.

· Create an organizational culture that supports organizational monitoring, open internal and external communications, and individual and organizational responsibility.

· Ensure that information technology systems support crisis management and link the organizational functions involved in crisis management and organizational continuity. In particular ensure that they support organizational monitoring, operational response, crisis communications, and organizational learning.
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