Session No. 34
Course Title: Disaster Response Operations and Management

Session Title: Responding to Acts of Terrorism
Time: 50 minutes

Objectives: 
34.1
Understand the goals and tactics of terrorists.
34.2
Become familiar with similarities and differences of terrorist attacks and other disasters.
34.3
Recognize the dangers inherent in responses to terrorist attacks.
34.4
Learn how to respond to terrorist attacks in a safe and effective manner.
34.5
Be aware of other organizations to assist in responding to terrorist attacks.

Scope:
In the following session, the professor helps students understand what terrorists desire and how they operate.  The session also compares human behavior and operational considerations in terrorist and other types of disasters; uncovers the dangers inherent in responses to terrorist incidents; and lists best practices to protect emergency responders, decontaminate victims, and collect criminal evidence.  The session concludes with a discussion about how terrorist incidents require the involvement of several local, state and federal assets.
Session Requirements:
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Bathos, Stuart, Lynne Russell, and Gwyndaf Williams. 1999. “Crisis Management to Controlled Recovery: The Emergency Planning Response to the Bombing of Manchester City Centre.” Disasters 23 (3): 217-231.

Bevelacqua, Armando and Richard Stilp. 2002. Terrorism Handbook for Operational Responders.  Albany, N.Y.: Delmar Publishers.

Buck, George. 1998. Preparing for Terrorism: An Emergency Services Guide. Albany, N.Y: Delmar Publishers.

Campbell Public Affairs Institute. 2002. Governance and Public Security. New York: Syracuse University.

Falkenrath, Richard A., Robert D. Newman, and Bradley A. Thayer. 1998. America’s Achilles’ Heel: Nuclear, Biological and Chemical Terrorism and Covert Attack. Cambridge: MIT Press.

Fischer, Henry. 2000. “Mitigation and Response Planning in a Bio-Terrorist Attack.” Disaster Prevention and Management 9 (5): 360-367.

Fischer, Henry. 1999. “Dimensions of Biological Terrorism: To What Must We Mitigate and Respond?” Disaster Prevention and Management 8 (1): 27–32.

Hogan, Lawrence J.  2001.  Terrorism: Defensive Strategies for Individuals, Companies and Governments.  Amlex, Inc.: Frederick, Maryland.

Improving Local and State Agency Response to Terrorist Incidents Involving Biological Weapons, Interim Planning Guide. 2000. Washington, D.C.: Department of Defense, 2000. www2.sbccom.army.mil/hld/downloads/bwirp/bwirp_interim_planning_guide.pd.

Kemp, Roger L.  2003.  Homeland Security: Best Practices for Local Government.  Washington, D.C.: ICMA.

Lesser, Ian et. al.  1999.  Countering the New Terrorism.  Santa Monica: RAND

Maniscalco, Paul M. and Hank T. Christen.  2001.  Understanding Terrorism and Managing the Consequences.  New Jersey: Prentice Hall.

McCuen, Gary E. 1999. Biological Terrorism and Weapons of Mass Destruction. 
Hudson, Wis.: GEM Publications.

McEntire, David A. 2006. “Dealing with Future Disasters.” Disaster Response and Recovery: Strategies and Tactics for Resilience. New York: Wiley.

McGlown, K. Joanne.  2004.  Terrorism and Disaster Management: Preparing Healthcare Leaders for the New Reality.  ACHE Management Series.  Health Administration Press: Chicago, Il.

“National Symposium on Medical and Public Health Response to Bioterrorism.” Emerging Infectious Diseases. National Center for Infectious Diseases. 5 (4). www.cdc.gov/ncidod/eid/vol5no4/pdf/v5n4.pdf.

McEntire, David, Robie Robinson and Richard Weber.  2003. “Business Involvement in Disasters: Corporate Roles, Functions and Interaction With the Public Sector.”  Chapter 18 in Beyond September 11th: An Account of Post-disaster Research.  Special Publication #39.  Natural Hazards Research and Applications Information Center, University of Colorado. OR see “Public/Private Collaboration in Disaster: Implications from the World Trade Center Terrorist Attacks.  2002.  Quick Response Report No. 155.  Natural Hazards Research and Information Application Center, University of Colorado.  Boulder, Colorado.

McEntire, David A., Robie Robinson and Richard Weber.  2001.  “Managing the Threat of Terrorism.”  IQ Service Report 33 (12).  International City/County Management Association.
Peek, Lori A. and Jeannette N. Sutton.  2003.  “An Exploratory Comparison of Disasters, Riots and Terrorist Acts.”  Disasters 27 (3): 319-335.

Perry, Ronald W.  2003.  “Municipal Terrorism Management in the United States.”  Disaster Prevention and Management  12 (3): 190-202.

Richter, Linda K. and William L. Waugh. 1991. “Terrorism and Tourism as Logical Companions.” In Managing Terrorism, edited by S. Medlik, 318–327. Oxford: Butterworth-Heinenmann Ltd.

Roberts, Brad. 1997. Terrorism With Chemical and Biological Weapons: Calibrating Risks and Responses. Washington, D.C.: Chemical and Biological Arms Control Institute. www.cbaci.org/.

Waugh, William L. Jr.  2001.  “Managing Terrorism as an Environmental Hazard.”  Pp. 659-676 in Farazmand, Ali (ed.) Handbook and Crisis and Emergency Management.  Public Administration and Public Policy 93.Marcel Dekker, Inc.: New York.  

Webb, Gary R.  2002.  “Sociology, Disasters, and Terrorism: Understanding the Threats of the New Millennium.”  Sociological Focus  35 (1): 87-95.

Wedel, Kenneth R. and Donald R. Baker. 1998. “After the Oklahoma City Bombing: A Case Study of the Resource Coordination Committee.” International Journal of Mass Emergencies and Disasters 16 (3): 333–362.

Wise, Charles R.  2002.  “Organizing for Homeland Security.”  Public Administration Review 62 (2): 131-144.

2. Student Readings:
Fischer, Henry. 1999. “Dimensions of Biological Terrorism: To What Must We Mitigate and Respond?” Disaster Prevention and Management 8 (1): 27–32.

McEntire, David A. 2006. “Dealing with Future Disasters.” Disaster Response and Recovery: Strategies and Tactics for Resilience. New York: Wiley.

McEntire, David A., Robie Robinson and Richard Weber.  2001.  “Managing the Threat of Terrorism.”  IQ Service Report 33 (12).  International City/County Management Association.

Perry, Ronald W.  2003.  “Municipal Terrorism Management in the United States.”  Disaster Prevention and Management  12 (3): 190-202.

Webb, Gary R.  2002.  “Sociology, Disasters, and Terrorism: Understanding the Threats of the New Millennium.”  Sociological Focus  35 (1): 87-95.

and one of the following:

Bathos, Stuart, Lynne Russell, and Gwyndaf Williams. 1999. “Crisis Management to Controlled Recovery: The Emergency Planning Response to the Bombing of Manchester City Centre.” Disasters 23 (3): 217-231.

Wedel, Kenneth R. and Donald R. Baker. 1998. “After the Oklahoma City Bombing: A Case Study of the Resource Coordination Committee.” International Journal of Mass Emergencies and Disasters 16 (3): 333–362.

3. Handouts:

Possible Targets (Critical Infrastructure)

Responsibilities of Local Organizations and Departments

Terrorist Incident Scene Dangers


WMD Indicators


How to Respond Safely and Effectively
Supplementary Considerations:
1.
The professor should reiterate repeatedly during the class that responding to acts of terrorism is both similar to and different than responses to natural or technological disasters.
2.
Responder safety and protection of criminal evidence should be central themes of this session.

3.
There are a number of excellent courses, videos and DVDs on terrorism which can supplement classroom lecture.  Some of these include:
Bureau of Justice Assistance.  1997.  Surviving the Secondary Device: The Rules Have Changed.  U.S. Department of Justice: Washington, D.C.

FEMA.  1999.  Emergency Response to Terrorism, Self Study (ERT:SS-Q534).  FEMA: Washington, D.C.  Access via the Internet at www.usfa.fema.gov/applications/nfacsd/display.jsp?cc=Q534.

FEMA.  1996.  The Federal Response Plan and its Application in Oklahoma City.  FEMA Region IV: Denton, Texas.

4. Because of its close relation to terrorism, the professor may wish to include information about responding to riots or acts of violence (e.g., Rodney King riots, World Trade Center riots, Branch Davidian confrontation, Columbine shooting, Maryland/D.C. sniper) in this session.  Should this be the case, the professor should stress the importance of tactical response (police or swat agents who are trained to provide emergency medical services for themselves, victims or the perpetrators).   

5. A number of guest speakers can be invited into the classroom to participate in panel forum about terrorism response operations.  This may include leaders of the military, FEMA representatives, FBI special agents, CDC personnel, police and fire chiefs, public health officials, emergency managers, and state homeland security employees.  The professor may wish to ask these individuals to make short comments regarding their views of the future of terrorism response in the United States.  
Objective 34.1
Understand the goals and tactics of terrorists.

Present the following as a lecture:

I.
Terrorists, whether individuals, groups, or states, have the goal of instilling fear for the purpose of obtaining ideological, political and other objectives.
A.
The Federal Bureau of Investigation defines terrorism as “the unlawful use of force against persons or property to intimidate or coerce a government, the civilian population, or any segment thereof, in the furtherance of political or social objectives.”
B.
The Department of Defense defines terrorism as “the calculated use of violence, or the threat of violence, to inculcate fear, (and is) intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious or ideological.”
II. According to McEntire, Robinson and Weber (2001, 1):
A.
“Terrorists obtain financing for their operations through the drug trade, burglary, or other illegal activities or through individual, corporate, or state sponsorship.  Some actively recruit people who adhere to their particular ideology and use the Internet to spread their message.  Sometimes terrorist groups like the Al Qaeda set up camps and conferences where recruits are taught to raise money, gather information, disguise themselves, travel discreetly, produce bombs, train with weapons, and plan attacks.” 

B.
Common tactics include:
1. “Bombings (most common)

2. Hoaxes (anthrax scares)

3. Sabotage (computer viruses)

4. Hijackings (the World Trade Center attack)

5. Hostage taking (the Japanese embassy in Peru)

6. Assassination (Yitzak Rabin in Israel)

7. And the use of weapons of mass destruction (the sarin gas attack in Tokyo).”

C.
Typical weapons are:
1. Knives
2. guns

3. computer viruses
4. and weapons of mass destruction (biological, nuclear, incendiary, chemical, and explosive devices).
D.
“Terrorism is often directed against a large number of citizens, so any area with a high concentration of people is vulnerable to attack.  Terrorists may target political leaders, government agencies, and even emergency responders.”

E.
In addition to sporting venues and malls, terrorists may target critical infrastructure (show transparency):

1.
Information and communications
· Computer networks

· Line-based phone systems

· Cell towers

2.
Electricity
· Power plants (nuclear and other)

· Step-up and step-down stations

· Transformers

3.
Transportation
· Airports

· Highways and bridges

· Ports

4.
Petroleum/chemical
· Oil wells

· Refineries

· Delivery and storage facilities

5.
Economic
· Banks

· Financial institutions

· Major corporations

6.
Water
· Dams

· Sewage treatment facilities

· Storage and distribution systems

7.
Emergency services
· Fire and police stations

· Emergency operations centers

· Hospitals

8.
Critical government services
· Mayor’s office

· City hall

· Court buildings

Source: Nancy J. Wong, deputy director, national outreach and awareness, U.S. Critical Infrastructure Assurance Office (CIAO), www.icma.org/IssueIntersections/news.cfm?IID=8&newsID=1278&back=er.

Objective 34.2
Become familiar with similarities and differences of terrorist attacks and other disasters.

I.
Those responding to disasters should be aware of the similarities and differences of terrorist attacks as compared to natural disasters. 

II.
Webb (2002) has provided an excellent description of the similarities of human behavior in both terrorist attacks and other types of disasters.  

A.
There is typically very little, if any, looting (although there was some around the World Trade Center after 9/11)

B.
Therapeutic communities emerge (the nation became unified for a period after 9/11)

C.
Convergence will take place (police, fire fighters, the CIA, Verizon, ConEd, the National Guard, and Urban Search and Rescue Teams).

D.
Organizations will improvise (the Office of Emergency Management relocated the EOC to an unused pier after WTC #7 collapsed).
E.
Emergency workers do not abandon roles (police and fire fighters typically overworked themselves in New York after the terrorist attacks).


F.
People don’t panic (the evacuation of the World Trade Center was, for the most part, orderly).
G.
Some people may be more vulnerable than others (in the 9/11 attacks, the responders were most at risk).
H.
People place blame and engage in litigation (although it is unclear if insurance companies will pay for terrorist attacks).
I.
We can do more than we are doing to prevent and respond (the 9/11 Commission Report identified a number of steps that can be taken to reduce vulnerability to terrorism).
J.
Societal conflict eventually re-emerges (President Bush has been criticized for the war on terrorism even though the response to 9/11 was seen as a success).
III.
However, there are some possible differences which may have significant operational implications:

A.
Although there is no reason to expect that humans will react differently to terrorist attacks, it is unclear if typical responses will remain the same in a terrorist event (e.g., those involving biological weapons).

B. There may be no warning in a terrorist attack (unlike a hurricane or even tornado).
C.
Evacuation may or may not be advantageous (the circumstances of the event will determine whether people should leave or shelter in place).
D.
Emergency services may need to operate secretly (i.e., stage resources in an unknown location to protect emergency personnel).
E.
It may be imperative to stop citizen involvement in search and rescue as soon as possible (in case one of them might be a terrorist in disguise).
F.
Victims may require decontamination before medical care can be given.



G.
Donations may not be safe (e.g., they may include secondary devices).
H.
Terrorist attacks may generate a larger number of casualties than most disasters in the United States.
I.
Debris removal is complicated because debris is evidence and may be contaminated.
J.
Environmental restoration may be impossible in the short term (e.g., a dirty bomb may spread dangerous radioactive materials in a certain area).

K.
People may have a more difficult time coping as the event was an intentional act.
Objective 34.3
Recognize the dangers inherent in responses to terrorist attacks.
I.
Those responding to terrorist incidents must be aware of the extreme dangers associated with these types of disasters.
A.
It is important to recognize that any disaster could be a terrorist attack.

1.
A structural fire may be due to arson (not faulty wiring).
2.
An explosion may be due to a bomb (not a gas leak).
3.
A disease outbreak may be due to bio-terrorism (and not poor health).
4.
A plane crash may be due to hijacking or bombing (and not inclement weather, mechanical failure or human error).
II.
There are others things to consider when responding to the scene of a terrorist attack.  The incident scene may be extremely dangerous and it is also a crime scene.
A.
The scene of a terrorist attack may be very dangerous.
1.
This may include one or more of six types of harm you can encounter (based on the TRACEM acronym) (FEMA 1999).

· Thermal – excessive heat from a fire.

· Radiological – emission of alpha/gamma particles and gamma rays.

· Asphyxiative – blood poisons or agents that displace oxygen.

· Chemical – toxic materials and corrosive materials.

· Etiological – biological living agents.

· Mechanical – an explosive device.

2.
Before rushing in, look for identifiers of weapons of mass destruction (FEMA 1999).
· Biological
- Unusual numbers of sick or dying people or animals

- Dissemination of unscheduled and unusual sprays, especially outdoors and/or at night

- Abandoned spray devices with no distinct odors.

· Nuclear
- Presence of Department of Transportation placards and labels

- Monitoring devices

· Incendiary
- Multiple fires

- Remains of incendiary devices

- Odors of accelerants

- Heavy burning

- Fire volume
· Chemical
- Massive onset of similar symptoms in a large group of people

- Mass fatalities

- Hazardous materials or lab equipment that is not relevant to the occupancy

- Exposed individuals reporting unusual odors and tastes

- Explosions dispersing liquids, mists, or gasses

- Explosions that destroy a package or the bomb device alone

- Unscheduled dissemination of an unusual spray

- Abandoned spray devices

- Numerous dead animals, fish and birds

- Absence of insect life in a warm climate

- Mass casualties without obvious trauma

- Distinct pattern of casualties and common symptoms

- Civilian panic in potential target areas, e.g., government - buildings, public assemblies, subway systems, etc.

· Explosive
- Large-scale damage to a building

- Blown-out windows

- Scattered debris

- Victims with shrapnel-induced trauma

- Appearance of shock-like symptoms

- Damage to eardrums.

B.
The scene may include secondary devices (bombs designed to take out emergency responders).


1.
Terrorists may target first responders in order to:
· add to loss of life as they show up at the scene.
· limit effectiveness of response.
· create a mood of confusion and fear.
2.
There are a number of examples of terrorists using secondary devices:

· As responders showed up to a 1997 abortion clinic bombing, a bomb was detonated in a Dumpster.

· In Ireland, terrorists called in a bomb threat at a building.  The bomb actually was detonated at the evacuation site.
C.
The location of a terrorist attack is also a crime scene.
1.
There will be an abundance of physical evidence that is crucial for prosecution.
Objective 34.4
Learn how to respond to terrorist attacks in a safe and effective manner.

Present the following information as a discussion.

I.
In order to respond effectively to terrorist scenes, emergency responders should be extremely cautious.
A.
Responders should be aware at all times of the circumstances in which they find themselves.
B. 
A particular concern is to ensure the scene is as secure as possible.
1.
Police may be needed to block off roads and limit access.
2.
All personnel entering the site should have identification and a justified reason for being there.
3.
Incident commanders may need to refuse donations if they appear suspicious.
4.
Fences may be needed to keep citizens out of the area.
5.
Patrol of area on ground, in the air or by sea may be needed to detect potentially harmful terrorist activities.
II.
According to FEMA (1999), emergency responders should also do all they can to protect themselves at the scene of a terrorist attack:
A.
Limit time at the incident scene to minimize exposure to hazards.
B.
Keep a safe distance between you and agent to also prevent or minimize exposure (e.g., stay uphill and upwind).
C.
Utilize shielding (e.g., personal protective equipment and self-contained breathing apparatus).
D.
Be sure to wait for hazardous materials teams if you do not have the proper training or equipment.

E.
Create a site safety plan and ensure there is a safety liaison officer to monitor the incident scene.
III. All personnel, equipment and victims must be decontaminated if there is an indication that weapons of mass destruction have been used in the attack.  

A.
The decontamination process should include hot, warm and cold zones.


1.
The hot zone is the affected (or contaminated) area.
2.
The warm zone is the washing (or decontamination) area.
3.
The cold zone has not been affected and can only be accessed by clean (or decontaminated) individuals.
4.
Decontamination should proceed as follows: 
· have responders enter the hot zone after entering the cold and warm zones

· decontaminate individuals and equipment (using water, bleach or mild soap, brushes and plastic pools to retain the contaminated solution) in the warm zone
· extract victims to cold zone
· ensure responders are decontaminated before entering cold zone again

· dispose of contaminated solution properly.  
· Note: zones should be set up in such a way that wind blows toward the hot zone (see chart and arrow below).  The warm zone should include tents or plastic sheeting to protect the privacy of victims as they are being decontaminated.
	Hot Zone



	Warm Zone



	Cold Zone




5.
Be sure to decontaminate all individuals and decontaminate or discard all equipment, gurneys, blankets, etc.!

6.
Ensure that hospitals also follow the same process before admitting patients.
IV.
Emergency responders should do all they can to protect evidence and collect information vital for prosecution.
A.
Try to avoid disrupting the scene (leave things as they are if possible; disrupting scene may be unavoidable however).
B.
Be aware of persons entering or leaving the scene.
C.
Record the license plate numbers of vehicles leaving the area.
D.
Jot down descriptions of people and cars.
E.
Encourage witnesses to remain at scene until investigators come (if safe to do so).
F.
Take photos of the scene if you are able.
G.
Draw a map of the scene including evidence, victims, etc.

H.
Write an after action report.
I. 
Once evidence is obtained, ensure a chain of custody.
J.
Testify in a court of law if needed.

Objective 34.5
Be aware of other organizations that may assist in responding to terrorist attacks.

I.
Because terrorist events require technical knowledge and special skills, it is imperative that emergency managers know who can assist them at the local, state and federal levels.

A.
At the local level, emergency managers may request the assistance of the fire department, emergency medical services, the police department, hospitals, public health officials and the coroners office (see below or handout for details about responsibilities.

	Organization
	Roles and Responsibilities

	Fire
	· Isolate impact area and set up perimeter

· Position equipment and responders upwind, uphill and upstream from the incident site

· Assess downwind hazards and implement evacuation or shelter in place decisions

· Identify agenda and adjust scene layout if required

· Respond to victim needs with appropriate PPE

· Decontaminate all victims, responders and equipment as needed

	EMS
	· Implement mass casualty triage procedures

· Provide medical treatment as dictated by the incident

· Transport victims to definitive care facilities

· Determine mental health impact and treat accordingly

	Police
	· Share preliminary intelligence data with incident command and the EOC

· Notify and interact with the FBI

· Deploy law enforcement personnel, including bomb squads and tactical operations teams

· Assure incident security for first responders

· Collect and control evidence

· Apprehend and assume custody of suspects at the scene

	Hospitals
	· Implement lock-down of facility to ensure security

· Decontaminate and triage all arriving patients

· Track patients, including their symptoms, and communicate with public health officials
· Decide where to treat patients (internally or externally)

· Treat as dictated by nature of injuries

	Public Health
	· Conduct surveillance for evidence of epidemics

· Identify and control agent

· Determine and implement protective measures for the population, including immunizations or prophylactic medicines

· Work with police to implement quarantines if needed

	Coroners
	· Receive human remains

· Safeguard personal property

· Identify the deceased and notify next of kin

· Prepare and complete file for each decedent

· Photograph, fingerprint and collect DNA specimens as appropriate

· Provide death certificates

· Coordinate and release remains for final disposition


B.
States may have specially trained teams to assist in the detection of and response to weapons of mass destruction.
1.
For instance, Texas has a specially trained unit (6th Civil Support Team) to identify what weapon has been used and how to deal effectively with it.

C. Besides the Federal Emergency Management Agency, the federal government also has similar teams to assist in terrorism response. 

1.
The Center for Disease Control and Department of Homeland Security can help with detection. 
2.
The Federal Bureau of Investigation will mobilize to protect evidence and begin investigation for prosecution purposes.

3.
Under the Metropolitan Medical Response System, the federal government may also send pharmaceutical supplies to the scene of a terrorist event.      
· Large quantities of medicines, syringes and prophylactics are stored in secret locations around the United States.

· Pallets of these materials can be sent anywhere in the country within a matter of hours.

· Local governments, public health officials and hospitals are responsible to break down the pallets and distribute supplies to medical providers and, ultimately, to patients. 

· Because of the nature of biological terrorist events, the mobilization of the Metropolitan Medical Response System requires a great deal of logistical planning in advance; emergency managers may not have sufficient time to improvise a response when hours and minutes may have a profound impact upon the spread of the disease and survival rates.
4. 
Note: National Medical Response Temas (NMRTs) may also deploy for WMD events or provide medical standby support for National Special Security Events (NSSEs).

D.
Federal activities have also been labeled as crisis management or consequence management.

1.
Crisis Management is a law enforcement activity which includes intelligence gathering to prevent terrorist attacks or evidence collection for the purposes of prosecution.  The FBI was designated as the lead agency for crisis management.

2.
Consequence Management concerns typical emergency management response and recovery operations which also take place after terrorist attacks.  The Federal Emergency Management agency is in charge of consequence management.

3.
In light of the operational problems made evident across crisis and consequence management after the 9/11 terrorist attack, the Department of Homeland Security is now downplaying the use of these terms or at least trying to minimize the distinction of these functions (i.e., they are now viewed as integrated activities).

Questions to be asked:

1. What do terrorists desire and how do they operate?

2. What venues are most likely to experience a terrorist attack?

3. Are people’s responses to terrorist events similar to that of natural disasters?

4. How are terrorist events different than other types of disasters?

5. Why are terrorist events so dangerous for first responders?

6. How can responders protect themselves and evidence?

7. Who can emergency managers contact for assistance after a terrorist attack?
8. What is crisis and consequence management and should they be viewed as separate functions?

Possible Targets (Critical Infrastructure)

1.
Information and communications
· Computer networks

· Line-based phone systems

· Cell towers

2.
Electricity
· Power plants (nuclear and other)

· Step-up and step-down stations

· Transformers

3.
Transportation
· Airports

· Highways and bridges

· Ports

4.
Petroleum/chemical
· Oil wells

· Refineries

· Delivery and storage facilities

5.
Economic
· Banks

· Financial institutions

· Major corporations

6.
Water
· Dams

· Sewage treatment facilities

· Storage and distribution systems

7.
Emergency services
· Fire and police stations

· Emergency operations centers

· Hospitals

8.
Critical government services
· Mayor’s office

· City hall

· Court buildings

Nancy J. Wong, deputy director, national outreach and awareness, U.S. Critical Infrastructure Assurance Office (CIAO), www.icma.org/IssueIntersections/news.cfm?IID=8&newsID=1278&back=er.

Terrorist Incident Scene Dangers

· Thermal

· Radiological

· Asphyxiative

· Chemical

· Etiological

· Mechanical

WMD Indicators
Biological
Unusual numbers of sick or dying people or animals

Dissemination of unscheduled and unusual sprays, especially outdoors and/or at night

Abandoned spray devices with no distinct odors.

Nuclear
Presence of Department of Transportation placards and labels

Monitoring devices

Incendiary
Multiple fires

Remains of incendiary devices

Odors of accelerants

Heavy burning

Fire volume.

Chemical
Massive onset of similar symptoms in a large group of people

Mass fatalities

Hazardous materials or lab equipment that is not relevant to the occupancy

Exposed individuals reporting unusual odors and tastes

Explosions dispersing liquids, mists, or gasses

Explosions that destroy a package or the bomb devise alone

Unscheduled dissemination of an unusual spray

Abandoned spray devices

Numerous dead animals, fish and birds

Absence of insect life in a warm climate

Mass casualties without obvious trauma

Distinct pattern of casualties and common symptoms

Civilian panic in potential target areas, e.g., government buildings, public assemblies, subway systems, etc.

Explosive
Large-scale damage to a building

Blown-out windows

Scattered debris

Victims with shrapnel-induced trauma

Appearance of shock-like symptoms

Damage to eardrums.

How to Respond Safely and Effectively
· Be aware at all times

· Secure the scene

· Limit time in hot zone
· Keep a safe distance between you and agent 
· Utilize shielding

· Wait for hazardous materials teams if needed


· Create site safety plan and monitor compliance.

· Decontaminate all individuals at the scene and at hospitals
· Try to avoid disrupting the scene 
· Be aware of persons entering or leaving the scene
· Record the license plate numbers of vehicles leaving the area
· Jot down descriptions of people and cars

· Encourage witnesses to remain at scene 
· Take photos of the scene 

· Draw a map of the scene including evidence, victims, etc.
· Write an after-action report

· Once evidence is obtained, ensure a chain of custody

· Testify in a court of law if needed

Responsibilities of Local Departments and Organizations

	Dept/Organization
	Roles and Responsibilities

	Fire
	· Isolate impact area and set up perimeter

· Position equipment and responders upwind, uphill and upstream from the incident site

· Assess downwind hazards and implement evacuation or shelter in place decisions

· Identify agenda and adjust scene layout if required

· Respond to victim needs with appropriate PPE

· Decontaminate all victims, responders and equipment as needed

	EMS
	· Implement mass casualty triage procedures

· Provide medical treatment as dictated by the incident

· Transport victims to definitive care facilities

· Determine mental health impact and treat accordingly

	Police
	· Share preliminary intelligence data with incident command and the EOC

· Notify and interact with the FBI

· Deploy law enforcement personnel, including bomb squads and tactical operations teams

· Assure incident security for first responders

· Collect and control evidence

· Apprehend and assume custody of suspects at the scene

	Hospitals
	· Implement lock-down of facility to ensure security

· Decontaminate and triage all arriving patients

· Track patients, including their symptoms, and communicate with public health officials
· Decide where to treat patients (internally or externally)

· Treat as dictated by nature of injuries

	Public Health
	· Conduct surveillance for evidence of epidemics

· Identify and control agent

· Determine and implement protective measures for the population, including immunizations or prophylactic medicines

· Work with police to implement quarantines if needed

	Coroners
	· Receive human remains

· Safeguard personal property

· Identify the deceased and notify next of kin

· Prepare and complete file for each decedent

· Photograph, fingerprint and collect DNA specimens as appropriate

· Provide death certificates

· Coordinate and release remains for final disposition


Adapted from Ronald W. Perry, 2003, “Municipal Terrorism Management in the United States” Disaster Prevention and Management 12 (3): 190-202.
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