Testing and Exercising the Crisis Plan: 26
Instructor Guide



Session 26: Testing and Exercising the Crisis Plan

Time: 1 hour

Objectives:

At the conclusion of this lesson, students should be able to:

26.1
Understand the purposes of testing and exercising the crisis plan.

26.2 Identify and illustrate the four types of exercises.

26.3 Discuss the design and impacts of participation in a tabletop crisis exercise.

Scope:

This session introduces the students to basic crisis plan testing and exercise principles and gives them the opportunity of experiencing a tabletop exercise.

Readings:

1. Required Student Reading

American Red Cross & Federal Emergency Management Agency. Emergency Management Guide for Business & Industry: A Step-by-Step Approach to Emergency Planning, Response and Recovery for Companies of All Sizes. Washington, D.C.: Federal Emergency Management Agency (Section 1: 4 Steps in the Planning Process).

2. Professor Reading

Federal Emergency Management Agency. 1984. Exercise Design Course: Guide to Emergency Management Exercises, Washington, D.C.: Federal Emergency Management Agency. (Section entitled “The Exercise Program”, pp. 2-15)

Federal Emergency Management Agency. 1984. Exercise Design Course: Instructors Guide, Wasington, D.C.: Federal Emergency Management Agency, pp. 42-46.

3. Background Reading

Guy E. Daines. 1991. “Planning, Training, and Exercising.” Pp. 161-200 in Emergency Management: Principles and Practice for Local Government, edited by Thomas E. Drabek and Gerard J. Hoetmer. Washington, D.C.: International City Management Association.


Requirements:

1. At the end of the lecture covering objectives 26.1 and 26.2, the professor should have the class break up into four groups for a tabletop crisis scenario exercise Objective 26.3. Each group will be assigned to one of the following areas of responsibility:

a) Emergency shelter coordination and supplies

b) Communications

c) Physical plant

d) Travel assistance and transport coordination

2. Each group will be given a scenario package which includes assumed conditions, a scenario narrative, major sequence of events and detailed events (see Appendix A), with instructions as follows: “Take about five minutes to read through your respective crisis scenario. After that, take 15 minutes to prepare the possible anticipated actions for each detailed event for your group’s area of responsibility. The student assigned to be the note taker should write these on the poster paper. Following this, a reporter from each group will describe the group’s scenario and summarize its possible anticipated actions.”

3. As the purpose of this exercise is only to give the students the opportunity to experience a tabletop exercise, the professor should only comment briefly on the appropriateness of the groups’ response based on the suggestions provided in Appendix B (see “possible actions” listed for each of the four functional groups). After all of the groups have presented their conclusions to the class, the professor should focus a class discussion on the students’ experience of doing the exercise by asking the following questions:

a) “What did you learn from this exercise in terms of the purpose of conducting tabletop exercises?”

b) “What are the strengths and weaknesses of tabletop exercises for emergency management preparedness?”

4.
The professor can use this discussion to relate to the lecture topics of this session.

Remarks:

Objective 26.1

Reason for testing

and exercising

1. No athlete would ever participate in a competition without a plan or practice. Similarly, for crisis plans to be functional, they must be linked to testing and exercising. 

2. The most effective way of testing a crisis plan is by simulating a real crisis situation to exercise the participants and procedures. It is during exercise sessions that different operational problems can be elucidated and rectified.

3. The rudimentary purpose of exercises is to improve emergency operational readiness. In support of that aim, exercises can do the following (adapted from Federal Emergency Management Agency. June 1984. Exercise Design Course: Guide to Emergency Management Exercises, p.3).

a) expose weaknesses in the crisis plan

b) reveal resource gaps

c) improve coordination

d) clarify roles and responsibilities

e) improve individual performance of participants

f) gain public recognition of the crisis plan

Objective 26.2

Types of

Exercises

1. Based on the required reading assigned, the professor should ask the students to name the various types of training exercises. List the students’ responses on the board and elaborate on each exercise using the following material.

2. There are essentially four different types of emergency management exercises. Each exercise is progressively more realistic, and more complex than the previous (adapted from FEMA June 1984, pp. 6-11, 26-28 and Federal Emergency Management Agency. June 1984. Exercise Design Course: Instructors Guide, pp. 42-46)).

a) Training exercises are characterized as exercises that are low stress, require little preparation and do not really simulate real-life situations. The following are two types of training exercises:

1) Orientation seminar

2) Tabletop exercise

b) Functional exercises

c) Full-scale exercises
 

3. An orientation seminar is a familiarization to a plan, procedure, organization, or idea. 

a) Some reasons for conducting orientation seminars include the following:

1) To introduce or refresh participants to crisis plans and procedures

2) To test a new basic plan, standard operating procedures (SOP), annex, or appendices

3) When there is a change in personnel or leadership

b) An orientation seminar can be conducted using some of the following methods:


1) Lecture


2) Panel discussion


3) Media presentations using film, slides or other visual aids

c) Characteristics of orientation seminars include the following:

1) Can involve all levels of personnel, especially support service groups

2) Typically, the types of activities conducted include the following:

(a) walk-through

(b) role identification

(c) negotiation

3) Low to no degree of realism

d) Requirements for conducting orientation seminars include the following:

1) No prior exercise experience required

2) Preparation team with minimal experience

3) Approximately two weeks of preparation time

4) Leadership planning skills needed

5) A lecturer or facilitator usually leads the seminar

6) Materials required include a crisis paper plan

7) A conference room

8) No communication equipment required

4. A tabletop exercise is an activity where members of an emergency management group meet in a conference room environment to discuss their responsibilities and how they would react to a simulated emergency situation.

a) Some reasons for conducting tabletop exercises include the following:

1) To practice group problem-solving skills

2) To familiarize the chief executive with staff problem-solving techniques

3) To study a specific case or problem that presents a risk to the organization or destination

4) To access inter-agency coordination

5)  To train personnel in negotiation skills 

b) A tabletop exercise can take two different forms:

1) In its simplest form, a tabletop exercise will provide participants with a scenario narrative of an emergency situation along with optional maps, charts, etc.

2) In a more sophisticated form, the participants will still be given a narrative description of a simulated emergency situation. However, messages distributed to the participants will provide the actual stimulus for responses. 

c) Characteristics of tabletop exercises include the following:

1) Usually involve policy and/or coordination personnel

2) Activities included in tabletop exercises include the following:

(a) problem solving

(b) brainstorming

(c) resource allocation decision making

(d) task coordination

3) Medium to low degree of realism where a scenario narrative sets up the situation. 

d) Requirements for conducting tabletop exercises include the following:

1) Orientation seminar experience is preferable

2) A preparation team with some message writing experience is required

3) One month preparation time

4) Materials development and group discussion facilitation skills required

5) Problem messages will provide stimulus for response

6) Materials required include the following:

(a) Scenario narrative

(b) Low key messages

7) A conference room and minimal simulation facility

8) No communication equipment required

5. A functional exercise is an activity to test or assess specific functions of a crisis plan such as medical response, warning and communications procedures and equipment independently. 

a) It is a full simulation of an emergency complete with a scenario narrative, a timed sequence of messages, and communication between participants and simulators.

b) Conducting a functional exercise should be the basic goal of a crisis plan exercise program.

c) The stress level of a functional exercise can be adjusted by varying the following:

1) frequency of messages

2) intensity of activity

3) complexity of decisions

4) requirements for coordination

d) Some reasons for conducting functional exercises include the following:

1) To evaluate any function of a crisis plan.

2) To observe the physical capabilities of the emergency operations center (EOC) or command center.

3) To reinforce instituted policies and procedures.

4) To test rarely used resources.

5) To evaluate the adequacy of resources.

e) Characteristics of functional exercises include the following:

1) Involves policy and coordination personnel

2) Activities included in tabletop exercises include the following.

(a) decision making

(b) policy making

(c) negotiation

(d) coordination

(e) communication

3) High degree of realism due to the intensity of the exercise complete with fully simulated messages.

f) Requirements for conducting functional exercises include the following:

1) Participant prerequisite: completion of a series of progressively complex tabletop exercises

2) A preparation team with considerable experience and functional expertise is required

3) Approximately three months of preparation time

4) Promotional, logistical and simulation skills needed

5) Written message and some simulated transmission will provide the stimulus for response

6) Materials required include the following:

(a) charts

(b) maps

(c) messages

7) Appropriate exercise area and simulation facilities are required

8) Communication equipment such as telephone and selected radio are needed

6. A full-scale exercise tries to simulate a real-life emergency situation as closely as possible. 

a) The purpose of a full-scale exercise is to evaluate the operational capability of a crisis plan in an interactive manner.

b) This exercise involves the mobilization of personnel and resources as well as the actual movement of emergency workers, equipment, and resources required.

c) Full-scale exercises add an integration and coordination component to functional exercises.

d) A full-scale exercise should be the ultimate goal of crisis plan testing and exercising.

e) Some reasons for conducting full-scale exercises include the following:

1) To highlight organization’s emergency preparedness to the media and community

2) To test communications and coordination of information

3) To evaluate interagency cooperation

4) To test message handling

5) To assess resource and manpower allocation

f) Characteristics of full-scale exercises include the following:

1) Involves policy, coordination and operations personnel

2) Activities included in full-scale exercises:

(a) field operations

(b) field command post

(c) coordination

(d) negotiation

3) High degree of realism due to the intensity of the exercise which includes live transmission of simulated messages.

g) Requirements for conducting full-scale exercises include the following:

1) Participants should have had functional exercise and multiple drills experience.

2) A preparation team with considerable experience in functional, tabletop and drill exercises.

3) More than three months of preparation time required.

4) Master Sequence of Events List (MSEL) writing and simulation development skills needed.

5) Actual message transmission and written message will provide the stimulus for response.

6) Materials required include the following:

(a) Moulage

(b) victim tags

(c) field simulation

7) Emergency operation center, field scene and communication facilities are required.

8) Radio and telephones are needed.

Objective 26.3

Students will participate in a tabletop exercise. See Appendix at the end of this session for an example. Following the exercise the professor should facilitate discussion of the experience. Both the design and impacts of the exercise should be discussed.

Supplemental

Considerations

1. The professor should try to observe a tourism organization’s disaster exercise or a community disaster exercise prior to this session in the course. This would enable the professor to glean some examples to share with the students in class. In addition, encourage students to volunteer for future disaster exercises in their community.

2. For a more sophisticated form of the tabletop exercise, the professor has the option of distributing messages describing the detailed events to the students to provide the actual stimulus for response. Distributing the detailed events as messages in chronological order will increase the degree of realism for the exercise.

Course Developer

References

1. American Red Cross & Federal Emergency Management Agency. 1993. Emergency Management Guide for Business & Industry: A Step-by-Step Approach to Emergency Planning, Response and Recovery for Companies of All Sizes. Washington, D.C.: Federal Emergency Management Agency.

2. Guy E. Daines. 1991. “Planning, Training, and Exercising.” Pp. 161-200 in Emergency Management: Principles and Practice for Local Government, edited by Thomas E. Drabek and Gerard J. Hoetmer. Washington, D.C.: International City Management Association.

3. Federal Emergency Management Agency. 1984. Exercise Design Course: Guide to Emergency Management Exercises. Washington, D.C.: Federal Emergency Management Agency.

4. Federal Emergency Management Agency. 1984. Exercise Design Course: Instructors Guide. Washington, D.C.: Federal Emergency Management Agency. 

Appendix A

Hurricane Scenario

This scenario package includes assumed conditions, a narrative, two major events, and several more detailed events.

Assumed conditions

This exercise is designed for a major tourism destination located on an island in the middle of the Pacific Ocean. The exercise simulates decisions and actions taken in a hotel emergency operation center (EOC).



Narrative


On Thursday, the National Weather Services (NWS) issues information about the formation of a storm in the southwestern Pacific that appears to have hurricane potential. Tropical Storm Iwaki crosses the Pacific toward the island group and builds in breath and intensity. On Friday morning, the NWS upgrades the status of the tropical storm to Hurricane Iwaki and issues a hurricane watch for a wide expanse of the western coastline of the island group that includes many resort hotel areas. Twelve hours later, the NWS issues a hurricane warning that landfall will occur sooner than expected. The hurricane appears to be gaining speed and intensity and, if the tracking path continues unchanged, will pound heavily populated areas, and many newly developed resort areas. The hurricane has sustained winds of 130 mph, reaching 160 mph at its center.


It is now early Saturday morning. The general manager of the Wesyatt hotel received a phone call from the island’s director of civil defense of the impending evacuation of the hotel properties in the Upipo Beach area. He immediately assembled his team of managers at the hotel’s emergency operation center (EOC). 



Major sequence of events and detailed events

Major event:
Because the Wesyatt hotel was located well above the normal high tide, officials 


felt that its 500 guests could remain on site. Guests were assembled in the 



ballroom. The windows in the ballroom were boarded up. 

Detailed event:
By 3:00 p.m., the sound of the wind beating on the ballroom roof indicated 


that the hurricane was nearly upon the hotel. The roof seemed to have 



been badly damaged by the winds’ pounding. The roof appeared to be 



breathing, and its motion was sufficient to make the 
chandeliers sway.

Detailed event:
The hotel had already lost its power supply. The hotel’s emergency 




generator could provide only limited power for ten days. The 500 guests 




as well as the 100 employees have to be fed.

Detailed event:
The municipal water supplies had been cut off. The dishwashing




equipment was not functioning. Without power and water, sanitation was a 




major concern.



Major sequence of events and detailed events

Major event:
Hurricane Iwaki left the island early Saturday evening. By 6:00 p.m., the center of



Hurricane Iwaki was reported 50 miles north of the island group, moving north at 



30 mph. 

Detailed event:
At 10:00 p.m., the NWS downgraded the weather status from hurricane 




warning to tropical storm warning. Initial assessment of the hotel found 




that not too many rooms had been lost, but the power was still out and 




there were no telephones or running water.

Detailed event:
On Sunday, many of the hotel guests were anxious about leaving the 




island and getting news back to their families and friends back home.

Detailed event:
Within days, all the hotel guests had been evacuated from the island and




the cleanup effort began in earnest.



Appendix B

Hurricane Scenario: Possible anticipated action suggestions

Key:

Group (a) - Emergency shelter coordination and supplies

Group (b) - Communications

Group (c) - Physical plant

Group (d) - Travel assistance and transport coordination

Major sequence of events and detailed events

Major event:
Because the Wesyatt hotel was located well above the normal high tide, officials 


felt that its 500 guests could remain on site. Guests were assembled in the 



ballroom. The windows in the ballroom were boarded up. 

Detailed event:
By 3:00 p.m., the sound of the wind beating on the ballroom roof indicated 


that the hurricane was nearly upon the hotel. The roof seemed to have 



been badly damaged by the winds’ pounding. The roof appeared to be 



breathing, and its motion was sufficient to make the 
chandeliers sway.

Possible actions:
Group (a) Evacuate the guest from the ballroom into the hallways in the 



back of the house.



Group (b) Maintain regular communication with hotel guests by giving 



damage reports to guests. Establish a message board for posting 




announcements on the status of the storm, and evacuation notices. 




Distribute portable short-range two-way radios to managers, coordinators 



and security staff. 
Detailed event:
The hotel had already lost its power supply. The hotel’s emergency 




generator could provide only limited power for ten days. The 500 guests 




as well as the 100 employees have to be fed.

Possible actions:
Group (a) Food should have been prepared in advance as soon as news of 



the impending hurricane was received. It is important that there should be 



food throughout the duration of the storm.



Group (b) Maintain regular communication with hotel guests on status of 



the storm.



Group (c) Hand out emergency light sticks that would glow for 12 hours. 



Restore power supply using the emergency generator immediately.
Detailed event:
The municipal water supplies had been cut off. The dishwashing




equipment was not functioning. Without power and water, sanitation was a 




major concern.

Possible actions:
Group (a) To conserve fresh water from the hotel’s holding tanks, 




disposable utensils should be used. 




Group (c) Water should have been collected in the bathtubs of the guest 



rooms as soon as news of the impending hurricane was received. Seawater 


can be hauled to flush toilets and clean the property.



Major sequence of events and detailed events

Major event:
Hurricane Iwaki left the island early Saturday evening. By 6:00 p.m., the center of



Hurricane Iwaki was reported 50 miles north of the island group, moving north at 



30 mph. 

Detailed event:
At 10:00 p.m., the NWS downgraded the weather status from hurricane 




warning to tropical storm warning. Initial assessment of the hotel found 




that not too many rooms had been lost, but the power was still out and 




there were no telephones or running water.

Possible actions:
Group (a) Allow guests to return to their rooms. Reassigned guests to 



other rooms if their rooms were damaged by the hurricane.




Group (b) Routinely post notices of important information, especially on 



the status of the facility and other important venue (e.g. restaurants, 



telephone service, electrical service and transport).



Group (c) Conduct a search of the hotel premises for downed electrical 



and telephone lines, broken gas, water or sewage pipes, damaged 




structures, and other immediate dangers. Record all damage.

Detailed event:
On Sunday, many of the hotel guests were anxious about leaving the 




island and getting news back to their families and friends back home.

Possible actions:
Group (b) Post notices on the availability of airline seats as they become 



available. Help guests communicate with their families and friends.



Group (d) Identify commercial and emergency travel coordinators for the 



airline. Announce the availability of emergency travel assistance. Contact 



tour directors and determine transport requirements.

Detailed event:
Within days, all the hotel guests had been evacuated from the island and




the cleanup effort began in earnest.

Possible actions:
Overall - Organize employees for cleanup effort. Give employees the 



option of staying on the payroll to help with the cleanup or take time off to 


deal with their family’s needs. Inform employees of the hotel’s status, how 


the hotel can help their families, and when they should return to work or 



go home. 
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