Session No. 11

Session Title:

Operational Problems and Technology
Time:


Three Hours

Objectives:

At the conclusion of this session, students should be able to:

11.1
Discuss historical issues involving technology.

11.2
Discuss systems issues involving technology in emergency management:

· Human versus Mechanistic Systems

· The Contingency Approach

· Failures of Complex Systems

· The Emergency Management System

· Human Development of Technology

· Organizational Boundaries

· Tools that Facilitate Multiple Acceptable Solutions

· Technology as an Adaptive Mechanism to Change

11.3
Discuss problems that may result from the use of technology:

· Remote Access to Information

· Information Overload

· Data Integration

· Real Time Response Data

11.4
Discuss strategies to address common technology problems.

11.5
Discuss the interplay of technology, politics, economics, demographics and environmental change.

11.6 
Discuss strategies to address technology problems.

11.7 
Examine network security and control issues in emergency management.

11.8
Clarify the role of the emergency manager in the technology system.
Scope:
This session will identify and examine problems that may be encountered by local and state agencies in using technology applications in emergency management. Strategies to prevent and minimize the adverse impact of these problems will be discussed. Recommendations for enhancing the use of technology by state and local emergency management will be provided.
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Remarks:

11.1
Historical Issues Involving Technology

Question for the Class:
Drabek conducted a study of how local government emergency management units use computers. He found that they encounter many problems in applying computers to emergency management activities. These problems are listed below. Given that this study was published in 1991, do you believe that local governments currently face the same issues? Why?
· The data input process—Entering data required too much time.

· Computers in the office were not capable.

· Software issues: Information on software was not readily available.

· Budget restraints.

· Once implementation had begun, many local managers wanted to do more than they had envisioned with the computer.

· As computers were obtained, staff saw the need for even more computers.

· Staff training and adequate technical staff were major barriers.

· Technical support resources do not understand emergency management.

Question for the Class:
In The Road Ahead, Gates discusses several issues associated with emerging technology and the use of computers and the Internet. Do you agree that these are the issues faced by emergency managers at the national, state, and local level? How? 

· Technology and networking: the need for adaptability
· Need for an enormous breadth of sources of data

· Ease of use of technology

· Data quality and availability

Gates explains key issues that will be important to the emergency manager and to anyone using the technology at the local, state, or national level. 

Technology and networking provide an important means of communication within the emergency management system. Local emergency managers are obtaining access to the Internet and using wireless phones pagers. This not only provides improved communication but also provides the emergency manager with additional flexibility. Small offices are very dependent on communication and the communication technology enables the small emergency management operation to function as any other. 

The technology of the Internet provides emergency managers with broad access to data. As local managers increase their skill in using Internet tools, they will obtain and use data and information in a more timely manner.

The ease of use of the technology is critical to the emergency manager. So much of the technology that is being used by the emergency management community has come from highly technical research efforts. The technical development staff must package the technology in an easy to use manner that requires limited training and support.

The data quality and availability is essential to any user including the emergency manager. Documenting the source of the data and its intended use should be conveyed to any user especially where property and lives are at risk. 

11.2
Systems Issues

Human Systems versus Machine Systems 
Question for the Class: Alter (1996 pp 323 – 355) examines the strengths and weaknesses in human systems versus machine systems. Elements for comparison include the following: 


People
Machines

Element







Endurance
Get tired and bored
Never get tired or bored

Consistency
Often inconsistent
Operate consistently

Speed
Slow
Fast

Memory
Often forgets things
Retrieving data complex

Ability to perform

  programmed tasks
Yes but may be bored
Can perform totally structured

tasks

Understanding
Can see meaning in tasks
Unable to see meaning in tasks

Imagination
Invents ideas/associations
Unable to invent ideas

Ability to see the

  whole
Recognizes the whole
Recognizes the detail

Alter does not suggest that the choice is whether to use human- or machine-centered systems, but rather how to design the technology to use the strengths of each. What can be done to take advantage of the machine system that may be acceptable to individuals? 

· The technology system must be user friendly.

· Recognize that technology can have a positive and negative impact on worker health and safety (video display terminals, keyboard design—ergonomics).

· Make use of the automation that goes along with technology.

· Preserve and enhance social relationships with technology

· Provide training—the technology needs human skill and knowledge; thus training is critical to effective implementation.

· Involve staff in planning for changes in the business process to ensure understanding and commitment.

· Consider that privacy may be an issue with employees, clients, or the public. 

· Monitor information access and data input processes.
The Contingency Approach

Management is not based on simplistic principles. The effectiveness of any organization is based on many variables or factors. The contingency approach suggests that outcomes vary depending on the combination of these factors and that there is no “one best way.”

Question for the Class: The designers of many technology systems used in emergency management often imply or openly state that the “system” will solve your problems. The technology is based on many assumptions but does suggest a “one-best-way approach.” How do you view technology in emergency management? Do you agree with the “one best-way approach?” Is this in conflict with the “contingency theory?” 

The use of GIS in local governments provides an excellent example of this “one-best” consideration. Mapping and GIS is quickly growing in use at the local level. Both Intergraph Corporation (GEOMEDIA) and ESRI (ArcView) have targeted local governments as priority users of GIS. Both companies provide free software and maps to counties. Which is the best software depends on the user’s goals and capabilities.

Developing and organizing a comprehensive mapping capability at the local level can be done in many different ways, including setting up a separate GIS unit reporting to the county chief executive officer (CEO) or designating emergency management as the GIS unit. Planning, public works, engineering, or permitting units all can provide the technical capability to serve the local government. Since so many local governments have a very limited number of staff, designating one unit to serve the local government has proven to be an excellent approach. The best approach depends, again, on the goals and capabilities of the local government units and their willingness to assume a new role. 

Failures of Complex Systems

Question for the Class: Some contend that failures of complex systems are inevitable, regardless of the care of operation and the redundancy of safety mechanisms. Do members of the class agree with this statement?

Emergency managers should assume that the system will fail and plan on alternative means of achieving the goals. Planning is the key. 

The Emergency Management System: Human Development of Technology

Social organizations are not natural like mechanical or biological systems; they are contrived. They have a structure, but it is the structure of events rather than physical components, which cannot be separated from the processes of the system. The fact that social organizations are contrived by human beings suggests that they can be established for an infinite variety of objectives and do not follow the same life-cycle pattern of birth, maturity, and death as biological systems. Social systems are made of imperfect systems. The cement which holds them together is essentially psychological rather than biological. They are anchored in the attitudes, perceptions, beliefs, motivations, habits, and expectations of human beings.

Question for the Class: How does the “technology” hold the emergency management system together? 

The technology, through communication tools such as email, computer video conferencing, or common phone conference calls, serves as a means of linking members of a system. By itself, the technology does not ensure that the system will work, but serves as a support mechanism to make it easier for members of the system to make contact. Since there are many ways that technology can help link emergency managers through communication, information systems, or data, technology helps to make the system more effective. 

Organizational Boundaries

These are the demarcation lines or regions defining system activity. Boundaries constitute a barrier for many types of interaction between people on the inside and people of the outside, but they include some facilitating device for the particular types of transactions necessary for organization functioning. Boundaries set the domain of the organization’s activities. Management helps define and regulate the boundaries by serving as a linchpin or boundary agent between the various parts of the system to ensure integration and cooperation. 

Question for the Class: How does the use of technology in emergency management help overcome the natural barriers between agency boundaries? 

The technology offers emergency managers from different jurisdictions with a means of communication. An illustration to clarify this idea is provided by the Shelter Taskforce, composed of parish emergency managers who represent a region of the state of Louisiana. As storms develop in the Gulf of Mexico, the Taskforce is activated by electronic mail with daily and in some cases hourly updates. The Taskforce chairman is able to keep members up to date on current needs and poll members on input to problems. The Taskforce uses email as the primary means of communication since it allows all users quick access to information and is much easier to manage than frequent telephone conference calls.

Technology: Tools That Facilitate Multiple Acceptable Solutions

In physical systems there is a direct cause and effect relationship between the initial conditions and the final state. Social systems operate differently. The concept of equifinality says that final results may be achieved with different initial conditions and in different ways. Equifinality suggests that the social organization can accomplish its objectives with varying inputs and with varying internal activities. The system is not restrained by the simple cause and effect relationship of a closed system. Open systems are not comprised of fixed cause and effect linkages. Rather they are characterized by equifinality, meaning that the same outputs can be achieved in multiple ways, with different input and different transformation processes. In this regard, the systems approach encourages managers to think globally in searching for and comparing potential courses of action for achieving goals (Bedeian, 1990).

The closed system cause and effect relationship adopted from the physical sciences would suggest that there is one best way to achieve a given objective. The concept of equifinality suggests that the manager can vary the input, transform it in a variety of ways, and achieve satisfactory output. The management function is not necessarily one of seeking a rigid optimal solution but rather one of having available a variety of satisfactory solutions to a decision.

Question for the Class: “Equifinality” suggests that in a social system there is no “one way” for the system. Do the members of the class believe that there is no one way of using technology in emergency management? 

Emergency management information systems provide an excellent example of the principle of “equifinality.” For the emergency manager, there are several excellent options, including CAMEO, EM2000, and EIS. Depending on the user’s needs, financial resources, and staff capabilities, the emergency manager has good reasonable choices. A second example involves a decision to order evacuation in a disaster. Resources including computer disaster modeling programs, geographic information systems, and database information systems provide the emergency manager with extensive tools for understanding the impact of a disaster on the community. These resources provide the manager with information that can be used to decide if an evacuation is required, when to order an evacuation, and the best route for a specific neighborhood. Each tool provides assistance for the emergency manager; however, the absence of any of these tools does not prohibit the emergency manager from making the decision. The outcome of a decision, even without any use of the technology, could be a safe and effective evacuation. 

Technology as an Adaptive Mechanism

In order to maintain an equilibrium, organizations must have maintenance mechanisms which ensure that the various sub-systems are in balance and that the total system is in accord with its environment. The maintenance mechanisms attempt to prevent the system from changing so rapidly that the various subsystems and total system become out of balance. The adaptive mechanisms are necessary in order to provide a dynamic equilibrium, one which is changing over time. These mechanisms allow the organization to respond to changing internal and external requirements.

An open system may attain a state where the system remains in a dynamic adaptation through the continuous inflow of resources, transformation and output. By this process, the organism obtains the additional energy that renders it productive and capable of attaining stability even in a complex environment. In this way, an organization is able to adapt to changes in its environment and to maintain a continual steady state. It is a balance of relationships and forces which allows the total system to perform effectively. An organization must make continual adjustment to environmental and internal forces.
11.3 
Problems that Result from the Use of Technology

The more widespread use of remote access sensors to generate valuable data to be used in a crisis is critical. An example noted in earlier sessions is the USGS, which installed comprehensive stream monitoring systems in areas most vulnerable to flooding. This system provides information to the emergency manager on the height of the water and also collects weather data from the sensors.
Question for the Class: What problems could develop with more use of data from remote access sources? 

Information overload: This can be an unintended result of the increasing attention to technology. An example would be the use of national chemical databases that provide detailed information on hazardous chemicals. The information provided by these sources may be far more than is required by the emergency manager, and there may be numerous sources of this detailed data. 

If a communication system is highly centralized, even a limited emergency can result in communication bottlenecks. Sub-networks may need to be created to divert communication from the operations center. By examining elements of the emergency management system, emergency managers can design a plan for distributing computing capability. 

Information Access: Emergency managers should assume that the communication links to these centralized databases (remote access) may be cut off during an emergency or routine business operations. Plans should be developed to address this issue.

Question for the Class: Identify and discuss where information overload could develop in emergency management.

Data integration: Many organizations have been struggling to cope with increasing demands for timely and accurate data to support continuous decision making. As a result, large centralized systems have been adapted to more distributed databases. Maintaining linkages and integration of the data is critical in times of crisis. In the future, data will include more databases (relational), but also digital libraries and multimedia databases maintained in a distributed environment. Documentation on the source of data and on data types will be critical to ensuring that information is used for its intended purpose. 

Question for the Class: What barriers hinder agency data integration efforts? What problems could develop if agencies adopt distributed database systems? 

Data sharing and integration between local government units is always an issue for local managers. Cooperation between law enforcement and other public safety agencies including 911 operations, public works, planning and permitting, education, and social service agencies varies in each jurisdiction. A critical responsibility for the emergency manager is to develop a cooperative spirit between these agencies to support emergency management activities.

Question for the Class: What problems could arise with greater use of real time data systems?

Real time response data: Effective decisions are based on appropriate, up-to-date information. Real time response data enhances the basis for decision making. The technology provides new opportunities for collecting and gaining access to real time response data.

Managers using the technology in emergency management fear the loss of power—the failure of the computer or the emergency management computer program application. Access to real time weather data could be terminated because of communication problems, a failure involving the sensor at the incident, or failure of the system operator to correctly use the technology. The fears develop from a dependency on the technology and a lack of alternative methods for addressing the emergency. 

The USGS provides an example of real time data. The USGS gathers information on water levels in streams and rivers and makes direct on-line access to this information available through the Internet. The information is used by emergency managers make decisions about road and bridge closings, warnings to the community, evacuation orders and routing. Access to this data source is critical to communities that are subject to periodic flooding. More detailed information on the USGS stream gage system is provided in the “Direct Sensing” unit of this course.

A second example of real time data is the use of remote sensing in accurately identifying forest fires in Florida during the spring of 1998. Satellite images were used to direct forest fire and residential fire suppression operations in Florida. Access to this information becomes even more critical when response units cannot determine where the fire exists.
11.4
Recommendations to Address Problems

Question for the Class: The report Computing and Communications in the Extreme: Research for Crisis Management and Other Applications, published by the National Research Council, made several recommendations for action. Do you agree with the recommendations that follow? What recommendations would you make?

1.
Develop user-centered systems: Technology must be created for the user. Ease of use and application for the operations staff must be essential criteria in the system and application design. Input from a variety of users must be included early on in the system design. As a result, a broader, interdisciplinary team may need to test the system to ensure its successful application. This facilitates a better understanding of the system and encourages collaboration. To ensure successful response, it also is necessary to train the staff in the use of the system. 

2.
Using customized and off-the-shelf systems: Many local government agencies involved in emergency management evaluate the utility and cost of integrated emergency management software by comparing it with third-party software. The third-party software is usually designed to address a single emergency management function, such as weather forecasts, emergency alert, or specific database maintenance. Usually, the integrated emergency management software has a higher cost; but this may be balanced by greater assurances of upgrades, maintenance, training, and user acceptance. As emergency management functions become increasingly computer aided, there is a greater need for links among the different parts of the system and easy access to the information stored in it. In the end, the integrated software could be more cost effective and offer a greater capability to link to other agencies in the emergency management system. 

3. Take into account human factors

a.
Emergency management technology needs to be easy to use for anyone in the emergency management process. It should not be viewed as an “expert system” available only to a select few. 

b.
Continuous training for officials will be necessary for the effective use of technology in crisis situations. 

c.
Dependence on information technology is not absolute; fire fighters can continue to put out fires without computerized maps, and managers can write reports with pens and paper. But continued improvements in the quality, efficiency, accessibility, and dependability of information brought about through technology can enhance our ability to manage in emergencies. 

d.
Technology may be run on a user-centered system, making the interface between man and machine easier and more useful (examples are speech, touch screen or visualization applications).

4.
Take into account organizational factors that affect technology

a.
Public organizations have been facing critical financial limitations. Expenditures for technology must be viewed as cost effective, especially in serving the community in non-emergency operations. 

b.
Networking will enable agencies to communicate easily, but with safeguards. 

c.
More frequent communication can allow for new arrangements between agencies at the local, state, or national levels and especially between agencies and the academic and business communities.

11.5
The Interplay of Technology, Politics, Economics, Demographics, and Environmental Change

Question for the Class: 
Stanley and Waugh (1999) suggest that the future of state and local government in the U.S. will be shaped by a combination of forces, including technology, politics, economics, demographics and environmental change. Ask the class if they agree with the authors. Have them explain their response.

Governments will encourage self-sufficiency in preparedness, response, recovery and hazard mitigation within individual neighborhoods and communities. Governments will partner more with the private sector to maximize the greater potential of resource utilization within the community. There will be increased privatization of the public sector. . . .The emergency manager of tomorrow will be the catalyst to eliminate the incongruities between government agencies, operating not in isolation but in relation to all other departments and agencies within government. (Stanley and Waugh 1999.)

11.6
Future Strategies

Question for the Class: In Drabek’s study of the use of computers in emergency management (1991), he makes several recommendations to emergency managers interested in using computers in their operations. With technology so pervasive in today’s organizations, are these recommendations still appropriate today? What would you add or delete from this list?

· Develop an effective relationship with vendors

· Determine an effective relationship with consultants

· Train staff

· Database acquisition from other parts of the city or county governement

· Do not waste time reinventing your own database format

· Recognize that extensive databases are available from other local and state agencies

· When starting out, implement one or two simple databases, like the local resource inventory, then let the system grow with you
· Recognize that technology is here to stay

· Be aware that, for coordinating emergency responses, graphics and mapping capabilities are most relevant

· Recognize that inventory updates are even more essential than the initial purchase of the basic equipment

· Assume that your first computer will be just that—your first computer
11.7
Network Security and Control

Questions for the Class:
Jamniczky in “EMS Network Security Applications of the Future,” raises concerns that the technological infrastructure must be controlled. Although the author addresses security, controls, data integration, and contingency analysis in power utilities, what concerns should emergency management have in addressing these concerns as networks provide greater links within and between organizations?

Emergency management shares the same concerns as those expressed in the article by Jamniczky, including security, controls, data integration, and contingency analysis. Collaboration between government units becomes more important as agencies become more interrelated. Although this type of collaboration is difficult to develop and time-consuming, the payoffs are significant. Where agencies have common goals, interagency collaboration becomes easier.

The California Office of Emergency Services has initiated an “Emergency Information Infrastructure (EII)” to foster the development and application of advanced telecommunications networks to support emergency management. What do students believe should be done to ensure that state and local emergency managers are not hampered by a lack of knowledge about advances in technology?

Training and education are essential to effectively using the technology. Emergency management agencies must initiate frequent and comprehensive programs to keep staff up-to-date on the use of technology. Employees and volunteers should be encouraged to identify learning resources for their agency.

Question for the Class: Do members of the class believe that the use of technology in emergency management assists organizations in adapting to change in a complex environment or hinders them from doing so? 

Emergency 911 operations provide an excellent use of technology for emergency management. That technology is an aid to emergency management agencies is illustrated by the use of caller identification, computerized mapping systems with up-to-date street and road addresses, photographs of the local community for use in geographic information systems, and easy to use communication systems that provide quick access to response agencies. Technology can be a helpful tool allowing the emergency management agency to adapt to the changing nature of disasters.

11.8
The Role of the Emergency Manager

The view of the organization as a system suggests a very special role for managers in this emergency management system. In the past, the emphasis was upon economic technical rationality. This is a closed-system view and is appropriate for the technical level but not for the organizational or institutional level. The view of the open system creates a more difficult role for management. It must deal with uncertainties and ambiguities and must be concerned with adapting the organization to new and changing requirements. Management is a process, and it spans and links the various sub-systems. 

The basic function of management is to align not only people, but also components of the institution itself, including technology, processes, and structure. It attempts to reduce uncertainty at the same time as it searches for flexibility.

In Reengineering Management, James Champy suggests that an organized entity faces a significant barrier in attempting to bring change to its organization. This barrier is management itself. Reengineering occurs when we introduce new technologies and change the system. New technologies require a new configuration and change. The introduction of new technologies provides an opportunity to reassess the emergency management process, including the role of technology. Champy also believes that the manager must get close to the nature of the change so that a full understanding of its implications can be understood. Managers need some of the details to understand, but they really need a broad perspective. 

Champy was not writing just about emergency management or technology; however, he was saying that the manager must view something like the introduction of technology as a change in the system. Therefore, according to Champy’s theory, the manager should examine the impact that the technology will have on the current system and how this change can be implemented effectively. 
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