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Objectives: At the conclusion of this session, the students should be able to:

10.1 Discuss techniques to reduce the vulnerability of people who may be targeted by terrorists.

10.2 Discuss techniques to reduce the vulnerability of people and facilities to domestic terrorism.

10.3 Discuss techniques to reduce the vulnerability of people and facilities to international and transnational terrorism.

________________________________________________________________________

Scope


This session focuses on the range of nonstructural mitigation measures that can be used to reduce the potential losses of life and property from terrorist violence. The discussion includes measures that can be taken by individuals to protect themselves, as well as measures that can be implemented by public, nonprofit, and private organizations in the United States and overseas. The session also provides two simulation exercises for students to test their knowledge of the personal and organizational risk reduction techniques discussed in the session and their own common sense. 

________________________________________________________________________

Readings:

1. Readings for Students:
Lloyd G. Nigro and William L. Waugh, Jr., “Workplace Violence Policies and Programs in Local Government,” Municipal Yearbook 1998 (Washington, DC: International City/County Management Association, 1998), pp. 3-8.

Jessica Stern, “The Prospect of Domestic Bioterrorism,” Emerging Infectious Diseases, Vol. 5, No. 4 (July-August) <http://www.cdc.gov/ncidod/EID/ vol5no4/stern.htm>.

2. Readings for the Instructor:

Lloyd G. Nigro and William L. Waugh, Jr., “Violence in the American Workplace: Challenges to the Public Employer,” Public Administration Review 56 (July/August 1996): 326-333.

Jonathan B. Tucker, “Historical Trends Related to Bioterrorism: An Empirical Analysis,” Emerging Infectious Diseases, Vol. 5, No. 4 (July-August 1999) <http://www.cdc.gov/ncidod/EID/vol5no4/tucker.htm>.

3. Recommended Readings for the Instructor:

Ian O. Lesser, Bruce Hoffman, John Arquilla, David Ronfeldt, and Michele Zanini, Countering the New Terrorism, with a Foreword by Brian Michael Jenkins (Santa Monica, CA: RAND, 1999).

U.S. Department of Personnel Management, Dealing with Workplace Violence: A Guide for Agency Planners <http://www.opm.gov/workplac/index.htm>, April 7, 1998.

Federal Protective Service, What You Should Know About Coping with Threats and Violence in the Federal Workplace <http://www.gsu.gov/pbs/fps/fps1.htm>, June 1996.

________________________________________________________________________

Remarks

There are very important differences between structural mitigation and nonstructural mitigation techniques. The distinction between the two approaches is more often made in terms of reducing losses from floods, but it is also important in terms of reducing the hazard of terrorism. For example, it is relatively easy to secure a facility or person by providing guards, iron bars, electrified fences, surveillance cameras, and other physical security measures. Structural mitigation measures are effective as long as few people need to enter the facility or the person being guarded does not need to leave. Structural measures may be less effective in public facilities where large numbers of people have access. Physical security is often time-consuming, as well. 

Nonstructural mitigation programs, such as training potential targets to reduce their own vulnerabilities, making it more difficult for terrorists to find weapons and money, and integrating measures to reduce the likelihood of losses and to speed recovery into response plans may be easier for public agencies to fund and implement.

There is some overlap in the kinds of hazard reduction measures included in the National Institute for Occupational Safety and Health (NIOSH) and Federal Protective Service (FPS) programs discussed in this session. Some of the mitigation measures are structural and some may be more accurately categorized as preparedness. Instructors might ask students to categorize each of the guidelines as they are discussed.

The two simulations in this session are designed for 50-minute to one-hour class periods. It may be easier to ask students to read the scenarios before class and to be prepared to discuss them, but it may be more instructive for them to respond to the scenarios without having the time to analyze them thoroughly. The first simulation might be used before students read about how to reduce the risk to individuals and small offices in remote locations, although they should be able to suggest more mitigation measures after the discussion. Both simulations are condensed versions of larger exercises and, therefore, can be expanded if the instructor wishes to spend more time on practical applications of the mitigation measures.

________________________________________________________________________

Objective 10.1 

Discuss techniques to reduce the vulnerability of people who may be targeted by terrorists

Terrorism is only one of many violent risks in public, private, and nonprofit organization workplaces, in American homes, and in society at large. 

For example, Americans face threats of violence from common criminals, family members (including spouses) and other intimates (e.g., boyfriends and girlfriends), acquaintances (including sexual violence), alcohol and drug abusers, mentally ill individuals, and patients and inmates, as well as terrorists. 

Some violence is random and there is little that one can do to protect oneself and some violence is clearly targeted or localized and may be avoidable.

The American public and public officials often associate terrorism with other forms of violence (as pointed out in Session 3 on domestic terrorism). While there are important differences between the various forms of terrorism and these other forms of violence, there are “all hazard” mitigation strategies that can reduce vulnerabilities to many forms of violence.

For example, NIOSH has been developing guidelines to reduce the risk of workplace violence in a variety of high-risk occupations. In general, the riskiest occupations are 

· taxicab drivers,

· law enforcement officers,

· hotel clerks,

· gas station workers,

· security guards,

· stock handlers/baggers,

· storeowners/managers, and

· bartenders.

The common risk factors are occupations that involve working alone, in isolated locations, during early or late hours when there are few people around, and where there are valuables that criminals or terrorists might want to steal. 

For public employees, the risk factors include dealing with criminals and mental patients and being targeted by those who have a grievance against the government. 

While there is some expectation that people working in law enforcement and the military may be more at risk than others, there is some risk to almost all people working in public and private workplaces.

Justice and public order establishments (e.g., courts, police, legal counsel and prosecution, corrections, and fire protection) were determined to have a homicide rate almost five times the national average (NIOSH, 1993). 

Law enforcement officers, judicial officials, revenue agents, and employees in regulatory agencies are the logical targets of people who are angry or have a grievance.

To-date, guidelines have been developed for convenience stores and for public employees.

Most of NIOSH’s recommendations for reducing the likelihood of robberies and violence against clerks (1993) are simple common sense and can be applied in a variety of organizational settings. 

For example, criminals and terrorists may be discouraged from attacking if there are two or more employees working together, the facility is open to public view (e.g., not hidden by signs posted in windows), there is good lighting, there is an alarm system, and/or there is frequent monitoring of the office or facility by law enforcement officers, security guards, or other agency employees.

NIOSH also recommends that valuables be stored out of sight and that jobs be redesigned to reduce the number of employees working early or late hours (when there are few employees around) and in remote locations.

Similar guidelines are provided for public employees, particularly social workers and other case workers who visit client homes and workplaces alone. 

NIOSH recommends that such workers keep their offices apprised of their whereabouts and stay out of situations that make them feel in danger or simply make them feel uncomfortable.

Public agencies are often housed in locations that may put employees at risk of street violence. 

For example, public buildings are frequently used to anchor downtown redevelopment projects and are more likely to be located downtown than in the suburbs. Therefore, public employees may be at greater risk from common criminals and terrorists outside of their buildings, e.g., walking to and from parking lots, and inside their buildings (Nigro and Waugh, 1998).

Some private sector organizations, including restaurants and hotels, have successfully reduced the risk of violent attacks on employees by instituting a policy of employees greeting everyone who enters their facilities. The greeting assures that employees pay attention to people who enter their facilities and assures that intruders know that they have been seen and are likely to be identified if necessary. 

Similar policies of observing and greeting strangers in public buildings might reduce the incidence of crime and, possibly, terrorism. 
The Federal Protective Service (FPS), as well as other agencies, provides guidelines for public employees on how to deal with threats of violence. 

For example, if threatened by someone with a gun, knife, or other weapon, you should:

· Stay calm. Quietly signal for help. (Use a duress alarm or code words.)

· Maintain eye contact.

· Stall for time.

· Keep talking---but follow instructions from the person who has the weapon.

· Don’t risk harm to yourself or others.

· Never try to grab a weapon.

· Watch for a safe chance to escape to a safe area (FPS, 1996).

Individuals may also be targeted at their homes, as some U.S. Forest Service personnel and law enforcement officers have been targeted by anti-government terrorists and doctors have been targeted by anti-abortion terrorists.

FPS offers also general guidelines for protecting homes and families (the structural mitigation measures were summarized Session 9), including

· surveying the home and lifestyle to determine vulnerabilities,

· discussing home security and family emergency plans only with family members and neighbors,

· meeting neighbors and involving them in your security plan,

· seeking safety if someone is breaking in or an intruder is already in the home,

· watching out for surveillance, and

· avoiding routines that may help criminals anticipate absences or times when people are alone (FPS, 1996).

When traveling, FBS also advises that employees

· travel in groups,

· keep vehicles in good working order and with enough gas,

· use vehicle alarms,

· not hide keys in or on the vehicle,

· park in secure, lighted areas,

· look for signs of tampering on hood latch, tail pipe, trunk, etc.,

· know the route,

· carry a cellular telephone or radio,

· watch for surveillance,

· be prepared for an attack, and

· find another route if traffic blockages seem suspicious (1996).

Similar kinds of guidelines have been issued by public agencies and by industrial security firms. 

In 1994, GAO reported that U.S. Marshals were concerned that judicial personnel were “generally secure in and around judicial facilities but less so away from them” (p. 3) and judges expressed concerns about their personal safety and the safety of their families. Three judges were assassinated in their homes between 1979 and 1994 and three other judicial personnel were killed in court facilities (see reference to the Roy Moody bombing case in Session 3). 

The most common response of the U.S. Marshal Service to the risk of attacks on judges away from judicial facilities was protective details when there were significant specific threats. Some judges also used home alarms, cellular telephones, beepers, and remote car starters (p. 26) to reduce the risk. For the most part, however, judges were on their own in reducing vulnerabilities to attacks.

Terrorists use the threat of violence to intimidate people and to change their behavior (e.g., their votes, their policy decisions, etc.). The threats also create stress and affect worker productivity, therefore threats of violence of any sort in the workplace and at home are an organizational problem, as well as a personal problem (see Nigro and Waugh, 1999).

Because of the frequency of aircraft hijackings during the 1960s and 1970s, passengers were advised to choose seats against the window rather than the aisle (so they will be as far away as possible from hijackers), avoid eye contact (so as not to appear challenging or aggressive), avoid drawing attention to one’s self, follow instructions, and escape if the opportunity presents itself. 

Some frequent flyers also purchased covers for their passports that made it appear that they were from somewhere other than the United States or the United Kingdom (the most frequent targets of terrorist violence), although such covers would be of little value if terrorists opened the passports. 

For example, during many of the aircraft hijackings in the late 1960s and early 1970s, the terrorists collected passports and separated passengers by nationality. In some cases, American and other Western passengers were kept as hostages or subjected to physical attacks while the rest were freed.

Because terrorists are generally rational people who have to justify their violence to themselves, they often dehumanize hostages in order to make it easier to kill them. Therefore, the common wisdom during the heyday of hostage taking in the 1960s was that hostages should talk to their captors once the situation became less volatile so that the terrorists would be more reluctant to kill them. 

For example, when the American hostages held in Iran in 1975-76 were lead out of the U.S. embassy blindfolded, terrorism experts warned that the blindfolds might be a means of dehumanizing them so that they would be easier to kill. Similar concerns were voiced when hostages were deplaned blindfolded during several hijackings.

The U.S. State Department used to recommend that prospective foreign service officers read Sir Geoffrey Jackson’s personal account of his 244-day captivity by the Tupamaro terrorist organization. Jackson was the British ambassador to Uruguay when he was kidnapped in 1971. To reduce the likelihood that his captors would kill him, Jackson developed relationships with individual guards and, to avoid seeming less than human to his captors, he tried to keep himself as physically clean and mentally alert as possible during the ordeal (1974).

In the event of a chemical or biological attack, there may be very little that individuals can do to reduce their vulnerability. 

For example, the Japanese cult, Aum Shinrikyo, attacked a neighborhood in which three judges hearing a real estate case in which they were involved were living. Residents had no warning and no where to flee. Seven innocent bystanders were killed and five hundred had to be taken to hospitals (see Olson, 1999). [This was almost 10 months before their subway attack in Tokyo.]

One of the major concerns about the possible use of biological agents, as well as the lack of warning, is that it may be days or weeks before the victims experience symptoms and be far too late to isolate those exposed. 

__________________________________________________________________

Questions to ask students:

1. Why might public employees be more vulnerable to criminal and terrorist attack than other Americans?

Suggested answers:

· Public employees are symbols of the government and, as such, are frequent targets of anti-government violence. 

· Public buildings are generally more open and accessible than privately owned buildings. 

· Public employees, particularly law enforcement officers, corrections officers, and mental health workers, work with clients who may be dangerous.

· Public employees, such as forest rangers and law enforcement officers, often work in remote locations with little or no contact with home offices and with little protection from attacks.

· Public employees working in regulatory agencies and law enforcement may be targeted by anti-government terrorists or citizens with grievances against their agencies.

2. What can individuals do to reduce their vulnerability to terrorist attacks?

Suggested answer:

Individuals can 

· survey vulnerabilities at work, at home, and in transit and avoid situations that may pose extraordinary risks,

· vary routines so that terrorists cannot easily anticipate their locations,

· maintain their vehicles so that they will not be stranded in unsecure locations,

· pay attention to their surroundings so that they will not be surprised by attackers,

· report suspicious people and incidences to law enforcement and security agents,

· make sure that family members and someone in the office knows where you are and how long you will be away,

· travel in groups,

· examine vehicles for tampering,

· install alarm systems in home and office (if not provided by the employer), and

· have emergency plans for how to deal with verbal and physical threats, intruders, and other potentially dangerous circumstances.

________________________________________________________________________

Objective 10.2 

Discuss techniques to reduce the vulnerability of people and facilities to domestic terrorism.

Public officials and employees represent the U.S. Government and, as such, are chosen as symbolic targets by domestic terrorists. 

In many cases, there is relatively little that public officials and employees can do to avoid such attacks. Public buildings are open to the public. Public services require interaction with the public, therefore public officials cannot isolate themselves from the public and still do their jobs.

Moreover, it would be very difficult to deliver government programs and services from behind barricades. 

While the public may be denied access to some sensitive facilities, e.g., intelligence agencies and nuclear plants, measures have to be developed to reduce the risks to organizations, as well as individuals.

For example, guidelines are offered by the Federal Protective Service for dealing with bomb (and suicide) threats over the telephone:

· Remain calm and talk to the caller.

· Do not hang up.

· Signal a coworker to pick up an extension and listen to the call.

· Ask the caller to repeat the message and write it down.

· Repeat questions, if necessary.

· If the caller is making a bomb threat, ask him or her where the bomb is located and when it is supposed to go off.

· Listen for noises in the background and write down a description of the noises.

· Write down the caller’s gender, pitch of voice, accent, and other speech patterns.

· Ask for the caller’s name, location, and telephone number.

· Have a coworker call security officers, guards, or the local police.

· Notify supervisor (FPS, 1996).

Given that many people and some agencies now have “caller id” features on their telephones, bomb threats can sometimes be traced to the callers. Organizations, such as public schools, that receive relatively frequent bomb threats can invest in that feature. It is likely that experienced terrorists would use other means of conveying the threat, such as public telephones (as was the case in the Centennial Olympic Park bombing in Atlanta in 1996) or radios or someone else’s e-mail system.

Beyond the specific kinds of threats, there are techniques to assess risks and reduce vulnerabilities.

NIOSH has issued guidelines for workplace violence programs so that the hazard can be assessed, risk can be reduced, and violent acts can be dealt with when they occur. The guidelines recommend that organizations develop

· employee assistance programs to address the personal problems that might precipitate violence, as well as the effects of violence on others;

· counseling programs for victims and witnesses to reduce the impact of the violence;

· worker safety teams to help develop mitigation strategies;

· training employees to deal with violence and threats;

· conflict management and resolution training for supervisors to help reduce stress in the workplace;

· a “zero tolerance” policy for violence and threats;

· a workplace violence complaint process;

· workplace violence investigation procedures;

· a threat assessment team, task force, or coordinator;

· clear assignment of responsibilities for the program;

· dissemination of violence-related information;

· an information system for management;

· a process for reviewing personnel records to identify trends;

· a program evaluation process;

· work site security analyses to identify hazards;

· target hardening measures (e.g., lights, locks, cameras, guards, etc.);

· mechanisms to coordinate program with emergency management agencies;

· liaison with law enforcement agencies;

· a merger with the larger emergency management and response programs (Nigro and Waugh, 1998).

The indicator of comprehensiveness for workplace violence programs is the integration of the program into the agency’s emergency programs and into the programs of the local emergency management agencies. 

Very few state and local governments in the United States have such comprehensive workplace violence programs. In 1997, only 15 percent of city and county governments have merged their workplace violence and emergency management programs, but 31.3 percent have coordinated their programs with those of their local emergency management agencies (Nigro and Waugh, 1998: 6).

Workplace violence programs typically are administered by human resources departments, rather than security departments, because of the breadth of their coverage (i.e., human resource issues) and because low-intensity violence (e.g., attacks by coworkers) is more prevalent than terrorist acts.

However, monitoring and keeping records of incidents of violence and threats can make it possible to identify patterns that indicate escalating political violence. 

For example, different employees may be threatened by individuals in the field, but they may not share that information with others. A monitoring and complaint system should bring those bits of information together, particularly if the employees are strongly encouraged to report even minor incidents. 

The GAO study of federal judges found that many were not reporting minor incidents, because there was not a clear definition of threats, therefore the Marshal’s Service and Federal Protective Service did not have accurate information on the level of risk (1994: 27).

In terms of dealing with threats of violence against specific agencies, risk reduction begins with risk assessment. As indicated in Session 8, agencies have to determine who might target their personnel and facilities and what their capabilities for destruction are.

The bombing of the Murrah Federal Office Building was a tremendous surprise for most people, including the terrorism experts, because domestic terrorists had not committed mass casualty violence on the scale of the bombing. 

One effect of the Oklahoma City bombing has been to identify potential “target agencies” so that they can be moved to more secure facilities away from the agencies that are less likely to be targets of domestic and international terrorists.

For example, when the new Federal Center facility was constructed in Atlanta, the FBI, ATF, FEMA, and other potential “target agencies” were housed in other locations. Separating such agencies also assures that their capabilities are not reduced if there is an attack on the central facility.

Agencies in the new Federal Center also have emergency plans to move employees to safe locations should there be an attack on the building. Evacuation procedures are developed and drills are held.

As well as increasing the costs of terrorist attacks, mitigation measures for domestic terrorism may also include denying domestic terrorists the benefits they seek.

However, the potential harm to hostages may encourage law enforcement agencies to give in to demands that do not pose a threat to others or compromise the authority of the government. 

For example, it may be far easier to accede to the demands of subrevolutionary terrorists than to continue a confrontation that might result in deaths or serious injuries.

Giving in to some demands may also be prudent if the domestic terrorists pose significant danger to large numbers of people or large amounts of property. Authorities will find it difficult to take a hardline “no negotiation, no compromise” position if there is a credible threat of chemical or biological terrorism.

And, giving in to terrorist demands may not be an issue. As Tucker (1999) and Stern (1999) argue, the motivations of domestic and international terrorists are becoming more ambiguous. The terrorists may be seeking to disrupt society or even to punish the nation and, thus, may be willing to do irreparable damage to the economy or kill millions of people. 

Taking a hardline with a “no negotiation, no compromise” policy is more difficult for domestic law enforcement agencies, particularly when hostages are involved. There are effective hostage negotiation techniques that minimize the danger to hostages and increase the likelihood that the hostage-taker(s) will ultimately be apprehended. 

Generalizing about the motivations of domestic terrorists and how to deal with their threats is becoming more problematic. The common wisdom had been that domestic terrorists wanted public support and, therefore, were more interested in “having people watch, rather than having people killed.” The Oklahoma City tragedy changed perceptions of the domestic threat.

Although the incidence of chemical and biological terrorism by domestic groups is still relatively low (see, e.g., Tucker, 1999), the risk is considered much higher (see, e.g., Stern, 1999).

Also, reducing the risk of mass casualty violence is difficult because individuals and groups may become even more violent as authorities threaten them. Efforts to reduce their capabilities to commit large-scale attacks by making it more difficult to get military-style weapons may be met with even more violent attacks.

It may be that people in a free society will have to live with the risk of violent opposition and just hope that opponents will not choose to commit catastrophic acts of violence.

__________________________________________________________________

Questions to ask students:

1. What should individuals do if someone issues a bomb threat over the telephone?

Suggested answer:

To paraphrase the FPS guidelines, individuals should try to get as much information from the caller and the call (e.g., background noise) as possible, including having a coworker listen in, and communicate that information to law enforcement officers and their supervisor. Writing down the details and their impressions of the call will provide authorities with more accurate and complete information.

2. What should organizations do to prepare for and minimize the risk of violence directed against employees?

Suggested answer:

Organizations can develop workplace violence programs that

· include a policy of “zero tolerance” for violent and threatening behavior;

· assess the risk to employees and employer of different kinds of violence and develop programs to reduce the levels of risk;

· provide assistance to employees who might become violent;

· provide training to supervisors and workers to improve conflict resolution and reduce stress;

· encourage employees to report threats and acts of violence;

· record, analyze, and respond to incidences of violence in the workplace;

· provide for liaison with local law enforcement agencies;

· are integrated with the agency’s and the local community’s emergency management programs; and

· help employees cope with the violence that does occur.

3. What can federal agencies do to reduce the risk to their offices and personnel?

Suggested answer:

· Federal agencies, moreso than state and local agencies, may be targeted more by domestic and international terrorists. Agencies need to 

· analyze the hazard (e.g., what kinds of groups might pose threats), 

· assess the risk (e.g., what kinds of weapons and tactics do the groups use), 

· determine whether their agency is a likely or possible target (i.e., are they a “target agency”), 

· implement a comprehensive workplace violence program as suggested by NIOSH, 

· communicate information on the risk to employees and suggest mitigation and preparedness strategies, and 

· assist law enforcement and national security agencies in identifying terrorists (i.e., being vigilant).

________________________________________________________________________

Student Exercise: Protecting Employees (60 minutes)

Read the following scenario to students or provide as a handout and ask them to write down how they would respond.

U.S. Forest Service officials receive a telephone call from a small field office in a remote part of the state. The office staff consists of three employees, two of whom spend much of their work time outside of the office. All three employees have been threatened while working alone in the office and two have been subjected to verbal threats and aggressive behavior while they have been working alone in the field. What should be done? Remember that U.S. Forest Service personnel have been targeted by domestic terrorist organizations in the past (see Session 3 for a list of recent attacks).

The guidance provided by the U.S. OPM for a similar situation in an unidentified agency is as follows:

1. Create a workplace violence team to 

· monitor acts of violence, 

· keep records, 

· evaluate incidents of violence, and 

· recommend solutions to reduce the likelihood of violence and/or to reduce its effects on personnel and on the organization.

2. The workplace violence team should consult with 
· local law enforcement agencies, 
· federal law enforcement agencies, 
· other agencies with similar field offices or workers in the field, 
· the National Victims’ Center, and 
· prevention units of state police. 

3. The agency should place a panic button and a video camera to record incidents that may happen in the field office and in any other offices in similar situations.

4. The agency should 

· reconfigure office furniture to provide security (e.g., create barriers between employees and visitors to the office and provide dividers so that it appears that there may be more than one employee in the office), 

· train employees in personal safety techniques, 

· provide for quick back-up if employees are threatened or feel at risk, 

· make sure employees know the laws concerning threats, 

· provide employees with lists of state and local organizations that can assist in preventing violence and in dealing with situations that may become violent, 

· maintain liaisons with state and local law enforcement agencies, 

· have employees check in periodically and let the agency know where they are, and 

· provide cellular telephones, personal alarms, and other safety devices.

After the discussion, students might be asked whether they agree with the agency’s actions in the OPM scenario. 

Also, after the discussion of personal protection, students might also be asked to re-examine the scenario and make recommendations of their own.

This scenario is adapted from Case Study No. 11 in the U.S. Department of Personnel Management, Dealing with Workplace Violence: A Guide for Agency Planners <http://www.opm.gov/workplac/index.htm>, April 7, 1998.

________________________________________________________________________

Objective 10.3

Discuss ways to reduce the vulnerabilities of people and facilities to international terrorism 

The risk of terrorism against U.S. businesses operating overseas and against American tourists can be reduced by issuing warnings to travelers when there is a significant threat.

However, it is not certain that travelers will heed such warnings. Businesses may have large investments in foreign sites and, therefore, may be reluctant to withdraw their American personnel. Tourists may have sizable investments in tickets and tours and be unwilling to forego travel when their payments to tour companies, airlines, and hotels may be forfeited.

Unless the threat is obvious, such as a war, warnings may be disregarded. Warnings based upon intelligence may also be disregarded when the sources are not provided to give credence to the information. 

Americans, by and large, are naive about international affairs and may well not understand the risks involved in travel even without a war or terrorist threat or a plague. For that reason, tourists are often at risk from crime, terrorism, and other forms of violence. [Much the same can be said about tourists from other countries, but Americans and Europeans tend to travel a great deal.]

As is the case in dealing with most other kinds of hazards, the more obvious ways to reduce the hazard to U.S. diplomatic missions and personnel include reducing exposure, increasing physical security (i.e., structural mitigation), and increasing information on the hazard so that it can be prevented or can at least reduced.

Those strategies are evident in recent U.S. actions and plans following the bombings of the U.S. embassies in Dar es Salaam, Tanzania, and Nairobi, Kenya, on August 7, 1998.

In response to the bombings, two Accountability Review Boards were appointed to assess the vulnerability of U.S. facilities overseas and to make recommendations concerning how to reduce that vulnerability (see Session 4 on International and Transnational Terrorism and Session 9 on Structural Mitigation Strategies).

The U.S. State Department’s response to the recommendation included a mix of structural and nonstructural mitigation measures, as well as measures to increase preparedness for such attacks.

In addition to strengthening physical security in and around U.S. missions overseas and revising emergency plans to address the threats from large bombs outside of buildings and “weapons of mass destruction,” the review boards issued recommendations that included 

· reducing the number of diplomatic missions by creating regional embassies and placing them in less hazardous states, and 

· lobbying the American public for more money for the protection of U.S. representatives abroad.

The Paris Terrorism Ministerial, a meeting of G-8 foreign ministers, in October 1998 recommended 25 areas of cooperation to reduce the risk of international terrorism (most involving mitigation measures), including

· strengthening cooperation among agencies within each government;

· expanding the training of counterterrorism personnel;

· intensifying consultations to improve capabilities to deal with terrorist attacks against public transport;

· speeding up research and development on methods to detect explosives and to determine their origins;

· taking measures against the “front organizations” of terrorist groups;

· preventing terrorist acts against electronic and digital communications;

· taking measures to control the sale of devices that terrorists might use to create bombs and other lethal agents;

· increasing the punishments for terrorism;

· prosecuting terrorists and their supporters;

· stopping support for terrorists;

· speeding up consultations on access to data by law enforcement agencies;

· increasing barriers to terrorists’ travel;

· restricting claims of political asylum;

· ratifying international counterterrorism conventions;

· expanding mutual legal assistance treaties to facilitate cooperation;

· expanding extradition treaties;

· promoting international bomb detection standards and airport security;

· implementing greater controls on biological weapons;

· barring fundraising by terrorist organizations;

· increasing information exchanges on international money transfers by terrorists;

· adopting regulation against the transfer of terrorists’ money;

· increasing information exchanges with central authorities;

· increasing information exchanges on persons and groups suspected of being associated with terrorism;

· increasing information exchanges on persons and groups suspected of being terrorists; and

· speeding information exchanges generally.

The United States has acted on all the recommendations to increase international cooperation; the sharing of information on terrorists, terrorist supporters, and suspected terrorists and supporters; reducing terrorist financial resources; barring the sale or transfer of weapons and weapon components; and the prosecution and/or extradition of terrorists.

For example, the U.S. Government is trying to better integrate its law enforcement, intelligence, diplomacy, and other assets. The accountability review boards had suggested that law enforcement and intelligence agencies had not been sharing information as they should and that was creating serious problems. In some cases, agencies were ill-prepared for attacks because critical information on threats had not been passed on to them.

The U.S. Government is also exploring the use of chemical signature tags so that explosives can be traced to their origins. Detection agents have been placed in plastic and sheet explosives since April 1997.

Concerns about the vulnerability of the nation’s electronic and digital communications and infrastructure and how to protect them are being addressed by the National Infrastructure Protection Center, an interagency center, at the FBI. 

The United States has laws against exporting weapons and items that might be used in or in making weapons.

The Anti-Terrorism and Effective Death Penalty Act of 1996 increased punishments for terrorist acts.

Terrorist assets have been seized by the U.S. Government.

Measures are being taken to make it more difficult for terrorists (or anyone else) to counterfeit U.S. passports and/or to get U.S. visas.

The United States has ratified all of the counterterrorism conventions and signed the International Convention for the Suppression of Terrorist Bombing (1998). 

The U.S. has also expanded its mutual legal assistance treaties and extradition treaties to facilitate bilateral actions against terrorists.

The measures are designed to make it much more difficult for terrorists to operate across national boundaries and much easier for the United States and other countries to monitor and apprehend individuals and groups that might pose a danger.

While the aforementioned actions were part of the cooperative efforts among the eight leading industrial nations, progress has been much slower in gaining the cooperation of other nations.

The listing of attacks on U.S. diplomatic facilities in Session 4 on International and Transnational Terrorism showed a pattern of attacks in Latin America and Asia where governments are faced with serious and persistent challenges by opposition forces. In those nations, political violence has been unavoidable. 

Nonetheless, measures can be taken to reduce the level of exposure. For example, 

· travel outside of the capital may be discouraged; 

· housing may be provided in secure locations (e.g., within guarded compounds); 

· employees can be given short assignments in hazardous locations and discouraged from bringing their families (as is done in the U.S. military); 

· foreign nationals can be hired for more of the mission jobs; and 

· cultural centers and other less essential facilities can be closed when there is a threat of attacks. 

However, for political reasons, the U.S. Government may need to maintain a full complement of diplomatic personnel and support staff to 

· provide a symbol of support for the host nation; 

· protect U.S. political and economic interests in the nation or region; 

· support transfers of military and economic assistance; and 

· avoid the appearance of intimidation.

However, when a U.S. mission is becoming untenable; 

· the families of mission personnel are evacuated; 

· the ambassador or other ranking diplomat is withdrawn; and 

· another nation’s mission may be used to represent United States interests so that all personnel can be withdrawn. 

The actions usually occur in that order as the situation deteriorates.

The sharing of information on terrorists, suspected terrorists, and their supporters has also been difficult in some cases because of uncertainty about the security of the information. 

Many states do not have the wherewithal to combat terrorism effectively. They cannot protect their own citizens and officials and can offer little assistance to the U.S. diplomatic missions and firms within their borders.

Even among the developed nations, there are some that have been unable or unwilling to provide adequate security at their international airports. The U.S. State Department has met hostility when it has listed their airports and the aircraft flying into and out of them as unsafe for American travelers.

Such warnings to American travelers are much less of a problem when the risk is manifest, such as the warning not to fly on Pakistani airlines in 1999 because of the conflict between Pakistan and India over Kashmir and because of terrorist threats against Americans specifically. [Nonetheless, some Americans are likely to disregard the warning.]


__________________________________________________________________


Questions to Ask Students:

1. What were the major recommendations of the Accountability Review Boards to reduce the likelihood that American diplomatic missions would be attacked like the embassies in Kenya and Tanzania?

Suggested answer:

The boards recommended that the U.S. reduce its exposure overseas by reducing the number of diplomatic missions, particularly in smaller nations and in unfriendly nations, and lobby the American public for higher budgets to fund increased security.
2. What have the United States and its major allies agreed to do to reduce the hazard of international terrorism?

Suggested answer:

Through the Paris Terrorism Ministerial, the United States and its allies have agreed to 

· strengthen cooperation among agencies within each government;

· expand the training of counterterrorism personnel;

· intensify consultations to improve capabilities to deal with terrorist attacks against public transport;

· speed up research and development on methods to detect explosives and to determine their origins;

· take measures against the “front organizations” of terrorist groups;

· prevent terrorist acts against electronic and digital communications;

· take measures to control the sale of devices that terrorists might use to create bombs and other lethal agents;

· increase the punishments for terrorism;

· prosecute terrorists and their supporters;

· stop support for terrorists;

· speed up consultations on access to data by law enforcement agencies;

· increase barriers to terrorists’ travel;

· restrict claims of political asylum;

· ratify international counterterrorism conventions;

· expand mutual legal assistance treaties to facilitate cooperation;

· expand extradition treaties;

· promote international bomb detection standards and airport security;

· implement greater controls on biological weapons;

· bar fundraising by terrorist organizations;

· increase information exchanges on international money transfers by terrorists;

· adopt regulation against the transfer of terrorists’ money;

· increase information exchanges with central authorities;

· increase information exchanges on persons and groups suspected of being associated with terrorism;

· increase information exchanges on persons and groups suspected of being terrorists; and

· speed information exchanges generally.

3. What has the United States done to reduce the hazard of international terrorism against Americans at home and abroad?

Suggested answer:

The U.S. Government 

· has taken steps to improve communication among law enforcement and intelligence agencies; 

· is also exploring the use of chemical tags that allows explosives to be traced to their origins;

· is assessing the vulnerability of the nation’s electronic and digital communications and infrastructure and determining how to protect them from terrorist attack;

· has passed laws against exporting weapons and items that might be used in or in making weapons;

· has passed the Death Penalty Act of 1996 to increase punishments for terrorist acts;

· has seized terrorist assets; 

· is implementing measures to make it more difficult for terrorists (or anyone else) to counterfeit U.S. passports and/or to get U.S. visas; 

· has ratified all of the counterterrorism conventions and signed the International Convention for the Suppression of Terrorist Bombing (1998); and 

· has also expanded its mutual legal assistance treaties and extradition treaties to facilitate bilateral actions against terrorists.

________________________________________________________________________

Student Exercise: Training to Reduce the Risk from Terrorism (two one-hour periods)

Divide the class into groups of 4-6 students.

Ask them to design a training program for employees in a government agency in the United States threatened by domestic terrorists (or overseas and threatened by international terrorists) and give them one hour to list major program components.

They should address the following questions:

1. What should be the major components of the training program, e.g., hazard avoidance, defensive driving, and home security?

2. Which components should be given the highest priority and which the least?

3. Should the program include self-defense training?

4. Should the program include weapons training? 

5. How much responsibility should the agency take for the safety of its employees?

6. How much responsibility should the agency take for the safety of the employees’ families? If the agency or office is overseas, should the families be encouraged or even permitted to accompany the employee?

7. Should there be differences between the training programs for law enforcement and military personnel and for civilians?

8. What special problems may arise if the agency or office is located outside of the United States?

Ask a representative from each group to present the program components to the class and let members of the group explain why each should be included in the training program. Compile the list and let the class discuss each component for 30-45 minutes and develop a consensus on the appropriate program components and priorities. Some issues, such as whether to include self-defense and weapons training, may be very controversial. 

________________________________________________________________________
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