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Objectives: At the conclusion of this session, the students should be able to:

8.1 Discuss the process of hazard analysis.

8.2 Analyze the terrorism hazard.

8.3 Discuss the process of risk assessment.

8.4 Assess the terrorism risk.

________________________________________________________________________

Scope


This session examines the processes of hazard analysis and risk assessment as the initial processes in the development of terrorism preparedness and mitigation programs. The session includes a student exercise to determine how they assess the risk of terrorism in their communities based upon their own perceptions of the hazard. 
________________________________________________________________________

Readings:

1. Readings for Students:

Hanan Sher, “www.terror,” The Jerusalem Report, June 8, 1998, in Annual Editions: Violence and Terrorism 99/00, edited by Bernard Schecterman and Martin Slann (Guilford, CT: Dushkin/McGraw-Hill, 1999), pp. 146-151.

Andrea Stone, “Staggering Carnage Overwhelms Rescuers,” USA Today, August 10, 1998, p. A6, in Annual Editions: Violence and Terrorism 99/00, edited by Bernard Schecterman and Martin Slann (Guilford, CT: Dushkin/McGraw-Hill, 1999), p. 152.

Vijay Joshi, “Death Toll Lower in Tanzania: Sturdier Embassy Might Be a Factor,” USA Today, August 10, 1998, p. A6, in Annual Editions: Violence and Terrorism 99/00, edited by Bernard Schecterman and Martin Slann (Guilford, CT: Dushkin/McGraw-Hill, 1999), p. 152.

Ralph Kinney Bennett, “Defenseless Against Missile Terror,” Reader’s Digest, October 1996, in Annual Editions: Violence and Terrorism 99/00, edited by Bernard Schecterman and Martin Slann (Guilford, CT: Dushkin/McGraw-Hill, 1999), pp. 158-160.

2. Readings for the Instructor:

U.S. General Accounting Office, Combating Terrorism: Threat and Risk Assessments Can Help Prioritize and Target Program Investments (Washington, DC: GAO, GAO/NSIAD-98-74, April 1998).

________________________________________________________________________

Remarks

The identification of hazards and the assessment of the risks that they pose to life and property are essential to the development of emergency plans and the development of mitigation strategies. In the literature, these processes may be termed hazard analysis and risk assessment (as they are here), threat assessment (as is common in the national security literature), or hazard assessment (as is common in the natural hazards literature). The process may also be termed risk assessment and included with risk management, which includes mitigation strategies, as an approach to dealing with hazards (as it is in the business literature).

In 1998, GAO issued a report (see references and recommended readings) recommending that the Department of Defense assess the threat (i.e., the hazard) and risk of terrorism in order to better set priorities and target investments in the national counterterrorism effort established under the Defense Against Weapons of Mass Destruction Act of 1996. An understanding of the hazard or threat and an assessment of the risk are initial steps in determine how the hazard might be reduced. In 1998 and 1999, there were serious concerns about how the tens of millions of dollars ($30.5 million in FY97) appropriated to the Nunn-Lugar-Domenici domestic preparedness program were being spent.

________________________________________________________________________

Objective 8.1 

Discuss the process of hazard analysis.

Hazard analysis involves identifying potential threats to life and property. Once the hazards are identified, information on the nature of the hazards is gathered to determine the level of risk. The next step is to determine what can be done to reduce or eliminate that risk. 

Hazards may pose sociopolitical, economic, or physical risks to lives and property, therefore the assessment is essential to reduce exposure. 

For example, business owners conduct risk or hazard analyses to identify potential external and internal factors that might threaten their investments. Business operations and profit may be affected by external economic factors, such as shortages of raw materials, transportation, housing, and skilled labor. 

Similarly, operations may be affected by political factors, such as unstable governments, changes in government leadership, and violence targeted against the firm itself. In an unstable political environment, employees may be killed or injured, facilities may be damaged, and customers may be frightened away.

In public agencies, hazard analyses and risk assessments are conducted to aid in decisionmaking concerning the setting of program priorities and the allocation of resources.

Hazard analyses also provide information on the general feasibility of mitigation measures, with or without a thorough risk assessment to determine the level of threat posed by the hazard. 

For example, there may be some hazards, such as large asteroid strikes on the Earth, for which preparedness and mitigation measures might be considered futile or, in terms of their overall effectiveness, simply wastes of time and money. Without undertaking a sophisticated risk assessment, officials may judge that investments in hazard reduction would not be wise uses of public money. Such hazards may be included in the overall hazard analysis to assure that decisionmakers are aware of their existence, however.

The general steps in hazard analysis are to

· identify and characterize (i.e., describe and explain) the hazard;

· determine how it may be reduced or mitigated; and

· assess the feasibility of mitigation measures.

Hazard identification might include all environmental threats, including terrorism. 

For example, for a metropolitan area like Atlanta, the list of hazards might include:

· floods

· structural fires

· urban wildfires

· tornadoes

· hurricanes

· heat waves

· ice storms

· earthquakes 

· public health emergencies, e.g., epidemics

· hazardous materials accidents

· transportation disasters

· aviation disasters

· civil disorder

· domestic terrorism

· international terrorism

The Atlanta metropolitan area is vulnerable to the usual array of natural hazards and, as an urban area with high-rise buildings and large facilities, the usual array of technological hazards. 

Atlanta has not had recent experience with earthquakes although there is a history of seismic activity in north Georgia and South Carolina. But, it has had recent experiences with severe tornadoes and hurricanes, heat waves, ice storms, civil disorder, domestic terrorists, hazardous materials accidents, and aviation disasters.

Because of its diverse population and the numbers of immigrants and international travelers, the risk of exposure to diseases may be greater than in many other cities (although hospitals may have more experience with such threats). 

Because Atlanta is a regional transportation center, the risk of major aviation, rail, and highway accidents may be greater, as well. 

And, because of Atlanta’s international airport and the presence of CNN, the international news network, the risk of international terrorism (as well as domestic terrorism) may also be greater because terrorists would have easier access and may seek to take advantage of the international media coverage. 

__________________________________________________________________

Student Exercise: (About 30 minutes)

Have students list the natural and technological hazards in their communities (like the listing above for the Atlanta metropolitan area).

Have them read their lists to the class with the instructor compiling a general listing.

At the conclusion of the session, have them rank order the hazards on the compiled list and ask the following questions:

1. Do you think that there is a significant risk of terrorism in your community? 

2. If there is a risk of terrorism, is it domestic or international or both? 

3. How great is that risk relative to the other hazards listed?

__________________________________________________________________

Questions to ask students:

1. Why are hazard analyses necessary?

Suggested answer:

Hazard analyses provide information on the known environmental risks in the community or region so that officials can prepare for potential disasters and develop strategies to reduce the risk of disaster.

2. What are the three steps in hazard analysis?

Suggested answer:

The three steps in hazard analysis are to (1) identify and characterize the hazard, (2) determine how it may be reduced or mitigated, and (3) assess the feasibility of mitigation measures.

________________________________________________________________________

Objective 8.2 

Analyze the terrorism hazard
The analysis should begin with the identification of the hazard, i.e., the forms of terrorism that may pose risks to people, property, and the environment. Once the hazard is defined, one can assess the likelihood of attacks, societal vulnerabilities, and the likely or possible magnitudes of the incidents. 

As suggested in the earlier sessions, terrorism poses a wide range of risks, not all catastrophic and not all beyond the means of normal local law enforcement and emergency response capabilities. 

However, under federal law, federal law enforcement agencies have jurisdiction over terrorist incidents with the FBI being the lead agency. 

Terrorist weapons can range from words to fists and from pistols to computers.

Terrorist incidents and campaigns of violence may include

· verbal or written threats of violence (although the threats must be credible and, therefore, they must be preceded by acts of violence); 

· physical attacks without weapons;

· armed attacks with knives and similar weapons;

· armed attacks with small arms (e.g., pistols and/or rifles);

· armed attacks with automatic weapons (e.g., automatic rifles, machine guns);

· armed attacks with hand-held missiles or grenade launchers;

· attacks using grenades or small bombs (with or without shrapnel); 

· incendiary bombings;

· attacks using chemical agents (e.g., sarin gas);

· attacks using biological agents (e.g., anthrax); 

· attacks using radiological materials;

· attacks using nuclear devices; 

· sabotage of critical networks (e.g., power grids or communications systems); and

· sabotage of lifelines (e.g., water systems).


However, terrorist attacks may 

· involve a combination of weapons, even a combination of biological agents designed to confound medical diagnoses and treatments;

· be narrowly targeted or broadly targeted, e.g., ranging from very small amounts of chemical or biological agents sufficient only to kill only one person to amounts sufficient to kill millions of people; 

· be very sophisticated in terms of the delivery mechanisms or tactics or may be very crude, e.g., ranging from a box of poisoned fruit to the contamination of a city water supply; 

· be violent or simply destructive, e.g., ranging from physical attacks on public officials to “cyber” attacks on critical computer-based operating systems;

· perpetrated by a large terrorist network or by one or a few people; and

· perpetrated by experienced, professional terrorists or by amateur terrorists who know little about their sponsors and have relatively little training. 

In short, the possibilities are almost endless.

For the American public and policymakers, the recent foci of attention have been on a relatively small number of terrorist weapons and tactics. The incidents that have most influenced perceptions of the hazard have been 

· the attacks on women’s clinics and health care workers by anti-abortion extremists in the 1980s and 1990s; 

· the bombings of the World Trade Center towers in 1993 and the Murrah Federal Building in Oklahoma City in 1995, both involving relatively crude but effective bombs; 

· the bombings of the U.S. embassies in Tanzania and Kenya in 1998 (again involving relatively crude bombs); 

· the end of the Cold War and fears that nuclear weapons and, possibly, biological and chemical agents might fall into the hands of “rogue nations” or groups hostile to the United States; 

· recent attacks in public schools by students armed with military-type weapons; 

· attacks in public and private workplaces by disgruntled employees, angry clients, abusive spouses and boyfriends, and psychologically disturbed people, as well as anti-government terrorists. 

· the campaigns of violence by the so-called Unabomber, Theodore Kaczynski, that extended over a period of eighteen years; and

· the bombing of Centennial Olympic Park in Atlanta during the 1996 Olympics and, to a lesser extent, the bombings of the women’s clinics in Birmingham and Atlanta and the gay nightclub in Atlanta in 1997.

While the school shootings cannot all be characterized as terrorism, the public and public officials tend to link them to violent terrorist attacks in recent years.

[The linkage between terrorism and other forms of violence may be important in creating a “policy window” to address terrorism-related issues, such as the availability of weapons and school security.]

As a result of those high profile incidents and the fears arising from uncertainty concerning the safety and security of Cold War weaponry, the hazard of terrorism has tended to be defined in terms of 

· the availability of assault weapons;

· the potential lethality of “weapons of mass destruction;”

· the anger and fanaticism of domestic terrorist groups;

· the psychological problems of individual terrorists;

· the ruthlessness of international terrorist networks;

· the “immorality” of outlaw or “rogue” nations; and

· the vulnerability of American workplaces, government facilities, and individual citizens to violent attacks.

There have also been highly publicized incidents involving chemical and biological (CB) agents, but no incidents yet that have raised public concern to the same level as the violent incidents cited above. However, there may be support for CB programs as soon as there is a CB incident involving mass casualties. 

[This is a common phenomenon in disaster policy. Typically there is little public interest in investing in mitigation and preparedness programs until after a disaster occurs. Then there is support for policies to reduce that particular kind of hazard, but the “policy window” may only remain open for a short period of time, until the public begins to forget what happened.]

Many factors may affect the lethality or potential lethality of terrorist activities, including 

· the nature of the weapon or toxic agent;

· the capabilities of the terrorists;

· the lethality of the weapons themselves;

· the purposes or intentions of the terrorists;

· the nature of potential targets, including their vulnerabilities,

· the exposure of people and/or property;

· the impact of human and property losses;

· the potential disruption of governmental or business operations;

· and luck (good and bad).

First, the nature of the weapon or toxic agent, including its lethality, is important in assessing its potential effects. While nuclear, biological, and chemical agents, so-called “weapons of mass destruction,” are considered the biggest threat today, there is significant variation in the risk that they pose to people and property. 

For example, there are highly lethal biological and chemical agents that pose relatively minor danger because they lose their toxicity or dissipate in open air, cannot be dispersed over a wide area, cannot be produced and/or stored in large quantities, would be too lethal for the terrorists to handle them, or require special maintenance or skill in delivery (to mention but a few limitations that lethal agents might have). 

Also, some agents are only effective if introduced through puncture wounds or inhaled. They are far less effective or even ineffective if delivered by other means. 

In the case of NBC agents, the terrorists’ delivery systems will have great effect on their potential to cause mass casualties and/or mass destruction. While even small amounts of some agents can cause thousands or even millions of casualties, contaminating large areas is a monumental task. 

To achieve maximum effect, for example, terrorists may have to contaminate water supplies or use crop dusting aircraft to spread the agents throughout an urban area. Thousands might be killed before warnings are issued and millions may be exposed before the area could be cleared.

In fact, the term “weapons of mass destruction” is ambiguous and may be very confusing to emergency responders when it can be applied to very small amounts of nuclear, biological, and chemical agents that do not pose threats of mass casualties. The ambiguity may lead some responders to be overly cautious or, if the term is indiscriminately used (as is common), they may become careless in dealing with such agents.

The purposes or intentions of the terrorist organization may be served by attacks that cause mass casualties or mass destruction or they may not. As described in Session 2, some groups seek relatively limited political goals and some seek broad political support. Killing dozens or hundreds or thousands of people is seldom an effective means of attracting political support.

Second, the capabilities of the terrorist organization itself can define the hazard. Terrorist organizations tend to have repertoires of techniques that they use. It is relatively uncommon, but certainly possible, for groups to have a large number of tactics and weapons. 

New members may provide new tools, individuals and groups learn over time and may add new skills and competencies, new weapons may be acquired, training may be provided by sympathetic terrorist organizations or professional terrorists or supporting governments, or groups may simply experiment with new tools and tactics.

A supporter of the Baader-Meinhof “gang” or Rote Armee Faktion that operated in Germany in the 1970s and 1980s was trained as a nuclear physicist.

Groups may continue to use the tactics and weapons that have been successful or they simply lack the technical skills to do other things. 

Groups with broad skills are far less predictable and, therefore, far more difficult to apprehend because their targets may be less identifiable and security measures will have to be more comprehensive.

The capabilities of terrorists, with some being capable of using weapons for their maximum effect and others capable of only minimal damage, are important factors is assessing the risk of terrorism. 

For example, terrorism analysts have warned about the potential employment of former Russian and Soviet Bloc intelligence agents by “rogue” states and by independent terrorist networks. The pool of highly trained (and lethal) agents could provide considerable technical skill to a terrorist group.

Domestic terrorist organizations often have members with military experience who have been trained to use military weapons, some of which may be available legally in the United States and some which may be available through less legal means.

National Guard, Air and Army Reserve, and regular military units are missing tons of equipment, including hand grenades, assault weapons, and explosives such as C-4 and dynamite. [See the descriptions of the missing weapons in Session 4.]

Third, the purposes or intentions of the terrorist organizations usually determine their willingness to kill large numbers of people, their likely targets, and their receptivity to alternative, i.e., nonviolent, tactics. Groups with relatively narrow political goals are normally less interested in perpetrating mass casualty incidents. Smaller groups with nihilistic goals and international groups with global designs may be the most lethal.

Fourth, the nature of potential targets, including their vulnerabilities, are also important. Some groups and communities are more resilient than others. Some may well be able to protect themselves from violent attacks.

Just as officials are proposing to use a scale for hurricanes that takes into account the vulnerabilities of the populations in the path of the storms, the vulnerabilities of target groups may determine the effectiveness of terrorist campaigns. 

For example, anti-government terrorism in the United States is very much different from terrorism in Israel because the two states are not equally at risk. Terrorist violence in a developing nation is usually far more disruptive of social and economic activity and far more likely to cause political instability.

Fifth, the level of exposure of people and/or property is a determinant of the potential losses from terrorist incidents. If the population or the target group is dispersed, it may be easier for terrorists to attack but more difficult to kill or injure many people.

Sixth, the impact of human and property losses is a consideration. There are social or human costs in terms of suffering and there are economic costs. While a price may not be easily assigned to human life, public agencies often do use such a valuation in determining how much to invest in programs to save lives. 

Businesses, too, may use such calculations in their risk management programs. The loss of corporate leaders may well reduce the value of a firm and depress the value of its stock. Corporate risk managers may suggest that executives not travel on the same airplanes or visit facilities in hazardous areas together because of the danger of losing more than one executive at the same time.

Seventh, the potential disruption of governmental or business operations also has costs. When governments cannot provide services as normal, citizens may suffer hardships ranging from inconvenience to death. Similarly, businesses can suffer economic losses, including losses in marketshare, when their operations are disrupted for a period of time.

Eighth, simple luck may have a significant impact. The economist Charles Perrow argues that complex systems can simply fail because of a variety of factors. Such failures may not be characterized as “bad luck,” but there is little that people might do to prevent them.

Also, terrorist and counterterrorist operations involve human beings who are fallible and plans are often very complicated. Human error, accident, and unanticipated circumstances can easily disrupt such operations.

A slow warning, a broken radio, the failure of a bomb to explode, or a combination of relatively minor failures can have a major effect on an operation.

For example, the attempted rescue of American hostages held in Iran in 1980 failed because of equipment problems and an unanticipated sand storm. The planners had not considered weather conditions in the Iranian desert, the rescuers had not been prepared for as many equipment failures as occurred, and the withdrawal was met with tragedy when two aircraft collided.


__________________________________________________________________


Questions to ask students:

1. Why is the nature of the terrorists’ weapons important in analyzing the hazard that they pose to life and property?

Suggested answer:

Some weapons are more lethal than others and some pose greater risk to larger numbers of people. The most lethal weapons, e.g., biological and chemical agents, may also pose risks to the terrorists themselves. Moreover, the use, maintenance, transportation, and storage of the weapons may pose logistical problems as well as health risks for the terrorists.

2. Why are the capabilities of the terrorist organization important in analyzing the hazard that they pose to life and property?

Suggested answer:

Some terrorist groups are capable of using weapons to their maximum effect and others are not. Highly lethal weapons in the hands of highly trained and experienced terrorists are far more dangerous than in the hands of “amateur” terrorists. 

3. Why is the term “weapons of mass destruction” ambiguous?

Suggested answer:

The term “weapons of mass destruction” has been applied to virtually all biological, chemical, and radiological agents. While nuclear devices by their very nature may be capable of killing thousands or even millions of people, biological and chemical agents and radiological materials usually are in very small amounts and, therefore, not a threat to large numbers of people. The sarin gas attack in the Tokyo subway had the potential to kill thousands, but that is (thus far) an unusual case.

________________________________________________________________________

Objective 8.3

Discuss the process of risk assessment
Risk assessment involves defining the nature of the risk, including its probability of occurrence and likely intensity, and measuring its potential impact on people and property. 

Most frequently, the level of risk is expressed as a probability of the occurrence of a major disaster (i.e., frequency) or as the probability of fatalities or property loss (i.e., intensity). 

Some risks may be judged de minimis risk, meaning that they are so negligible that nothing need be done to control them. 

Some risks may be judged more significant, i.e., potentially damaging, but within the realm of acceptability. In short, individuals and/or communities may be willing to live with the risk or may be unwilling to expend the resources necessary to reduce it (see Waugh, 2000).

For example, tourist resorts are often vulnerable to environmental hazards because they tend to be located along coastlines, in the mountains, along rivers and lakes, in wooded areas, or in desert areas subject to hurricanes, earthquakes, floods, fire, and other disasters. 

Assessing the risk requires examination of 100-year and 500-year flood levels, hurricane cycles, seismic activity estimates, and other indications of the occurrence and intensity of disasters. 

Tourist resorts and other facilities may also be located in nations that have significant political turmoil and in locations that may not be as secure as large cities. Therefore, the facilities and the tourists may be at risk of attack by the government’s political opponents. 

Tourist resorts may also be located in areas in which the indigenous population is very poor. Tourists may be at risk from thieves and terrorists beyond the gates of the resort.

Political risk is assessed in terms of the history of political instability, judgments concerning the level of government support for the business, and other factors that may change over time as the political situation in the nation changes. Of particular importance is the capacities of the tourism businesses and governments to protect tourists and residents from natural disasters and political threats (Waugh, 2000). 

Also, poor communities may be willing to accept more risk because they do not have the resources to reduce it and residents may have little choice about where they live. For example, less affluent neighborhoods are more likely to be located in floodplains. 

However, more affluent communities may be located on bluffs overlooking rivers, lakes or the ocean and, consequently, may be more vulnerable to landslides. Similarly, more affluent property owners may build on the beach and, thereby, be at risk from storm surges during hurricanes and lesser storms. In such cases, the property owners may be more willing to accept risk because they have the economic resources to rebuild following disaster.

Because of differences in how communities and nations define “acceptable risk,” hazard reduction policies may differ widely from one community, region, or nation to another.

The assessment of risk might involve mapping the hazard to determine the spatial distribution of risk, the collection of data on the frequency and intensity of past disasters, judgments concerning specific risk factors (i.e., factors that may significantly increase or decrease the risk of disaster or the threat to life and property), and the vulnerability of the people and property within the risk area.

For example, risk assessment for floods might include mapping of floodplains (including the determination of 5-, 10-, 20-, 50-, 100- and 500-year floodplains), the collection of hydrologic data to determine the frequency of floods, assessment of the land surface (e.g., topography or slope and geomorphology or soil types and quality), and the nature and vulnerability of development in the floodplains. 

Because floodplains change over time due to erosion, widening or narrowing or deepening of channels, and changing vegetation, assessments need to be done frequently or on a continuing basis. Data gathering in the stream and river beds is time consuming. Remote sensing data from satellite imaging can provide the necessary data for assessment, however (Organization of American States, 1991).

Similar processes can be used to assess the risks of landslides, earthquakes, volcanoes, and other natural hazards.


__________________________________________________________________


Questions to Ask Students:

1. How is risk usually described?

Suggested answer:

The risk of disaster is typically described in terms of the probabilities of events occurring within a specified period of time, e.g., five, ten, or twenty years, and of a specific magnitude or intensity (or higher). For example, the risk of floods is usually described in terms of 100- and 500-year floods, indicating the average frequency of major flooding over those periods of time and the maximum area that has been inundated each time.

2. What is “acceptable risk” and why is it important in assessing risk?
Suggested answer:

Communities and nations generally have some risk of disaster. Hazards that typically cause minimal damage are usually accepted as inevitable and little is done to reduce the risk. Such hazards may be viewed as nuisances, rather than real threats to life and property. Some communities are willing to accept more risk than others. Factors such as the political culture and the socioeconomic level of the community determine the levels and kinds of risk that may be accepted. For example, poor communities may be willing to accept more risk from environmental hazards because the residents have fewer choices about where to live and fewer resources for the reduction of the hazard. Communities in the western United States, where individuals are expected to be more self-sufficient and government is expected to be less active, may accept more risk because it is seen as an individual choice.
________________________________________________________________________

Objective 8.4

Assess the terrorism risk 

As the hazard analysis demonstrated, terrorism poses a range of risks depending upon such factors as the nature of the weapons and the purposes and capabilities of the terrorists. As a result, the risk of different kinds of terrorism may have to be assessed separately.

Some generalizations can be made about the hazard, however.

For example, terrorist violence is not cyclic, rather it tends to be chronic. Terrorism occurs virtually every day somewhere in the world, but large scale terrorist incidents tend to be sporadic. There have been long periods in which large scale violent incidents have occurred frequently (see the list of major terrorist incidents in 1985 earlier in this session) and long periods in which such large scale incidents have been relatively rare.

The periodic campaigns of violence have usually been associated with extended political struggles, such as revolutionary wars, anticolonial wars, separatist movements, religious conflicts, and ideologically motivated conflicts, such as the Cold War.

The general assessments of the risks associated with terrorism are usually based upon 

· the existence of domestic and international conflicts that might precipitate violence, 

· the existence of groups that might choose to use the tactic of terrorism (rather than more conventional and nonviolent means of achieving political objectives, 

· the existence of groups that might be willing to kill many people (as opposed to one or a few) to achieve their political objectives, 

· the availability of weapons that might be used by such groups, and 

· the vulnerabilities of society that may be exploited by terrorists. 

For local government officials, terrorism is generally not perceived to be a serious problem. 

For example, a 1998 analysis of the threat of workplace violence in city and county government offices concluded that the threats of domestic and international terrorism were perceived to be far less serious than the threats of violence from nonpolitical sources. 

Human resource managers, who are the officials principally responsible for local government workplace violence programs, judged that their agencies’ clients, workers, criminal intruders, former employees, inmates and patients, and the relatives of workers were bigger threats than terrorists. [See Table 8.1 below.]

Table 8.1

Perceived Sources of Workplace Violence in Local Governments

________________________________________________________________________


Number 
Level of Threat (Percentages)

Source
Reporting
High
Medium
Low

________________________________________________________________________

	Clients
	
	220
	
	
	8.2
	
	47.7
	
	44.1

	
	
	
	
	
	
	
	
	
	
	
	

	Co-Workers
	
	221
	
	
	3.2
	
	33.0
	
	63.8

	
	
	
	
	
	
	
	
	
	
	
	

	Strangers
	
	220
	
	
	2.3
	
	30.0
	
	67.7

	
	
	
	
	
	
	
	
	
	
	
	

	Former Employees
	219
	
	
	5.5
	
	37.9
	
	56.6

	
	
	
	
	
	
	
	
	
	
	
	

	Inmates
	
	
	209
	
	
	16.3
	
	33.5
	
	50.2

	
	
	
	
	
	
	
	
	
	
	
	

	Relatives
	
	
	218
	
	
	4.1
	
	41.7
	
	54.1

	
	
	
	
	
	
	
	
	
	
	
	

	Domestic terrorists
	216
	
	
	0.5
	
	10.2
	
	89.4

	
	
	
	
	
	
	
	
	
	
	
	

	International terrorists
	215
	 
	
	0.0
	
	1.7
	
	98.1


________________________________________________________________________

Source: Nigro and Waugh (1998), p. 5.
However, while the risk of terrorism was judged small in comparison with other risks of violence, 

· 70.5 percent of the officials said that the bombing of the Murrah Federal Building in Oklahoma City (roughly two years before the survey) had increased their interest and personal concern about workplace violence, 

· 84.3 percent said that they expected similar attacks in the next five years (roughly between 1997 and 2002), and 

· 64.0 percent said that public employees were in more danger than private sector employees (Nigro and Waugh, 1998: 7).

The risk of terrorist violence or sabotage is judged far more serious by other analysts and commentators. 

For example, Ralph Kinney Bennett cites R. James Woolsey, former CIA director, in his argument (1999) that the risk of missile attack by “rogue nations” and others is increasing because 

1. “Ballistic missiles are proliferating.” More states have ballistic weapons, including “rogue nations” that may be willing to use them.

2. “Missile range and accuracy are rapidly increasing.” Range and accuracy are increasing even among states that have only recently gained missile technologies.

3. “Warheads of mass destruction are within reach of many new missile powers.” The availability of supercomputers for the design of warheads and guidance systems is increasing the risk of attacks on the United States and its allies.

4. “Defense against ballistic-missile attack is a practical reality.” However, the U.S. Government has chosen not to build such a defense system.

5. “The longer we wait, the less time we may have.” The number of states with the capability to launch missiles against the United States is growing and will continue to do so unless we do something about it.

Similarly, Hanan Sher (1999) argues that the risk of “cyberterrorism” or “information warfare” is increasing. “Paradoxically, the most advanced countries are at the greatest disadvantage on the infowar battlefield....” (p. 147).

Sher argues that saboteurs may unleash “killer” computer viruses, hackers may compromise critical information systems, and new technologies, such as devices that send out electromagnetic pulses or high-energy radio frequencies, may effectively shut down critical systems. Communications, power, financial, air traffic control, and even U.S. defense systems may be incapacitated or disrupted. 

The recent bombings of the Murrah Federal Building in Oklahoma City in 1995 and the U.S. embassies in Tanzania and Kenya in 1998 are testament to the destructive power of “conventional” weapons and the vulnerability of American facilities. 

The bombing of the federal building in Oklahoma City also demonstrated that domestic groups were willing to kill many people, including innocent bystanders and children, in pursuit of their political goals.

Andrea Stone (1999) and Vijay Joshi (1999) describe the carnage from the embassy attacks and the vulnerability of the facilities. The stronger structure in Tanzania, which was built by the Israelis, saved lives (i.e., reduced the hazard). 

In conclusion, the risk of terrorism may be less than the risk of other kinds of hazards. The potential destructiveness of terrorists, however, may provide persuasive argument for investments in anti- and counterterrorism programs.

The assessment of risk should be conducted by individuals and/or agencies without a vested interest in the result. 


__________________________________________________________________


Questions to Ask Students:

1. Why do some analysts and commentators feel that “cyberterrorism” is a serious threat?

Suggested answer:

The technologies for “cyberterrorism” already exist and are expanding rapidly. Hackers have broken into sensitive national defense information systems in the United States and elsewhere. “Killer” viruses have been loosed upon computing systems via the Internet and other access points. “Cyberterrorism” can have devastating effects and is a very inexpensive means of damaging a nation’s economy and infrastructure, therefore it is a logical weapon for terrorists.

2. Why do some analysts and commentators feel that the proliferation of missile technologies is a serious threat?

Suggested answer:

The spread of missile capabilities and the expansion of missile technologies means that more weapons are available and to more states. The so-called “rogue states” have demonstrated their willingness to support terrorism against the United States and other nations, therefore the use of missiles would be a logical tactic.

3. What did the attacks on the Murrah Federal Building in Oklahoma City and the U.S. embassies in Tanzania and Kenya demonstrate?

Suggested answer:

The bombings in Oklahoma City, Tanzania, and Kenya demonstrated the vulnerability of American facilities at home and overseas to such attacks. They also demonstrated the power and destructiveness of homemade bombs and the willingness of terrorists to use such devices against innocent bystanders and government officials.

________________________________________________________________________
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