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Objectives:  At the conclusion of this session, the students should be able to:

9.1 Discuss the process of structural mitigation and how it can be used to reduce the hazard of terrorism.

9.2 Discuss the techniques of physical security and Crime Prevention through Environmental Design (CPTED) and how they are applied. 

9.3 Discuss the applications of physical security to reduce the likelihood that terrorists can attack civil aviation. 

9.4 Discuss applications of physical security to reduce the likelihood that terrorists can attack facilities.

________________________________________________________________________

Scope


This session examines the range of structural mitigation measures that may be used to prevent or reduce the likelihood of losses of life and property from domestic and international terrorism. Most of the measures may be characterized as physical security. Special attention is paid to the design of facilities to facilitate security, i.e., CPtED, and the uses of technology in airports to prevent terrorists from hijacking aircraft and in public buildings to prevent attacks on personnel and offices.  The session includes two short exercises, one dealing with the layers of security that students have encountered in public, nonprofit, and private facilities and the other dealing with the technique of profiling to identify potential security threats. 
________________________________________________________________________

Readings:

1. Readings for Students:
U.S. General Accounting Office, General Services Administration: Many Building Security Upgrades Made But Problems Have Hindered Program Implementation (Washington, DC: GAO, GAO/T-GGD-98-141).(Available through the GAO website <www.gao.gov>)

U.S. General Accounting Office, Aviation Security: Progress Being Made, But Long-Term Attention is Needed (Washington, DC: GAO, GAO/T-RCED-98-109, May 14, 1998). (Available through the GAO website <www.gao.gov>)

2. Readings for the Instructor:

Timothy Crowe, “Crime Prevention through Environmental Design Strategies and Applications,” in Effective Physical Security, 2nd Edition, edited by Lawrence J. Fennelly (Boston: Butterworth-Heinemann, 1997), pp. 35-88.

Richard Gigliotti and Ronald Jason, “Approaches to Physical Security,” in Effective Physical Security, 2nd Edition, edited by Lawrence J. Fennelly (Boston: Butterworth-Heinemann, 1997), pp. 89-101.

3. Recommended Readings for the Instructor:

Joseph G. Wyllie, “Guard Service in the Twenty-first Century,” in Effective Physical Security, 2nd Edition, edited by Lawrence J. Fennelly (Boston: Butterworth-Heinemann, 1997), pp. 249-265.

U.S. General Accounting Office, Aviation Security: Implementation of Recommendations Is Under Way, but Completion Will Take Several Years (Washington, DC: GAO, GAO/RCED-98-102, April 24, 1998). (Available through the GAO website <www.gao.gov>)

U.S. General Accounting Office, Aviation Security: Technology’s Role in Addressing Vulnerabilities (Washington, DC: GAO, GAO/T-RCED/NSIAD-96-262).(Hard copy can be ordered through the GAO website <www.gao.gov>)

________________________________________________________________________

Remarks

The recommended student readings are short reports of testimony before Congressional committees. The longer GAO reports from which the testimony has been largely exerpted are in the list of option instructor readings. GAO reports can be downloaded from the agency’s website <www.gao.gov> by accessing the listings of reports and testimony for the appropriate fiscal year. FY1996 reports are not available electronically, but can be ordered in hard copy through the website.

Structural security measures should be relatively familiar to students who have served in the military or even have worked at the local mall. People are increasingly having to pass through layers of security to visit public agencies, nonprofit organizations, and private businesses, including colleges and universities.  Students may have had experiences in some relatively high security facilities where visitors sign in, walk through metal detectors, have their briefcases and bags x-rayed, are given color-coded badges indicating which areas they have been authorized to access, are given more badges for more secure areas, and are accompanied by security guards to even more secure areas. 

The two exercises in this session are designed to make students more aware of the layers of security through which they pass. Profiling is normally used as part of a facility’s physical security program (hence its inclusion in this session on structural mitigation and physical security). Professor Richard Bailey at Santa Monica College in California has used a similar profiling exercise and his format was adapted for use in this session.

________________________________________________________________________

Objective 9.1  

Discuss the process of structural mitigation and how it can be used to reduce the hazard of terrorism

Session 7 outlined the application of the “all-hazards” approach to the hazard of terrorism and provided examples of ways in which the hazard might be mitigated. 

Structural mitigation measures involve the use of barriers ranging from fences and walls to electronic surveillance and metal detection devices to prevent attacks on individuals and facilities and the theft or destruction of valuable items (e.g., data, operations centers, and missile sites). Guards may be used to monitor the barriers and/or to control access to the facility through the barriers.

Structural mitigation strategies are typically used to increase the costs of using violence and to deny terrorists the benefits that they seek.

Structural mitigation measures work best when used to protect people and facilities within a fixed location. 

It becomes more difficult to protect people when they move from one location to another, because they are more vulnerable while they are in transit outside regular physical security protection.

It becomes more difficult to protect facilities when access is not controlled completely, because people entering the facility may be able to bring in weapons or may even be able to carry out their attacks with weapons found in the facility or with no weapons at all. Physical security can be circumvented.

Facility security programs generally include structural and nonstructural mitigation measures, as well as preparedness measures to assure that personnel are ready to deal with attacks on the facilities and with intrusions. Security programs may also include some recovery programs, such as Critical Incident Stress Debriefing, for victims, emergency response personnel, and security personnel.

Physical security measures can increase the costs of attacking a person or facility significantly and may dissuade terrorists from even attempting such attacks.  

For terrorist organizations, attacks on heavily fortified facilities generally

· require more personnel than attacks on less secure facilities; 

· may require more sophisticated weaponry and tactics; and

· may result in more casualties (i.e., killed, wounded, and captured).

Physical security measures may also have a positive psychological effect on personnel within the secure area, because the threat of violence is reduced, but they may also have a negative impact on the organization in terms of the costs to design, install, and maintain the measures.  

While it is not considered possible for facilities to be completely secure, they can be made secure enough to deter almost any terrorist attack (see, e.g., Gigliotti and Jason, 1997: 92).

However, because terrorists may have many potential targets, structural mitigation techniques may be of limited use. Terrorists may simply choose the targets that are left unsecure or less secure.

__________________________________________________________________

Questions to ask students:

1. Why does it become more difficult to protect individuals and valuable items when they are in transit?

Suggested answer:

As long as individuals and valuables (e.g., classified documents, equipment, and nuclear materials) are within a secure structure with guards, alarm systems, strong walls, and other security measures can make it difficult or at least very costly for terrorists to enter the structure and steal the valuables or attack the individuals. While in transit, terrorists have more opportunities to overcome guards and fewer obstacles between them and their intended victims.

2. Why do structural mitigation measures, including physical security, increase the costs to terrorists of carrying out their attacks?

Suggested answer:

In order to break into secure facilities, terrorists may need more personnel to overcome security guards and other law enforcement officers who may respond to the attack, more sophisticated weaponry (e.g., bombs or automatic weapons), and more time to plan and carry out their operation. The security officers have the advantage of a defensible position.

3. Why is structural mitigation, including physical security, of limited value in reducing the hazard of terrorism?

Suggested answer:

Structural mitigation measures are most effective when the terrorists’ intended victims or materials can be kept behind high walls and many layers of security. If the materials or people need to be moved from one site to another, security may be compromised. Or, if the security measures are strong enough to dissuade terrorists from attacking a facility, they may simply choose another target.

________________________________________________________________________

Objective 9.2  

Discuss the techniques of physical security and Crime Prevention through Environmental Design (CPTED) and how they are applied.  

Designing space to prevent crime is not new and much of it is commonsensical. 


CPTED techniques have been used in government facilities, businesses (including shopping malls), schools, universities, and residential areas, as well as elsewhere. 

The principal focus of CPTED is making sure that the organization can achieve its objectives, rather than stopping crime or assuring security.

The nine major CPTED strategies (Crowe, 1997: 35-36) are to:

1. “Provide clear border definition of controlled space.” The borders of the space can be defined by using physical objects, like fences or signs, or symbols, like distinctive wall colors or pictures.

2. “Provide clearly marked transition zones.” Transition zones let people know when they are moving into the controlled space.

3. “Relocation of gathering areas.” Gathering places can be placed where they are easy to monitor and where access can be controlled.

4. “Place safe activities in unsafe locations.” Safe activities attract users and they can monitor undesirable users. In essence, the activities will attract enough people that they can assure that no undesirable behavior occurs without being seen.

5. “Place unsafe activities in safe locations.” Unsafe activities can be placed in locations that permit public view and access control.

6. “Redesign the use of space to provide natural barriers.”  Conflicting activities can be located far apart, separated by a wall or building, or separated by other activities.

7. “Improve scheduling of space.”  Activities can be scheduled to reduce the likelihood of conflicts and to make it easier to control behaviors. 

8. “Redesign or revamp space to increase the perception of natural surveillance.” The placement of windows, lines-of-sight, and walkways can increase the feeling of security by increasing the likelihood of surveillance, even without security cameras and other electronic monitoring devices.

9. “Overcome distance and isolation.” Natural surveillance can be facilitated.  For example, communications equipment provides access to assistance and the placement of restrooms near entrances facilitates surveillance of people in buildings. 

The objectives of the agency or facility determine the applications of CPTED. Public buildings typically require relatively easy access by clients, security because of the nature of the tasks and the need to preserve data, and reasonable safety for employees.  Few public facilities can be designed as fortresses.

For example, public agencies may wish to

· provide easy access to customer service areas of their facilities;

· control access to sensitive or nonpublic areas of their facilities;

· present a pleasant, receptive image to the public;

· facilitate surveillance by security guards;

· provide clear territorial identity so that intruders will stay out;

· encourage interaction by workers; and

· prevent vehicle bombings.

Using the principles of CPTED, the facility might be redesigned so that 

· clients can access the building through one set of doors, where security guards have metal detectors and sign-in sheets;

· the atmosphere is pleasant and receptive, e.g., only having security guards at the front door rather than in many locations throughout the building; 

· the waiting area is large enough to accommodate normal numbers of clients, but not so large as to attract nonclients or be difficult to monitor;

· the elevators used by clients do not provide access to floors where there are no client services (and employees might be discouraged from accessing some floors);

· the gathering places for employees are conveniently located, but not where they might attract clients or employees from other areas;

· the hallways, restrooms, and offices are easy to monitor via security cameras, guards, or other employees;

· there are distinctive wall colors and clear signage so that clients and employees and visitors can identify the locations of agencies in shared facilities, identify controlled areas, and find specific locations, e.g., service areas; and

· there are barriers, such as trees or large plant boxes, to keep vehicles from parking next to the building and loading/unloading areas to accommodate those vehicles that need to get close to the building.

Physical security is necessary to assure that terrorists and other intruders cannot gain access to facilities to attack employees or steal valuables.  But, all areas of most facilities do not need the same level of security.  As indicated in the example above, access to some areas should be minimally controlled to assure that no one brings in weapons or carries out computers (to mention some of the more obvious examples of contraband).

There are often only two or three levels of security in public and private facilities, but there may be many more. For example, Gigliotti and Jason (1997: 89-91) describe five levels of security:

1. Minimum security in which there are means of “impeding” attempts to enter by unauthorized individuals, such as doors and locks;

2. Low-level security in which there are means to “impede and detect” attempts to enter by unauthorized persons, such as locks and alarm systems; 

3. Medium security in which there are means to “impede, detect, and assess” attempts to enter by unauthorized individuals, such as intrusion alarms,   8-foot fences, and unarmed guards with telephone communications;

4. High-level security in which there are means to “impede, detect, and assess” most attempts to enter and actual intrusions by unauthorized individuals, such as closed circuit television cameras, highly trained guards with portable communications equipment, response plans, and some coordination with local law enforcement agencies; and

5. Maximum security in which there are means to “impede, detect, assess, and neutralize” all attempts to enter and actual intrusions by unauthorized individuals, such as sophisticated alarm systems, highly trained guards, a quick reaction force of armed guards, and arrangements for off-site assistance.

For example, medium security facilities include manufacturing plants and National Guard armories, high-level security facilities include some prisons and defense contractors, and maximum security facilities include nuclear facilities and some military bases.  

The determination of how secure a facility or area should be depends upon the value of the contents or the level of threat. The level of threat is determined by the nature or motivations of the terrorists or criminals and their capabilities.

There may be value in publicizing the capabilities of security systems so that people will not attempt to circumvent them. Highly trained terrorists or criminals may attempt to do so anyway. 

Protective measures are “layered” to provide “security-in-depth.” The initial layers are typically

· physical barriers, including doors, roofs, floors, fences, entry ways, walls, moats, and topography (e.g., a large body of water or a mountain);

· locks, including mechanical, key-operated and electronic, card- or code-operated locks;

· access controls, ranging from badge systems to passwords to visual identification;

· security guards, ranging from semi-skilled to highly trained security personnel;

· alarm systems, including intrusion detection and motion detection alarms;

· lighting, including continuous and motion activated lighting;

· communications, ranging from cellular telephones to radios;

· closed circuit television, including covert and overt systems;

· armed response forces, and

· cooperation with the local law enforcement agency (Gigliotti and Jason, 1997: 96-98).

More public agencies, nonprofit organizations, and private firms are employing security guards to reduce the threat of crime and, to a much lesser extent, terrorism.

There is increasing concern that organizations have not been as selective in their hiring of security guards and security firms as they should be. There is concern that armed guards lack sufficient training to carry and use weapons, as well. 

More state governments are mandating minimum requirements for security guards in general and armed guards in particular and, because of liability concerns, agencies and firms are requiring better training. 

Federal law requires that nuclear plants have security organizations with adequate management and training. Guards have to meet minimum standards for employment, receive training, and be requalified annually (Wyllie, 1997: 250). 

Organizations may also contract with private firms to provide executive protection, including hostage negotiation services (Wyllie, 1997: 251).

In a public facility, there may be contract security guards providing access control and internal security, local law enforcement officers providing external security (particularly if there has been a threat or a reason to think that an attack might occur), federal law enforcement officers responsible for responding to criminal and terrorist attacks, and several federal law enforcement agency offices within the building. [This was the case when the Murrah Federal Office Building was bombed in Oklahoma City in 1995.]  

The emergency plan should spell out the responsibilities of each security and law enforcement agency when an attack occurs, to prevent confusion and to minimize conflict.

The overall facility emergency plan should also be coordinated with the plans of all tenants in the facility to assure that all have plans and that there are no conflicts in terms of such components as evacuation routes, warning systems, and cooperation with outside agencies.

_________________________________________________________________

Questions to ask students:

1. In brief, what is Crime Prevention Through Environmental Design (CPTED)?

Suggested answer:

CPTED is an approach to facilities design that begins with the organization’s (i.e., the tenants’) mission or objectives, such as being responsive to clients, and structures the facility and the activities within the facility to assure that the objectives are met and security is maintained.  

2. How might CPTED be used in a public building, such as a Social Security Administration facility?

Suggested answer:

The application of CPTED principles might begin with a physical design to assure convenient access to the facility by clients (e.g., waiting room near the front door with adequate seating for expected clients) and adequate security for employees (e.g., no client access to areas of the building in which clients are not served). Restrooms are located near the waiting room, so that clients do not have to walk through the building or into employee areas. Plant boxes are located outside the front door to minimize the threat of vehicle bombs. The building has a sizable set-aside from the street so that vehicles cannot park close in. And, wall colors and signage assure that clients, employees, and others know where the controlled areas are.

3. What are the major differences between minimum and maximum security areas?

Suggested answer:

Minimum security areas typically have some means to “impeding” attempts to enter by unauthorized persons. The means may simply be locked doors with signs saying “Authorized Personnel Only.” Maximum security areas may have the means to “impede, detect, assess, and neutralize” all attempts to enter and all actual intrusions by unauthorized persons. Maximum security areas may have alarm systems, closed circuit television cameras, portals with metal detectors and other detection devices, highly trained guards (including a 24-hour quick reaction force of armed guards to respond to threats), and arrangements for back-up from local law enforcement agencies.

4. What are some of the more common physical security measures to be found in public, nonprofit, and private facilities?

Suggested answers:

Some of the more common measures are steel doors, thick walls, sophisticated locking mechanisms, security badge and picture ID systems, security guards, adequate lighting (with power backup), closed circuit television monitoring systems, communications systems for security force, and armed response forces.

________________________________________________________________________

Student Exercise:  Layers of Security (30 minutes)

Have students describe their experiences with security in airports, public buildings, and private firms. 

1. Has anyone worked in a secured or access controlled facility?

2. What kinds of security measures were employed?

3. Were the security measures layered with different requirements to access more secure areas of the facilities.

4. How effective do they think that security measures are in the city hall or county courthouse or the college or university itself?

________________________________________________________________________

Objective 9.3 

Discuss the applications of physical security to reduce the likelihood that terrorists can attack civil aviation. 
The physical security systems of American airports may be the most familiar security systems in the United States today.

In the 1960s and 1970s, aircraft hijackings and airport attacks were all too familiar news items. Briefly during that time, the U.S. Government instituted a program to protect aircraft and had armed “sky marshals” flying as passengers on some routes. 

Armed guards have been used on airlines in Asia and there have been occasions in which aircraft crashed as a result of gun battles between the guards and would-be hijackers.

Since the 1970s, many airports have been redesigned to facilitate security, with some following the principles of CPTED. For example, 

· access to gate areas is more limited than in the past, 

· baggage lockers and check rooms have been moved away from the more crowded areas so bombs hidden in baggage will harm fewer people, 

· there are fewer trash containers and they often have small openings at the top to reduce the likelihood that a terrorist can use them to hide a bomb, 

· restrooms are more centrally located so that they can be monitored better, and 

· the airlines are restricting passengers to fewer and smaller carry-on bags ostensibly to make sure there is enough room in the cabin for storage during the flight, but also to facilitate the security check.

The layers of security are evident to most when they arrive at airports,

· there are more restrictions on vehicles stopping in front of the terminal and few airports still permit parking close;

· when checking in, airline agents ask passengers whether they packed their own bags, whether the bags have been in their sight since they were packed, and whether anyone has given them anything to carry onto the aircraft;

· each passenger is required to produce identification with a photograph to prove that he or she is the person to whom the ticket was issued;

· some airports, particularly in Europe, periodically announce that unattended baggage will be picked up and destroyed; 

· passengers walk through metal detectors in order to get to the gate areas and their carry-on baggage is x-rayed; and

· checked baggage is x-rayed to ensure that it does not contain bombs or other dangerous materials.

There have been debates concerning the effectiveness of some bomb detection technologies. For example,

· some technologies will detect some kinds of explosives and not others;

· false alarm rates are high for some devices and would slow baggage processing at busy airports; and

· most of the devices require security personnel to make judgments concerning the likelihood of a bomb or bomb materials being present, which raises issues about the selection and training of security personnel (GAO, 1996a: 6-7).

There is a variety of equipment to screen passengers and baggage available now or under development, including

· computerized tomography, x-ray, and electromagnetic devices for checked baggage;

· “sniffers” or “trace” detectors that detect the residue or vapor from explosives on the exterior of carry-on bags and electronic equipment (e.g., radios and computers); 

· an electromagnetic device that also detects some explosive-related chemicals on carry-on bags;

· electromagnetic liquid explosive detectors for carry-on items; and

· “trace” detectors that can detect residue or vapor on passengers’ hands and on documents and tokens that they have handled;

· walk-through portals that can detect residue or vapor on passengers’ clothing or in the air around their bodies; and

· electromagnetic walk-through portals that can show the images of items under passengers’ clothing (GAO, 1996a: 7-9).

Devices for screening cargo and mail using trace technologies and nuclear technologies are also being developed (GAO, 1996a: 9).

Following the crash of the ValuJet airliner in the Florida Everglades in May 1996 because of fire in the cargo hold and the bombings of other aircraft, Federal Aviation Administration (FAA) has been conducting research on bomb-resistant cargo containers to reduce the likelihood that bombs hidden in checked baggage or in air cargo can down aircraft. 

More bomb-sniffing dogs are also being added to the civil aviation security program (GAO, 1996a: 10).

There have also been debates concerning other measures that might be used to reduce the likelihood of bombs being carried on to aircraft (see, e.g., GAO, 1996a: 1-2). 

For example, it has been suggested that checked baggage be routinely matched with passengers who board the flight to assure the unattached bags are not left on the aircraft.  

Baggage may be matched with passengers when there has been a credible threat and it is routinely done for international flights as per standards set by the International Civil Aviation Organization (GAO, 1996a: 3).  

Some flights, particularly connecting flights with a large number of passengers transferring from international flights, may actually have passengers identify their baggage on the tarmac before it is loaded onto the aircraft. 

The FAA also requires more stringent screening of passengers and baggage on flights from overseas to the United States (GAO, 1996a: 3-4), particularly for passengers who have traveled on one of the less secure airlines. 

It has also been suggested that the FAA expand the use of “profiling” so that security personnel can select suspect passengers and nonpassengers for more intensive screening.

In 1999, a Turkish national was removed from a Delta flight to Istanbul, Turkey, and several other passengers were questioned about the man before they were permitted to reboard the aircraft and it was permitted to depart. 

The FBI and the Immigration and Naturalization Service indicated that the man fit a profile of a possible terrorist. He had paid cash for a one-way ticket to Istanbul. He had parked a rented truck at the airport in Valdosta, Georgia, before taking the initial flight to Atlanta. And, he had overstayed his visa and, therefore, he was illegally in the United States. He was questioned and, the next day, was put on a flight to Turkey.

When there is a credible threat, American airports and airlines may institute a more stringent set of security precautions, including

· not letting anyone go through the security checkpoint to the gates who does not have a ticket (i.e., excluding nonpassengers from the gate areas); 

· requiring passengers to have two forms of identification in order to check in (which was done by United Airlines after the crash of TWA Flight 800 in 1996);

· requiring that all baggage be checked at the airline counter where it can be monitored better and passengers can be matched with their bags, rather than permitting baggage checks at the front of the terminal; and

· not permitting private vehicles to stop in front of the terminal.

El Al, the Israeli national airline, has historically been a target of terrorist attacks. As a result, security is extremely tight, even oppressive, at Israeli airports and passengers must

· arrive two hours prior to their flights and even as many as six hours prior to flights when there is reason to think that the risk of attack is higher than usual;

· call in advance with their names and background information;

· buy their tickets in advance from a travel office (not at the airport) with credit cards so that security officials can do background checks prior to their arrival at the airport;

· have their baggage hand-checked by security personnel while they are present; and

· be interviewed by security personnel, particularly if they have traveled in countries that might not be friendly to Israel (Atlanta Journal-Constitution, 1996).

The greatest concern regarding attacks on civil aviation is the potential use of surface-to-air missiles that can be fired from locations well away from airports at aircraft taking off, landing, or in holding patterns. 

[The initial reports by witnesses to the crash of TWA Flight 800 over Long Island Sound in July 1996 suggested that a missile might have been used to down the aircraft, but subsequent investigation concluded that a mechanical problem caused an explosion in the fuel system.]

Using a Russian Strella missile, a British Javelin or Blowpipe missile, a Swedish RBS-70 missile, or an American Stinger missile, an individual could down an aircraft. As many as 300 of the 1,000 Stinger missiles the United States gave to Afghani rebels fighting the Russians are unaccounted for. The Stinger missiles, as well as other similar missiles, have been on the black market and the CIA has been purchasing as many it can (Ruane, 1996). 

The FAA established the Aviation Security Advisory Committee on July 17, 1996. The membership included representatives from the FAA, the National Security Council, the FBI, the CIA, the U.S. Department of Defense, the U.S. Department of State, the Office of Management and Budget, and the aviation industry.  The committee was charged with responsibility for reviewing the threat to civil aviation, the vulnerabilities, security options, funding options, and policy options and issued its report in October 1996 (GAO, 1996a: 11).  

Recommendations were forwarded by the Secretary of Transportation to the President. The committee’s recommendations, along with the recommendations from the Gore Commission (White House Commission on Aviation Safety and Security, resulted in initiatives to purchase and install explosive detection equipment in airports (see, GAO, 1997, and GAO, 1998b). 

By October 29, 1998, the FAA had deployed 327 trace detection devices to check carry-on bags at all 19 category X airports (“the nation’s largest and busiest airports as measured by the volume of passenger traffic” and the airports likely most at risk of criminal and terrorist attacks). Devices had also been deployed to 26 of the 60 category 1 airports (those with at least 2 million passengers annually). The turnover of screening personnel was causing some difficulties in terms of training costs and the effective operation of the equipment (GAO, 1998b: 1-4).

________________________________________________________________________

Questions to ask students:

1. What kinds of security precautions are currently used at large and busy airports (e.g., category X airports) in the United States?

Suggested answer:

Current security precautions include the following:

· ticket agents routinely ask passengers whether they packed their own bags,  whether they have had them in their possession since they were packed, and whether they have accepted anything from anyone else to carry onto the aircraft;

· passenger check-in now requires an identification with a photograph to prove that the passenger is the person to whom the ticket was issued;  

· passengers boarding the aircraft are matched with their baggage for international flights (and some domestic flights if there is a heightened state of alert); and

· passengers and nonpassengers (e.g., people meeting aircraft or accompanying someone to a gate) have to pass through a portal with metal detectors and have their baggage and other hand-carried items x-rayed.

2. What kinds of explosive detection devices are being used (or in development for use) at airports?

Suggested answer:

The kinds of explosive detection devices currently being used are:

· computerized tomography, x-ray, and electromagnetic devices to screen checked baggage;

· “trace detectors” to screen carry-on baggage and electronic equipment for residue or vapors from explosives;

· electromagnetic devices to screen liquids for signs of explosives;

· “trace detectors” to screen passengers and items that passengers have handled; and

· walk-through portals that screen passengers and their clothing for residue or vapors from explosives.

3. What kinds of extra measures are taken when there is a threat of terrorist attack on civil aviation in the United States?

Suggested answers:

Extra measures that might be used to reduce the chance of bombs being brought aboard an aircraft include:

· restricting gate area access to only ticketed passengers and those debarking from aircraft;

· requiring passengers to have two forms of identification in at check in;

· requiring that all baggage be checked in at the airline counter and all baggage be matched with passengers who board the aircraft;

· preventing vehicles from stopping at the front door of the terminal;

· conducting background checks on passengers (as in Israel); and

· interview passengers to assure that their background information is correct (as in Israel).

________________________________________________________________________

Student Exercise:  Profiling (30 minutes)

Have students develop a profile of a terrorist for use at an international airport in the United States.

1. What physical characteristics (e.g., clothing, age, or physical attractiveness) might a terrorist have (to distinguish him or her from other passengers)?

2. What psychosocial characteristics (e.g., personality and ethnic background) might a terrorist have?

3. What other characteristics might terrorists have, such as traveling as a couple (man and woman, two women, two men, father and daughter, mother and son), a family (maybe with several children), or alone?

When the profile is complete, ask the class the following questions:

1. How should the profile be used?

2. Should people who fit the profile be subjected to additional baggage searches, interviews, full body searches, or other measures?

3. Might using the profile be considered discriminatory? Does it single out ethnic groups, a particular gender, foreign language speakers, people traveling alone, obnoxious people, and so on?

________________________________________________________________________

Objective 9.4

Discuss applications of physical security to reduce the likelihood that terrorists can attack facilities

As a consequence of the Murrah Federal Building bombing in April 1995, the U.S. Department of Justice assessed the vulnerability of federal facilities across the country and issued a report recommending minimum standards for building security (GAO, 1998a: 3).

The Department of Justice’s recommendations included standards based upon risk levels for specific buildings, with risk levels determined on the basis of such criteria as tenant population and the amount of public contact, and assessments by building security committees with representatives from each of the agencies in the building (GAO, 1998a: 4-5).

In July 1995, President Bill Clinton ordered the General Services Administration (GSA), the agency responsible for many federal facilities, to begin upgrading buildings (GAO, 1998a: 3).

Executive Order 12977, requiring the upgrading of federal building security, was issued on October 19, 1995 (GAO, 1998a: 5). 

The Federal Protective Service, GSA’s security physical security and law enforcement branch, developed a database to match risk levels and requested upgrades (GAO, 1998a: 5).

The risk levels determined using Department of Justice criteria were:

Level V: Buildings with mission functions critical to national security, e.g., the Pentagon and the CIA Headquarters in Langley, VA.  Tenant agencies secure the building according to their own security requirements.

Level IV: Buildings with 451 or more federal employees, high level of contact with the public, more than 150,000 square feet of space, and high-risk tenant agencies with highly sensitive records.

Level III: Buildings with 151 to 450 federal employees, moderate to high level of contact with the public, 80,000 to 150,000 square feet of space, and tenants that might include law enforcement agencies, government records, etc.

Level II:  Buildings with 11 to 150 federal employees, moderate levels of public contact, 2,500 to 80,000 square feet of space, and tenants that have routine missions.

Level I:  Buildings with 10 or fewer federal employees, low levels of public contact or “contact with only a small segment of the population,” and 2,500 square feet of space or less (GAO, 1998a: 19-20). 

The Department of Justice recommended 52 minimum security standards, including

· perimeter security, such as control of parking facilities, identification systems for parking, closed circuit television monitoring, lighting with power backup, and physical barriers;

· entry security, such as adequate shipping/receiving procedures, access control (including security guard patrols and intrusion detection systems with central monitoring), and screening and monitoring at entrances and exits;

· interior security, such as employee/visitor identification, access control of utility areas, emergency plans, and relocation of daycare centers; and

· security planning, such as intelligence sharing among law enforcement and security agencies, adequate training and standards for security guards (including qualifications for unarmed and armed guards), grouping agencies with similar security requirements and risk levels, administrative procedures to minimize risk of crime to employees, and

· construction/renovation to reduce risks, such as installing mylar film on exterior windows to prevent shattering, attention to blast standards, adequate construction standards, and street setbacks for new facilities (GAO, 1998a: 21-24).

Based upon the Department of Justice standards, a building rated Level V (the highest risk) should have

· a controlled parking facility with all unauthorized vehicles parked in the facility being towed and adequate lighting;

· closed circuit television camera surveillance with time lapse recording;

· lighting with emergency backup;

· adequate procedures for shipping/receiving;

· intrusion detection systems with central monitoring;

· life safety, e.g., fire detection and suppression, systems that meet current standards;

· x-ray and magnetometer at public entrances and x-raying of all mail and packages;

· high security locks;

· photo identification for personnel;

· visitor control and screening;

· visitor identification accountability system;

· personal identification issuing authority;

· controlled access to utility areas and emergency power for critical security systems;

· adequate occupant emergency plans, updated annually, and tested periodically;

· adequate intelligence sharing and control and common threat nomenclature;

· adequate training of security personnel, including guards;

· background security checks and/or security control procedures for service contract personnel;  and

· mylar film on exterior windows with standards for new construction that include blast resistance and setbacks from the street (GAO, 1998a: 21-24)

By contrast, the standards for Level I facilities include

· adequate exterior lighting with power backup;

· review of shipping/receiving procedures to determine vulnerabilities;

· upgraded life safety systems;

· high security locks;

· emergency power for critical security systems;

· occupant emergency plans and training;

· intelligence sharing and control and common threat nomenclature;  

· security training for personnel and security guards;

· background checks and/or security control procedures for contract personnel; 

· review of current projects for blast standards and uniform standards for construction (GAO, 1998a: 21-24).

The Department of Justice recommended that all federal facilities evaluate whether daycare centers should be located where there is a high level of threat and consider relocating such centers outside of the high threat area (GAO, 1998a: 23). 

By the end of March 1998, GSA had approved approximately 7,800 upgrades and approximately 90 percent had been completed (GAO, 1998a: 5).

Implementing the security upgrades for federal buildings has been difficult because of:

1. funding uncertainties due to the lack of a budget allocation - GSA had to divert funds from other programs;

2. errors made by GSA personnel trying to meet deadlines without sufficient information because of the agency’s downsized staff, and 

3. unreliable cost estimates which complicated the allocation of funds to priority upgrades (GAO, 1998a: 8-13).

GSA funds facility security with the rental charges paid by tenant agencies. Security upgrades would require increases in the rental fees and/or additional budget allocations. How to fund the upgrades was not resolved in fiscal year 1999 (which ended September 30, 1999) (GAO, 1998a: 40-41). 

Finding the money to pay for physical security measures, including money to upgrade current measures using new technologies, is a problem shared by federal, State, and local government agencies; nonprofit organizations; and private businesses.  

Physical security problems have been identified at other federal facilities, as well. In a 1999 analysis of security at U.S. Department of Energy facilities, GAO found “serious weaknesses” at highly sensitive nuclear weapons design laboratories and nuclear material and weapons production facilities (GAO, 1999: 1). [Serious weaknesses were also found in a 1988 GAO analysis of DOE security.]

GAO found that the weapons laboratories had ineffective access controls, particularly for foreign visitors, weaknesses in programs to protect classified and sensitive information, “lax physical security,” poor management of security personnel, and ineffective tracking of nuclear materials (GAO, 1999: 1-2).

Foreign visitors were often permitted into facilities without background checks, with only 5 percent of those from “sensitive countries” being checked prior to their visits (compared to only 10 percent in 1988) (GAO, 1999: 4-5). 

A 1990 GAO study found that 78 percent of the security personnel at the Los Alamos National Laboratory failed one or more of the skills tests for guards. Forty-two of the 54 guards failed at least one test on using weapons, using batons, or apprehending potentially dangerous individuals. Some training records were missing, incomplete, undated, unsigned, or altered (GAO, 1999: 7-8).

Classified documents were missing, sensitive equipment was missing, and sensitive equipment had been sold as salvage at Los Alamos and other facilities. Security clearances were also poorly administered (GAO, 1999: 8-9).

GAO cited organizational weaknesses, e.g., complexity and unclear lines of authority and accountability, as contributing to the poor administration of security programs at the Department of Energy (GAO, 1999: 10-14). 

[There is a large and growing literature in public administration on the problems inherent in trying to oversee programs operated and services delivered by third parties, i.e., contractors. A very large percentage of DOE’s facilities are operated by private contractors which may explain some of the accountability and oversight problems. See the literature on “hollow government.”]

Because terrorism and other forms of workplace violence are often considered low priorities, security programs do not compete well with other programs for funding until an attack occurs or there is a lawsuit for failure to implement reasonable measures to reduce known risks.   


__________________________________________________________________


Questions to ask students:

1. Why were President Clinton and federal agencies concerned about the security of federal buildings in 1995?

Suggested answer:

The Murrah Federal Office Building in Oklahoma City was bombed on April 19, 1995, and 168 people were killed, including children in a daycare center on the first floor. A truck was parked in front of the building with a 4,800-pound bomb.

2. What are the major differences between Level V and Level I buildings and why is the distinction made?

Suggested answer:

A Level I building is small with 10 or fewer federal employees, little contact with the public, and no high-risk agencies. By contrast, a Level V facility may have agency tenants with national security missions and with their own stringent security requirements. High-risk facilities, Levels V and IV, are given priority in the upgrading of security measures because attacks might affect national security or, in the case of Level IV facilities, cause harm to very many people.

3. What were the five principal areas of concern addressed in the Department of Justice’s recommendations on federal building security?

Suggested answer:

The Department of Justice was concerned about standards for perimeter security (i.e., the exterior of the facility), entry security (particularly access control), interior security (e.g., employee/visitor identification), security planning (particularly cooperation among law enforcement and security agencies), and construction/renovation standards to assure that structures are resistant to blasts and attacks from outside.

4. What are the biggest problems encountered by the General Services Administration (and other agencies) in upgrading building security?

Suggested answer:

The GSA and other agencies have been concerned about the funding for security upgrades and the accuracy of cost estimates so that funds can be allocated effectively. There are also concerns about adequate staffing to conduct threat assessments and to administer the security upgrade program.  

________________________________________________________________________
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